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Motivation LINUTRZNIX

Virtualized Edge Cloud Compute Platforms (Future)
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Motivation LINUTRZNIX

DetNet from Field Level to Edge Cloud
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LINUTRZONIX

Why not just deploy a single large TSN?

Edge
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Single L2
Network
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Huge number of devices — Performance issues
Multiple trust domains — Security issues

Intertwined network management
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TSN and DetNet in Linux LINUTRZONIX

TSN in the Linux Ecosystem

2 Real-Time Task Scheduling

—» PREEMPT-RT (mainline since last year)
3 Traffic Shaping (Qbv/EST, Qav/FQTSS)

—» TAPRIO and CBS qdisc
— Software emulation and full hardware offload (for Intel i226 and many others)

2 Frame Preemption

— Supported by Linux kernel at least for Intel i225/i226
2 Time Synchronization

— LinuxPTP and many related Linux kernel features
2 TSN Validation

—» RTC-Testbench
2 Sockets with low latency and jitter

— AF_PACKET and AF_XDP
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TSN and DetNet in Linux LINUTRZNIX

eXpress Data Path

Applications
AF_INET
2 Versatility of Linux Network Stack AF_PACKET AF-XDP
induces latency and jitter 0
. Linux
3 OT traffic structure usually known ahead Network
Stack
— Load dedicated program (eBPF)
at runtime allows to bypass

dynamically loaded
eBPF programs

XDP

Linux Network Stack

2 still, control over NIC stays with kernel [ NIC ] [ NIC ]
(in contrast to DPDK) Ll L
2 Suitable for fast experimentation Network Network
Interface Interface
Card Card
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TSN and DetNet in Linux LINUTRZNIX

DetNet Tunneling over TSN-aware Networks

Inner TSN Stream DetNet Flow Outer TSN Stream
Identifications Identifications Identifications
~
! Encapsulate TSN FE—r—
streams into MPLS and
B B
network segregation @
2 Map DetNet flow to

Factory Floor B

dedicated TSN streams

— Provide guaranteed
bounded latency and
zero congestion loss
end-to-end
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DetNet Tunneling over TSN-aware Networks

Inner TSN Stream DetNet Flow Outer TSN Stream
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zero congestion loss
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TSN and DetNet in Linux LINUTRZONIX

Service Protection Beyond TSN Sub-Networks

Only using IEEE 802.1CB Frame Replication and Elimination for Reliability (FRER)

L2 Bridge

L3 Router

Single Point
of Failure
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Implementation LINUTRINIX

How to orchestrate TSN and DetNet in Linux?
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Implementation LINUTRINIX

detnetctl Open Source Framework

() github.com/linutronix/detnetctl

Configuration

Interfaces Setup of
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Implementation LINUTRINIX

detnetctl Demo
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Implementation LINUTRZONIX
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Implementation

LINUTRZNIX

Logical View

Real-Time Camera Board

Pack image data
in AVTP packets

VLAN Interface
(add VLAN Header)

Physical Interface
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DetNet Router

App Flow Ingress
identify TSN Stream)
Service Sublayer

Stream Transfer Function

Forwarding Active Stream
Sublayer 1P Stream "Identification”
(add UDP/IP. Identification ||| (modify Ethernet Hdr,

Header) select Priority)

Queuing /
Internal LAN lan) Dispatching
(using Priority)

Transmission
Selection
APRIO/Qbv)

Physical Interface Physical Interface
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Active Stream

1P Stream
Identification “Identification”

Edge Device

App Flow Egress

Service Sublayer
(seq. recovery & Unpack image
remove MPLS

Header)

ata
from AVTP packets

Forwarding VLAN Interface

(remove VLAN

Sublayer
remove UDP/IP
( oncion 4 Header)

Internal LAN (ilan) VETH Pair

Physical Interface
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Implementation LINUTRZNIX

Implementation with Linux eXpress Data Path (XDP) and eBPF

Logical View Implementation View

Read Destination
Address & VLAN ID

from Raw Packet
DetNet Router

Lookup Stream

App Flow Ingress Handling
identi

TSN Stream)

Service Sublayer

Sequence

(sequence
generation & add Stream Transfer Function Generation
MPLS Header)
" Active Stream
Forwarding 1P Stream “Identification”
Subley Identificati dify Ethernet Hal
(add 1P Header) fentification |} modihy Ehemet /" Redirect to XDP of Redirect to XDP of
22 outgoing interface outgoing interface
Internal LAN (ilan) ) 7

Adjust Header Size Adjust Header Size
of Packet of Packet

Transmission
Selection
APRIO/Qbv)

Write Write
Encapsulation Encapsulation
Physical Interface Physical Interface Honders Honders

¥ i

Select Queue Select Queue
Transmit Transmit
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Implementation LINUTRINIX

Configuration via YANG

ieee802-dot1g-sched
(IEEE P802.1Q-2022-Rev/D1.5

RFC 9633 \EEE 802.1CB fixed former IEEE 802.1Qcw)
Deterministic
Networking (DetNet) .___
YANG Data Model

Frame Replicationand )
Elimination for Reliability ~ 1©ee802-dot1g-bridge
i (IEEE P802.1Q)

Real-Time Camera Board DetNet Router Edge Device

App Flow Ingress
(identify TSN Stream)

Service Sublayer Service Sublayer
(sequence (seq. recovery &
generation & add Stream Transfer Function Stream Transfer Function remove MPLS

MPLS Header)
® ) 1T )

App Flow Egress.

Unpack image
data

from AVTP packets

Forwardin “Active Stream Forwardin
Sbrayer P Strea Active Stream 1P Stream biayer YLAN Interface
(add UDB/IP Identification |[|(modify Ethernet Hdr., Identification “Identification” (remove UDP/IP (’E?Z:;er)
Header) select Priority) Header)
Pack image data ae = T
in AVTP packets

Queuing/
Dispatching Internal LAN ilan) VETH Pair
(using Priority)

VLAN Interface
(add VLAN Header)

Physical Interface

Interface

- RFC8343 dvs&is«-ne«:n?(:;m«-?;yan_g.1s
AYANG Data Model for m;“:'{;GﬂDe 'aﬁ dX Ieﬂslon
Interface Management ata Models

l Physical Interface

2.8. Peer-interface

Note: Related YANG instance data is attached to this PDF
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Implementation LINUTRINIX

Conclusion
2 Industrial automation is motiving towards virtualized control in edge clouds
7 DetNet is suitable to converge multiple TSNs for edge cloud infrastructure
I Existing standards are suitable to deploy actual TSN over DetNet over TSN networks
2 Linux and eBPFs are a good fit for both experimentation and real-world deployments

() github.com/linutronix/detnetctl
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{
  "ietf-detnet:detnet": {
    "app-flows": {
      "app-flow": [
        {
          "name": "app-rtvideo",
          "ingress": {
            "interface": [
              "enp86s0"
            ],
            "tsn-app-flow": {
              "destination-mac-address": "82:ac:6e:1a:a3:58",
              "vlan-id": 10
            }
          }
        }
      ]
    },
    "service": {
      "sub-layer": [
        {
          "name": "ssl-rtvideo",
          "operation": "initiation",
          "service-protection": {
            "protection": "replication",
            "sequence-number-length": "long-sn"
          },
          "incoming": {
            "app-flow": {
              "flow": [
                "app-rtvideo"
              ]
            }
          },
          "outgoing": {
            "forwarding-sub-layer": {
              "service-outgoing": [
                {
                  "index": 0,
                  "mpls-label-stack": {
                    "entry": [
                      {
                        "id": 0,
                        "label": 555
                      }
                    ]
                  },
                  "sub-layer": [
                    "fsl-rtvideo-A",
                    "fsl-rtvideo-B"
                  ]
                }
              ]
            }
          }
        }
      ]
    },
    "forwarding": {
      "sub-layer": [
        {
          "name": "fsl-rtvideo-A",
          "operation": "forward",
          "outgoing": {
            "interface": {
              "src-ip-address": "fd02:5cb3:dba1::1",
              "dest-ip-address": "fd02:5cb3:dba1::3",
              "source-port": 49001,
              "next-hop-address": "fd02:5cb3:dba1::3",
              "outgoing-interface": "ilan0"
            }
          }
        },
        {
          "name": "fsl-rtvideo-B",
          "operation": "forward",
          "outgoing": {
            "interface": {
              "src-ip-address": "fd02:5cb3:dba1::2",
              "dest-ip-address": "fd02:5cb3:dba1::4",
              "source-port": 49002,
              "next-hop-address": "fd02:5cb3:dba1::4",
              "outgoing-interface": "ilan0"
            }
          }
        }
      ]
    }
  },
  "ieee802-dot1cb-stream-identification:stream-identity": [
    {
      "index": 0,
      "handle": 1,
      "in-facing": {
        "input-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "ip-source": "fd02:5cb3:dba1::1",
        "ip-destination": "fd02:5cb3:dba1::3",
        "next-protocol": "udp",
        "destination-port": 49001
      }
    },
    {
      "index": 1,
      "handle": 1,
      "out-facing": {
        "output-port": [
          "enp86s1"
        ]
      },
      "dmac-vlan-stream-identification": {
        "down": {
          "destination-mac": "48-21-0b-56-de-92",
          "vlan": 1,
          "priority": 7
        }
      }
    },
    {
      "index": 2,
      "handle": 2,
      "in-facing": {
        "input-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "ip-source": "fd02:5cb3:dba1::2",
        "ip-destination": "fd02:5cb3:dba1::4",
        "next-protocol": "udp",
        "destination-port": 49002
      }
    },
    {
      "index": 4,
      "handle": 2,
      "out-facing": {
        "output-port": [
          "enp86s2"
        ]
      },
      "dmac-vlan-stream-identification": {
        "down": {
          "destination-mac": "48-21-0b-3e-31-ce",
          "vlan": 1,
          "priority": 7
        }
      }
    }
  ],
  "ietf-interfaces:interfaces": {
    "interface": [
      {
        "name": "enp86s0",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "enp86s1",
        "type": "iana-if-type:ethernetCsmacd",
        "ieee802-dot1q-bridge:bridge-port": {
          "traffic-class": {
            "traffic-class-table": {
              "number-of-traffic-classes": 4,
              "priority0": 0,
              "priority1": 0,
              "priority2": 1,
              "priority3": 1,
              "priority4": 2,
              "priority5": 2,
              "priority6": 3,
              "priority7": 3
            }
          },
          "ieee802-dot1q-sched-bridge:gate-parameter-table": {
            "admin-control-list": {
              "gate-control-entry": [
                {
                  "index": 0,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 7000000,
                  "gate-states-value": 8
                },
                {
                  "index": 1,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 10000000,
                  "gate-states-value": 1
                },
                {
                  "index": 2,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 3000000,
                  "gate-states-value": 2
                }
              ]
            }
          }
        }
      },
      {
        "name": "enp86s2",
        "type": "iana-if-type:ethernetCsmacd",
        "ieee802-dot1q-bridge:bridge-port": {
          "traffic-class": {
            "traffic-class-table": {
              "number-of-traffic-classes": 4,
              "priority0": 0,
              "priority1": 0,
              "priority2": 1,
              "priority3": 1,
              "priority4": 2,
              "priority5": 2,
              "priority6": 3,
              "priority7": 3
            }
          },
          "ieee802-dot1q-sched-bridge:gate-parameter-table": {
            "admin-control-list": {
              "gate-control-entry": [
                {
                  "index": 0,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 7000000,
                  "gate-states-value": 8
                },
                {
                  "index": 1,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 10000000,
                  "gate-states-value": 1
                },
                {
                  "index": 2,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 3000000,
                  "gate-states-value": 2
                }
              ]
            }
          }
        }
      },
      {
        "name": "ilan0",
        "type": "iana-if-type:ilan"
      }
    ]
  },
  "ieee1588-ptp-tt:ptp": {
    "instances": {
      "instance": [
        {
          "instance-index": 1,
          "default-ds": {
            "clock-quality": {
              "clock-class": "ieee1588-ptp-tt:cc-default",
              "clock-accuracy": "ieee1588-ptp-tt:ca-time-accurate-to-gt-10-s",
              "offset-scaled-log-variance": 65535
            },
            "domain-number": 0,
            "sdo-id": 256
          },
          "time-properties-ds": {
            "current-utc-offset": 37,
            "current-utc-offset-valid": true,
            "leap59": false,
            "leap61": false,
            "time-traceable": true,
            "frequency-traceable": false,
            "ptp-timescale": true,
            "time-source": "ieee1588-ptp-tt:internal-oscillator"
          }
        }
      ]
    }
  }
}



{
  "ietf-detnet:detnet": {
    "app-flows": {
      "app-flow": [
        {
          "name": "app-rtvideo",
          "egress": {
            "ethernet": {
              "interface": [
                "veth0"
              ]
            }
          }
        }
      ]
    },
    "service": {
      "sub-layer": [
        {
          "name": "ssl-rtvideo",
          "operation": "termination",
          "service-protection": {
            "protection": "elimination",
            "sequence-number-length": "long-sn"
          },
          "outgoing": {
            "app-flow": {
              "flow": [
                "app-rtvideo"
              ]
            }
          },
          "incoming": {
            "service-id": {
              "mpls-label-stack": {
                "entry": [
                  {
                    "id": 0,
                    "label": 555
                  }
                ]
              }
            }
          }
        }
      ]
    },
    "forwarding": {
      "sub-layer": [
        {
          "name": "fsl-rtvideo-A",
          "outgoing": {
            "service-sub-layer": {
              "sub-layer": [
                "ssl-rtvideo"
              ]
            }
          },
          "incoming": {
            "forwarding-id": {
              "src-ip-prefix": "fd02:5cb3:dba1::1/128",
              "dest-ip-prefix": "fd02:5cb3:dba1::3/128",
              "source-port": {
                "operator": "eq",
                "port": 49001
              },
              "interface": "ilan0"
            }
          }
        },
        {
          "name": "fsl-rtvideo-B",
          "outgoing": {
            "service-sub-layer": {
              "sub-layer": [
                "ssl-rtvideo"
              ]
            }
          },
          "incoming": {
            "forwarding-id": {
              "src-ip-prefix": "fd02:5cb3:dba1::2/128",
              "dest-ip-prefix": "fd02:5cb3:dba1::4/128",
              "source-port": {
                "operator": "eq",
                "port": 49002
              },
              "interface": "ilan0"
            }
          }
        }
      ]
    }
  },
  "ieee802-dot1cb-stream-identification:stream-identity": [
    {
      "index": 0,
      "handle": 1,
      "in-facing": {
        "input-port": [
          "enp86s1"
        ]
      },
      "dmac-vlan-stream-identification": {
        "up": {
          "destination-mac": "48-21-0b-56-de-92",
          "vlan": 1
        }
      }
    },
    {
      "index": 2,
      "handle": 1,
      "out-facing": {
        "output-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "destination-port": 49001
      }
    },
    {
      "index": 5,
      "handle": 2,
      "in-facing": {
        "input-port": [
          "enp86s2"
        ]
      },
      "dmac-vlan-stream-identification": {
        "up": {
          "destination-mac": "48-21-0b-3e-31-ce",
          "vlan": 1,
          "priority": 7
        }
      }
    },
    {
      "index": 4,
      "handle": 2,
      "out-facing": {
        "output-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "destination-port": 49002
      }
    }
  ],
  "ietf-interfaces:interfaces": {
    "interface": [
      {
        "name": "enp86s1",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "enp86s2",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "ilan0",
        "type": "iana-if-type:ilan"
      },
      {
        "name": "veth0",
        "type": "iana-if-type:propVirtual",
        "ietf-if-extensions:peer-interface": "veth1"
      },
      {
        "name": "veth1",
        "type": "iana-if-type:propVirtual",
        "ietf-if-extensions:peer-interface": "veth0"
      }
    ]
  },
  "ieee1588-ptp-tt:ptp": {
    "instances": {
      "instance": [
        {
          "instance-index": 1,
          "default-ds": {
            "clock-quality": {
              "clock-class": "ieee1588-ptp-tt:cc-default",
              "clock-accuracy": "ieee1588-ptp-tt:ca-time-accurate-to-gt-10-s",
              "offset-scaled-log-variance": 65535
            },
            "domain-number": 0,
            "sdo-id": 256
          },
          "time-properties-ds": {
            "current-utc-offset": 37,
            "current-utc-offset-valid": true,
            "leap59": false,
            "leap61": false,
            "time-traceable": true,
            "frequency-traceable": false,
            "ptp-timescale": true,
            "time-source": "ieee1588-ptp-tt:internal-oscillator"
          }
        }
      ]
    }
  }
}


