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Motivation

Industrial Automation today

Siemens PS307 & ET 200M & DI & Profibus, Wikimedia Commons, CC0 1.0 Universal
Public Domain Dedication

Dedicated programmable logic controllers (PLCs)

scattered over factory floor
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Motivation

Virtualized Edge Cloud Compute Platforms (Future)

Off-Premises
Cloud

Time-Sensit ive

Realtime 
Edge Cloud

AI impression of a central data center in an industrial park

Convenient data exchange between

field level and upper levels

Redundant compute capacity available

on demand without hardware changes
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Motivation

DetNet from Field Level to Edge Cloud
Edge Cluster
Nodes with
Routers and
DetNet Tunnel
Endpoints

Routers

Firewalls

DetNet Tunnel
Endpoints

Redundant
Paths

Factory Floors IT/Office
Environment
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Motivation

Why not just deploy a single large TSN?

Factory Floors IT/Office
Environment

Edge
Data

Center

Single L2
Network

Huge number of devices→ Performance issues

Multiple trust domains→ Security issues

Intertwined network management
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TSN and DetNet in Linux

TSN in the Linux Ecosystem

Real-Time Task Scheduling

→ PREEMPT-RT (mainline since last year)

Traffic Shaping (Qbv/EST, Qav/FQTSS)

→ TAPRIO and CBS qdisc
→ Software emulation and full hardware offload (for Intel i226 and many others)

Frame Preemption

→ Supported by Linux kernel at least for Intel i225/i226

Time Synchronization

→ LinuxPTP and many related Linux kernel features

TSN Validation

→ RTC-Testbench

Sockets with low latency and jitter

→ AF_PACKET and AF_XDP
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TSN and DetNet in Linux

eXpress Data Path

Versatility of Linux Network Stack

induces latency and jitter

OT traffic structure usually known ahead

→ Load dedicated program (eBPF)

at runtime allows to bypass

Linux Network Stack

Still, control over NIC stays with kernel

(in contrast to DPDK)

Suitable for fast experimentation

Applications

Linux

Network

Stack

Network

Interface

Card

NIC

Driver

dynamically loaded

eBPF programs
XDP

AF_XDP
AF_INET

AF_PACKET

Network

Interface

Card

NIC

Driver
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TSN and DetNet in Linux

DetNet Tunneling over TSN-aware Networks

Encapsulate TSN

streams into MPLS and

UDP/IP to maintain

network segregation

Map DetNet flow to

dedicated TSN streams

→ Provide guaranteed

bounded latency and

zero congestion loss

end-to-end

 Factory Floor B

 Factory Floor A

Dst: 01:00:00:00:01:01
VLAN ID 12

Dst: 01:00:00:00:12:34
VLAN ID 20

Dst: 01:00:00:16:16:16
VLAN ID 5

Dst: 01:00:00:00:01:01
VLAN ID 5

S-Label: 555
UDP Src Port: 49152

Dst: 14:34:b3:3b:11:b5
VLAN ID 2

Dst: 14:34:b3:3b:11:b5
VLAN ID 4

S-Label: 888
UDP Src Port: 49002

Dst: 01:00:00:00:01:01
VLAN ID 12

S-Label: 999
UDP Src Port: 49003

Dst: 14:34:b3:3b:11:b5
VLAN ID 3

Inner TSN Stream
Identifications

DetNet Flow
Identifications

Outer TSN Stream
Identifications
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TSN and DetNet in Linux

DetNet Tunneling over TSN-aware Networks

Encapsulate TSN

streams into MPLS and

UDP/IP to maintain

network segregation

Map DetNet flow to

dedicated TSN streams

→ Provide guaranteed

bounded latency and

zero congestion loss

end-to-end

 Factory Floor B

 Factory Floor A

Dst: 01:00:00:00:01:01
VLAN ID 12

Dst: 01:00:00:00:12:34
VLAN ID 20

Dst: 01:00:00:16:16:16
VLAN ID 5

Dst: 01:00:00:00:01:01
VLAN ID 5

S-Label: 555
UDP Src Port: 49152

Dst: 14:34:b3:3b:11:b5
VLAN ID 2

Dst: 14:34:b3:3b:11:b5
VLAN ID 4

S-Label: 888
UDP Src Port: 49002

Dst: 01:00:00:00:01:01
VLAN ID 12

S-Label: 999
UDP Src Port: 49003

Dst: 14:34:b3:3b:11:b5
VLAN ID 3

Inner TSN Stream
Identifications

DetNet Flow
Identifications

Outer TSN Stream
Identifications
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TSN and DetNet in Linux

Service Protection Beyond TSN Sub-Networks
Only using IEEE 802.1CB Frame Replication and Elimination for Reliability (FRER)

Using DetNet’s Packet Replication, Elimination, and Ordering Functions (PREOF)
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L2 Bridge

L3 Router

EEEEEEEEEEEEEEEEE Single Point
of Failure
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Implementation

How to orchestrate TSN and DetNet in Linux?
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Implementation

detnetctl Open Source Framework

github.com/linutronix/detnetctl

Configuration
Interfaces

Setup of

Static YAML File

NETCONF / YANG

D-Bus

Physical and Logical

Interfaces

Network

Namespaces

TAPRIO qdisc for
Time-Aware Shaper

eBPF/XDP programs

Bridging / Routing

PTP

DetNet
Encapsulation

(TSN/A Conf. 2024) 

Stream Protection

(TSN/A Conf. 2023)

FRER / PREOF

(provided by

Ericsson Research)
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Implementation

detnetctl Demo

Real-Time
Video Camera

Off-the-Shelf
 Surveillance

Camera

Traffic
Generator

DetNet
Router

   "Edge Device"

Integrated
DetNet
Router

Real-Time
Video

Receiver

Surveillance
Video

Receiver

Redundant
DetNet

Link

Off-the-Shelf
Intel® Core™ Linux PCs

with i225/i226 NICs
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Implementation
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Implementation

Logical View

Edge DeviceDetNet RouterReal-Time Camera Board

TSN DetNetTSNDetNet

Pack image data

in AVTP packets

VLAN Interface

(add VLAN Header)

App Flow Ingress

(identify TSN Stream)

Physical InterfacePhysical Interface

Service Sublayer
(seq. recovery &

remove MPLS

Header)

App Flow Egress

VETH Pair

VLAN Interface
(remove VLAN

Header)

Unpack image
data

from AVTP packets

Forwarding
Sublayer

(add IP Header)

Stream Transfer Function

Service Sublayer
(sequence

generation & add
MPLS Header)

Forwarding
Sublayer

(add UDP/IP
Header)

Internal LAN (ilan)Internal LAN (ilan)

IP Stream

Identification
IP Stream

Identification

Stream Transfer Function

Active Stream
"Identification"

(modify Ethernet Hdr.,
select Priority)

Queuing /
Dispatching

(using Priority)

Active Stream
"Identification"

(modify Ethernet Hdr.,
select Priority)

Transmission
Selection

(TAPRIO/Qbv)

Queuing /
Dispatching

(using Priority)

Transmission
Selection
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Forwarding
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Forwarding
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Implementation

Implementation with Linux eXpress Data Path (XDP) and eBPF

Read Destination
Address & VLAN ID
from Raw Packet

Streams

Lookup Stream
Handling

Logical View  Implementation View

Adjust Header Size
of Packet

Write
Encapsulation

Headers

Transmit

Redirect to XDP of
outgoing interface

Redirect to XDP of
outgoing interface

DetNet Router

TSNDetNet

App Flow Ingress
(identify TSN Stream)

Physical Interface

Forwarding
Sublayer

(add IP Header)

Stream Transfer Function

Service Sublayer
(sequence

generation & add
MPLS Header)

Forwarding
Sublayer

(add IP Header)
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IP Stream
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IP Stream
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Stream Transfer Function

Active Stream
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Queuing /
Dispatching
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Active Stream
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Selection

(TAPRIO/Qbv)

Physical InterfacePhysical Interface

Adjust Header Size
of Packet

Write
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Headers

Transmit

Sequence
Generation

Select Queue Select Queue

Dr. Florian Kauer Linutronix GmbH 15/17



Implementation

Configuration via YANG

Edge Device

DetNetTSN

DetNet Router

TSNDetNet

Real-Time Camera Board

Pack image data

in AVTP packets
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(add VLAN Header)

App Flow Ingress

(identify TSN Stream)

Physical InterfacePhysical Interface

Service Sublayer
(seq. recovery &

remove MPLS

Header)

App Flow Egress

VETH Pair

VLAN Interface
(remove VLAN

Header)

Unpack image
data

from AVTP packets

Forwarding
Sublayer

(add IP Header)

Stream Transfer Function

Service Sublayer
(sequence

generation & add
MPLS Header)

Forwarding
Sublayer

(add UDP/IP
Header)

Internal LAN (ilan)Internal LAN (ilan)

IP Stream

Identification
IP Stream

Identification

Stream Transfer Function

Active Stream
"Identification"

(modify Ethernet Hdr.,
select Priority)

Queuing /
Dispatching

(using Priority)

Active Stream
"Identification"

(modify Ethernet Hdr.,
select Priority)

Transmission
Selection

(TAPRIO/Qbv)

Queuing /
Dispatching

(using Priority)

Transmission
Selection

(TAPRIO/Qbv)

Physical InterfacePhysical Interface

Active Stream

Identification
Active Stream

Identification

Stream Transfer Function

IP Stream

"Identification"

Stream Transfer Function

Internal LAN (ilan)

IP Stream

"Identification"

Internal LAN (ilan)

Forwarding
Sublayer

(remove IP

Header)

Forwarding
Sublayer

(remove UDP/IP
Header)
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RFC 9633

Deterministic

Networking (DetNet)

YANG Data Model

RFC 8343

A YANG Data Model for

Interface Management

ieee802-dot1q-sched

(IEEE P802.1Q-2022-Rev/D1.5

fixed former IEEE 802.1Qcw)

ieee802-dot1q-bridge

(IEEE P802.1Q)

IEEE 802.1CB

Frame Replication and

Elimination for Reliability

 draft-ietf-netmod-intf-ext-yang-16 

 Common Interface Extension

YANG Data Models

2.8. Peer-interface

Note: Related YANG instance data is attached to this PDF
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Implementation

Conclusion

Industrial automation is motiving towards virtualized control in edge clouds

DetNet is suitable to converge multiple TSNs for edge cloud infrastructure

Existing standards are suitable to deploy actual TSN over DetNet over TSN networks

Linux and eBPFs are a good fit for both experimentation and real-world deployments

github.com/linutronix/detnetctl
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{
  "ietf-detnet:detnet": {
    "app-flows": {
      "app-flow": [
        {
          "name": "app-rtvideo",
          "ingress": {
            "interface": [
              "enp86s0"
            ],
            "tsn-app-flow": {
              "destination-mac-address": "82:ac:6e:1a:a3:58",
              "vlan-id": 10
            }
          }
        }
      ]
    },
    "service": {
      "sub-layer": [
        {
          "name": "ssl-rtvideo",
          "operation": "initiation",
          "service-protection": {
            "protection": "replication",
            "sequence-number-length": "long-sn"
          },
          "incoming": {
            "app-flow": {
              "flow": [
                "app-rtvideo"
              ]
            }
          },
          "outgoing": {
            "forwarding-sub-layer": {
              "service-outgoing": [
                {
                  "index": 0,
                  "mpls-label-stack": {
                    "entry": [
                      {
                        "id": 0,
                        "label": 555
                      }
                    ]
                  },
                  "sub-layer": [
                    "fsl-rtvideo-A",
                    "fsl-rtvideo-B"
                  ]
                }
              ]
            }
          }
        }
      ]
    },
    "forwarding": {
      "sub-layer": [
        {
          "name": "fsl-rtvideo-A",
          "operation": "forward",
          "outgoing": {
            "interface": {
              "src-ip-address": "fd02:5cb3:dba1::1",
              "dest-ip-address": "fd02:5cb3:dba1::3",
              "source-port": 49001,
              "next-hop-address": "fd02:5cb3:dba1::3",
              "outgoing-interface": "ilan0"
            }
          }
        },
        {
          "name": "fsl-rtvideo-B",
          "operation": "forward",
          "outgoing": {
            "interface": {
              "src-ip-address": "fd02:5cb3:dba1::2",
              "dest-ip-address": "fd02:5cb3:dba1::4",
              "source-port": 49002,
              "next-hop-address": "fd02:5cb3:dba1::4",
              "outgoing-interface": "ilan0"
            }
          }
        }
      ]
    }
  },
  "ieee802-dot1cb-stream-identification:stream-identity": [
    {
      "index": 0,
      "handle": 1,
      "in-facing": {
        "input-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "ip-source": "fd02:5cb3:dba1::1",
        "ip-destination": "fd02:5cb3:dba1::3",
        "next-protocol": "udp",
        "destination-port": 49001
      }
    },
    {
      "index": 1,
      "handle": 1,
      "out-facing": {
        "output-port": [
          "enp86s1"
        ]
      },
      "dmac-vlan-stream-identification": {
        "down": {
          "destination-mac": "48-21-0b-56-de-92",
          "vlan": 1,
          "priority": 7
        }
      }
    },
    {
      "index": 2,
      "handle": 2,
      "in-facing": {
        "input-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "ip-source": "fd02:5cb3:dba1::2",
        "ip-destination": "fd02:5cb3:dba1::4",
        "next-protocol": "udp",
        "destination-port": 49002
      }
    },
    {
      "index": 4,
      "handle": 2,
      "out-facing": {
        "output-port": [
          "enp86s2"
        ]
      },
      "dmac-vlan-stream-identification": {
        "down": {
          "destination-mac": "48-21-0b-3e-31-ce",
          "vlan": 1,
          "priority": 7
        }
      }
    }
  ],
  "ietf-interfaces:interfaces": {
    "interface": [
      {
        "name": "enp86s0",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "enp86s1",
        "type": "iana-if-type:ethernetCsmacd",
        "ieee802-dot1q-bridge:bridge-port": {
          "traffic-class": {
            "traffic-class-table": {
              "number-of-traffic-classes": 4,
              "priority0": 0,
              "priority1": 0,
              "priority2": 1,
              "priority3": 1,
              "priority4": 2,
              "priority5": 2,
              "priority6": 3,
              "priority7": 3
            }
          },
          "ieee802-dot1q-sched-bridge:gate-parameter-table": {
            "admin-control-list": {
              "gate-control-entry": [
                {
                  "index": 0,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 7000000,
                  "gate-states-value": 8
                },
                {
                  "index": 1,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 10000000,
                  "gate-states-value": 1
                },
                {
                  "index": 2,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 3000000,
                  "gate-states-value": 2
                }
              ]
            }
          }
        }
      },
      {
        "name": "enp86s2",
        "type": "iana-if-type:ethernetCsmacd",
        "ieee802-dot1q-bridge:bridge-port": {
          "traffic-class": {
            "traffic-class-table": {
              "number-of-traffic-classes": 4,
              "priority0": 0,
              "priority1": 0,
              "priority2": 1,
              "priority3": 1,
              "priority4": 2,
              "priority5": 2,
              "priority6": 3,
              "priority7": 3
            }
          },
          "ieee802-dot1q-sched-bridge:gate-parameter-table": {
            "admin-control-list": {
              "gate-control-entry": [
                {
                  "index": 0,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 7000000,
                  "gate-states-value": 8
                },
                {
                  "index": 1,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 10000000,
                  "gate-states-value": 1
                },
                {
                  "index": 2,
                  "operation-name": "ieee802-dot1q-sched:set-gate-states",
                  "time-interval-value": 3000000,
                  "gate-states-value": 2
                }
              ]
            }
          }
        }
      },
      {
        "name": "ilan0",
        "type": "iana-if-type:ilan"
      }
    ]
  },
  "ieee1588-ptp-tt:ptp": {
    "instances": {
      "instance": [
        {
          "instance-index": 1,
          "default-ds": {
            "clock-quality": {
              "clock-class": "ieee1588-ptp-tt:cc-default",
              "clock-accuracy": "ieee1588-ptp-tt:ca-time-accurate-to-gt-10-s",
              "offset-scaled-log-variance": 65535
            },
            "domain-number": 0,
            "sdo-id": 256
          },
          "time-properties-ds": {
            "current-utc-offset": 37,
            "current-utc-offset-valid": true,
            "leap59": false,
            "leap61": false,
            "time-traceable": true,
            "frequency-traceable": false,
            "ptp-timescale": true,
            "time-source": "ieee1588-ptp-tt:internal-oscillator"
          }
        }
      ]
    }
  }
}



{
  "ietf-detnet:detnet": {
    "app-flows": {
      "app-flow": [
        {
          "name": "app-rtvideo",
          "egress": {
            "ethernet": {
              "interface": [
                "veth0"
              ]
            }
          }
        }
      ]
    },
    "service": {
      "sub-layer": [
        {
          "name": "ssl-rtvideo",
          "operation": "termination",
          "service-protection": {
            "protection": "elimination",
            "sequence-number-length": "long-sn"
          },
          "outgoing": {
            "app-flow": {
              "flow": [
                "app-rtvideo"
              ]
            }
          },
          "incoming": {
            "service-id": {
              "mpls-label-stack": {
                "entry": [
                  {
                    "id": 0,
                    "label": 555
                  }
                ]
              }
            }
          }
        }
      ]
    },
    "forwarding": {
      "sub-layer": [
        {
          "name": "fsl-rtvideo-A",
          "outgoing": {
            "service-sub-layer": {
              "sub-layer": [
                "ssl-rtvideo"
              ]
            }
          },
          "incoming": {
            "forwarding-id": {
              "src-ip-prefix": "fd02:5cb3:dba1::1/128",
              "dest-ip-prefix": "fd02:5cb3:dba1::3/128",
              "source-port": {
                "operator": "eq",
                "port": 49001
              },
              "interface": "ilan0"
            }
          }
        },
        {
          "name": "fsl-rtvideo-B",
          "outgoing": {
            "service-sub-layer": {
              "sub-layer": [
                "ssl-rtvideo"
              ]
            }
          },
          "incoming": {
            "forwarding-id": {
              "src-ip-prefix": "fd02:5cb3:dba1::2/128",
              "dest-ip-prefix": "fd02:5cb3:dba1::4/128",
              "source-port": {
                "operator": "eq",
                "port": 49002
              },
              "interface": "ilan0"
            }
          }
        }
      ]
    }
  },
  "ieee802-dot1cb-stream-identification:stream-identity": [
    {
      "index": 0,
      "handle": 1,
      "in-facing": {
        "input-port": [
          "enp86s1"
        ]
      },
      "dmac-vlan-stream-identification": {
        "up": {
          "destination-mac": "48-21-0b-56-de-92",
          "vlan": 1
        }
      }
    },
    {
      "index": 2,
      "handle": 1,
      "out-facing": {
        "output-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "destination-port": 49001
      }
    },
    {
      "index": 5,
      "handle": 2,
      "in-facing": {
        "input-port": [
          "enp86s2"
        ]
      },
      "dmac-vlan-stream-identification": {
        "up": {
          "destination-mac": "48-21-0b-3e-31-ce",
          "vlan": 1,
          "priority": 7
        }
      }
    },
    {
      "index": 4,
      "handle": 2,
      "out-facing": {
        "output-port": [
          "ilan0"
        ]
      },
      "ip-stream-identification": {
        "destination-port": 49002
      }
    }
  ],
  "ietf-interfaces:interfaces": {
    "interface": [
      {
        "name": "enp86s1",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "enp86s2",
        "type": "iana-if-type:ethernetCsmacd"
      },
      {
        "name": "ilan0",
        "type": "iana-if-type:ilan"
      },
      {
        "name": "veth0",
        "type": "iana-if-type:propVirtual",
        "ietf-if-extensions:peer-interface": "veth1"
      },
      {
        "name": "veth1",
        "type": "iana-if-type:propVirtual",
        "ietf-if-extensions:peer-interface": "veth0"
      }
    ]
  },
  "ieee1588-ptp-tt:ptp": {
    "instances": {
      "instance": [
        {
          "instance-index": 1,
          "default-ds": {
            "clock-quality": {
              "clock-class": "ieee1588-ptp-tt:cc-default",
              "clock-accuracy": "ieee1588-ptp-tt:ca-time-accurate-to-gt-10-s",
              "offset-scaled-log-variance": 65535
            },
            "domain-number": 0,
            "sdo-id": 256
          },
          "time-properties-ds": {
            "current-utc-offset": 37,
            "current-utc-offset-valid": true,
            "leap59": false,
            "leap61": false,
            "time-traceable": true,
            "frequency-traceable": false,
            "ptp-timescale": true,
            "time-source": "ieee1588-ptp-tt:internal-oscillator"
          }
        }
      ]
    }
  }
}


