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Notes

* At intialisation with the current algorithm
(SequenceRecoveryReset):

 RecovSegNum is initialised to 65,535, but the value is irrelevant
because...

* TakeAny is initialised to TRUE, meaning any sequence number will be
accepted

* This state is represented by showing RecovSegNum as a dash, i.e.
* SequenceHistory is setto all Os

* For simplicity, this presentation only deals with per-stream & per-
port variables:
* PassedPackets = frerCpsSeqgRcvyPassedPackets
* DiscardedPackets = frerCpsSeqRcvyDiscardedPackets
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FRER Vector Recovery Algorithm
Erroneous Lost Packets

After SequenceRecoveryReset



Cause of Erroneous Lost Packets

* After SequenceRecoveryReset, SequenceHistory is all Os

* On arrival of first packet (TakeAny = TRUE)
 SequenceHistory[0] setto 1
* Other positions remain 0

* As other positions are shifted out SequenceHistory, any Os are
counted as Lost Packets



Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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PassedPackets
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Erroneous Lost Packets
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Erroneous Lost Packets

Fast Path ITI2[E] ’4| [e]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets

DiscardedPackets

'''''''''''''''''''''''''' BT2TsTeT7TeoTiof

3

111(111]0[0]0]0
FALSE

4 OutOfOrderPackets

RoguePackets

[s[o[ofi1] [i2 [13] [14] [ig]

LostPackets

frerSegRcvyHistoryLength =8




Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets
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Erroneous Lost Packets

Fast Path [O]7]2]5] [¢]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets

DiscardedPackets

0 0 B B AB0H

8] 9oJof11]

8

T(1T{1 11111
FALSE

9 OutOfOrderPackets
8 RoguePackets

frerSegRcvyHistoryLength =8

0 LostPackets




Effect of Erroneous Lost Packets Issue

* After SequenceRecoveryReset, up to...
frerSeqRcvyHistoryLength — 1

...erroneous Lost Packets may be reported.



Solution to Erroneous Lost Packets Issue?

* Setting SequenceHistory to all 1s creates other issues when re-
starting mid-stream...



Incorrectly Discarded Packets

Fast Path DXDXXIX] [2] [5] [e] [Z] [s o [rof11]
X

ReCOVSGq N um| - frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | TRUE

PassedPackets | 0 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [e] BEERE

ReCOVSGq N um| - frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | TRUE

PassedPackets | 0 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [e] BEERE

ReCOVSGq N um 4 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 1 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path I [s] BEERE
1

ReCOVSGq N um 4 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 1 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 1 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [e] BEERE
1

ReCOVSGq N um 5 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 1 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path IE BRME
2

ReCOVSGq N um 5 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 |1|1[1[1]1]0]0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 2 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path ﬂ BEERE

ReCOVSGq N um 6 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 2 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path EI BREHE
3

ReCOVSGq N um 6 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 3 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [¢] BECE
3
.............. .D.__________I
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 3 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [¢] I BECE
A
.............. .D.__________I
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 4 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path 6] BERE
.............. .D.__________I
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 5 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [e] ﬂ BREHE
4]
.............. .D.__________I
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 6 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [e] ﬂ BREHE
(4]5
.............. .D.__________I
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 7 RoguePackets | 0




Incorrectly Discarded Packets

Fast Path [6] 8o 1o[11]

ReCOVSGq N um 8 frerSeqRcvyHistoryLength = 8

-------------------------------

SequenceHistory [ 1|11 (1|11 [1]1

TakeAny | FALSE

PassedPackets | 5 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 7 RoguePackets | 0




Further issues...

* Erroneous Lost Packets: Setting SequenceHistory to all Os after a
SequenceRecoveryReset effectively assumes that all sequence numbers up to
frerSequenceHistoryLength prior to the first packet received haven’t been seen but

should be and flags them as Lost when they aren’t.

0[0(0|0|0|0]|0O]|1

* Incorrectly Discarded Packets: Setting SequenceHistory to all 1s after a
SequenceRecoveryReset effectively assumes that all sequence numbers up to
frerSequenceHistoryLength prior to the first packet received have been seen and if

they are seen again should be Discarded.

111111 (1 {1]1]1

actual situation may be one, or the other, or something inbetween.



FRER Vector Recovery Algorithm
Reasons for Aggressive Timeout

When a series of packets are lost



Loss of Packets

* Loss may occur in a portion of the network over which FRER is not
operative, i.e. may affect both fast and slow paths equally.

‘ Common Path Fast Path \O




Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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T X XXXX
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout

Fast Path 1

o

1 EEHEE

ReCOVSGq N um 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | FALSE
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DiscardedPackets | 3 RoguePackets | 1
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Reasons for Aggressive Timeout
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Reasons for Aggressive Timeout
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Desired Behaviour?

* The use of FRER shouldn’t make things worse
* |f a series of packets is dropped somewhere in the network, using FRER
shouldn’t mean that even more packets are dropped.

* An aggressive value for frerSeqRcvyResetMSec minimises the
chance of any additional packet loss



Effect of Aggressive Timeout
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Effect of Aggressive Timeout
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Effect of Aggressive Timeout
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Effect of Aggressive Timeout

Fast Path 1

(@)

1 EEHEE

ReCOVSGq N um 1 O frerSeqRcvyHistoryLength = 8

SequenceHistory |1|10|0[{0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 3 RoguePackets | 0




Effect of Aggressive Timeout
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Effect of Aggressive Timeout
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FRER Vector Recovery Algorithm
Issues with Aggressive Timeout

When packets on both fast and slow paths experience delays
(or fast path drops packets when slow path has a longer than expected delay)



Issues with Aggressive Timeout
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Issues with Aggressive Timeout

Fast Path [o]1]2]3] [¢] [8]oTro[t1]
BT |
ReCOVSGqNum O frerSeqRcvyHistoryLength = 8

SequenceHistory |1|10|0[{0|[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 1 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [OA]2]z] [e] BEERE

ReCOVSGq N um 1 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1]/0[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [[2]2]z] [e] BEERE

ReCOVSGq N um 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [OIT]2 6] BREE
......... D___-___-__'
ReCOVSeqNum 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [OTA]Z] HE BEERE
......... D___-___-__'
ReCOVSeqNum 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [o]1]2] ﬂ@ BREE

SequenceRecoveryReset

ReCOVSGq N um| - frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0[0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [OTA]Z] [¢] BEERE
EBERERRT |
ReCOVSGqNum 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0|[0[0]0|0[1

TakeAny | TRUE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [¢] BEERE
.............. .D.__ T T T T
ReCOVSeqNum 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0|(0[1]0]0[1

TakeAny | TRUE

PassedPackets | 5 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [o]i]2] [6] BETE
.................. D.__________I
ReCOVSeqNum 4 frerSeqRcvyHistoryLength = 8

-------------------------------

SequenceHistory |0|0|O0|1[0]0|1]1

TakeAny | TRUE

PassedPackets | 6 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [6] BETE
.................. D__ T T T
ReCOVSeqNum 3 frerSeqRcvyHistoryLength = 8

-------------------------------

SequenceHistory |0|0|0[0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 7 OutOfOrderPackets | 2 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




Issues with Aggressive Timeout

Fast Path [o]i]2] [¢] BETE
........................ D.__________I
ReCOVSeqNum 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0[0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 7 OutOfOrderPackets | 2 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0




FRER Vector Recovery Algorithm
Proposed Algorithm

Proposal based on contribution by Venkat Arunarthi



Issues with Current Algorithm

* Can generate erroneous Lost Packet counts following a reset
* Because SegenceHistory is setto all Os on reset

* Simply setting SequenceHistory to all 1s on reset could result in invalid
LostPackets (i.e. not passing packets that should be passed)

* Forces a trade-off regarding timeout
* Too long: can fail to pass valid packets
* If many packets are lost and a valid packet falls outside the window

* Too short: can pass duplicate packets
* |f duplicate packets are delayed and arrive after a reset

* Achieving the right balance could be especially tricky if the network
experiences variable delays on different paths

* More likely if some of the connections are wireless



Observations - 1

* The “Erroneous Lost Packets” behaviour occurs because the algorithm can’t distinguish between Os in
SequenceHistory that are there because of a reset (and aren’t expected to be seen) and ones that
actually represent packets that should be seen and marked “Lost” if they aren’t.

* Setting SequenceHistory to all 1s after a reset would generate “Incorrectly Discarded Packets” for the
same reason: the algorithm can’t distinguish between 1s that are there because of a reset and packets
that have actually been seen.

* Venkat Arunarthi proposed in [1] a fix for this behaviour that adds two new variables:
* InvalidHistoryCount (INT)
* Number of values in SequenceHistory that are the result of a reset and should be treated differently from regular 1s and Os.
* SequenceHistorylnit (BOOLEAN)
» TRUE when Sequence History contains values that are the result of a reset (InvalidHistoryCount is 1 or higher)

* FALSE when it does not (InvalidHistoryCount is 0)



Observations -2

* Ifthe proposalin[1] is adopted, decisions must be made about
now these variables should behave upon a reset.

* |If the behaviour of SequenceHistory and RecovSegNum upon
reset are tweaked as well, the behaviour of passing duplicate
packets if the timeout is overly aggressive can be eliminated.



Note

* The SequenceHistory values effectively wrap around with the next
value after 65,535 being 0

* To properly consider this characteristic, the Sequence/Window
values in the diagrams for this section are shifted to include
values before 0, but...

* “65,535” takes up a lot of space, so in this presentation I’m using
the more intuitive “-1”, etc...



Proposed Algorithm

Fast Path [o]1]2]3] [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets

DiscardedPackets

0]0 0j|0[0f0]O0
TRUE

0 OutOfOrderPackets
0 RoguePackets

[s[o[ofi1] [i2 [13] [14] [ig]

LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm

Fast Path [o]1]2]3] [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

0]0 0j|0[0f0]O0
TRUE

0 OutOfOrderPackets
0 RoguePackets
FALSE | InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path O] ]2]=] [e] BEERE

Sequence & Window [2f1ifio-9f-8]-7]-6]-5]-4]-3]-2f-1f@f 1 [ 2| 3] 4[5 [ 6] 7] 8 [ 9 [10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

ReCOVSGq Num | O frerSeqRcvyHistoryLength = 8

SequenceHistory |1|10|0[{0|[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 1 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 ROguePaCketS 0 InvalidHistoryCount 7 means the highest 7 values of

SequenceHistory, if 0, shouldn’t be regarded as Lost Packets
if shifted out of SequenceHistory.

SequenceHistorylnit | TRUE | InvalidHistoryCount | 7




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path |o]1]2]3

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

| [] [s] [e] [

NERREEL DA
]
1(1{0|/0(0]0]|0|O
FALSE
2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path [o]1]2

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

3] [a] [&] [e] [

s[4l ]2 1 JOTAIRT
2
1(1{1]10(0]0]|0|O0
FALSE
3 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path [OIT12]3 [¢] BREHE
|
............................... .EL_________I
ReCOVSeqNum 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[1[0]0]0]|0

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceHistorylnit | TRUE | InvalidHistoryCount | 4




Proposed Algorithm —

Erroneous Lost Packets?
FastPath|0|1|2|3Jﬂ [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

[s[o[ofi1] [i2 [13] [14] [ig]

43l 2] JOlRIRNeT 4 TsTe [7Ts [oTid
3
T T T ToToTaTs ...........................................................................................................
FALSE
4 OutOfOrderPackets | 0 LostPackets
1 RoguePackets | 0
TRUE [ InvalidHistoryCount | 4

frerSegRcvyHistoryLength =8




Proposed Algorithm —

Erroneous Lost Packets?
Fast Path [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

4

1(1{111(1]0]0{0
FALSE

5 OutOfOrderPackets
1 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path [o]1]2]z] I4l ’5| [6]
0

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

4

1(1{111(1]0]0{0
FALSE

5 OutOfOrderPackets
2 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —

Erroneous Lost Packets?
Fast Path [O[7]2]E] [6]
:

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

5

1(1(111(1]1]0{0
FALSE

6 OutOfOrderPackets
2 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —

Erroneous Lost Packets?
Fast Path [O[7]2]E] 6]
:

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

5

1(1(111(1]1]0{0
FALSE

6 OutOfOrderPackets
3 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —

Erroneous Lost Packets?
Fast Path [o]1]2]z]
cmal

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

6

1(1(111(1]1]1{0
FALSE

7 OutOfOrderPackets
3 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path [O[A]Z2]Z]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

EI
O H B E

6

1(1(111(1]1]1{0
FALSE

7 OutOfOrderPackets
4 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Erroneous Lost Packets?

Fast Path PITZ[E] [e] BEERE
0 | g

Sequence & Window p1211t1d-o]-8]-7]-6]-5]-4]-3]-2] -1 joln}af s fals e ¢ | o [1ofr1]12]13]14]15]16f17]18]19]20]21]20]23f24fo5]26]27]

ReCOVSGq Num | 6 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 | 1|11 [1]1]1]1

TakeAny | FALSE

PassedPackets | 7 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 4 RoguePackets | 0

InvalidHistoryCount 0 means SequenceHistorylnit is now

FALSE and Os shifted out of SequenceHistory are
. . . . ted as Lost Packets.
SequenceHistorylnit | FALSE | InvalidHistoryCount | 0 SOREEER TRR eeEs




Proposed Algorithm —
Actual Lost Packets?

Fast Path [o]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

E

NERREEL DA
]
1(1{0|/0(0]0]|0|O
FALSE
2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm —
Actual Lost Packets?

Fast Path [o]1]3]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

[4] [s] [] [Z

NERREEL DA
]
1(1{0|/0(0]0]|0|O
FALSE
2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Actual Lost Packets?

Fast Path |o]1]3

[4] [s] [] [Z

[s[o[ofi1] [i2 [13] [14] [ig]

Sequence & Window |2f1ifio-9f-8]-7]-6]-5]-4]-3]-2|-1 foaf 2 8] 4 [ 5[ 6 | 7| 8 | 9 [10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

3

1(0{1]11(0]0]|0|O0
FALSE

3 OutOfOrderPackets
0 RoguePackets
TRUE

InvalidHistoryCount

frerSegRcvyHistoryLength =8

LostPackets | 0

RecovSegNum increased by 2, so InvalidHistoryCount

decreased by 2. The 0 at position [1] in SequenceHistory has
correctly tagged SeqNum 2 as not seen.




Proposed Algorithm —

Actual Lost Packets?
Fast Path IE|

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

5

1(1(1]10(1]1]0{0
FALSE

5 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Actual Lost Packets?

Fast Path [o]i]z] 5]6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

o
5
1(1(1]10(1]1]0{0
FALSE
5 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2] [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Actual Lost Packets?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

0] 3
7
T(1{111[1]0|1(1
FALSE
7 OutOfOrderPackets
3 RoguePackets
FALSE | InvalidHistoryCount

[s[o[ofi1] [i2] [13] [14] [ig]

0 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Actual Lost Packets?

Fast Path [o]i15] gJoliof1]

''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' £ DN RERER
RecovSegqNum | 9 frerSeqRewyHistorylength =8
sequenceHistory [TTTTTTITI 11710 ...........................................................................................................
TakeAny | FALSE
PassedPackets | 9 OutOfOrderPackets | 0 LostPackets | 0
DiscardedPackets | 7 RoguePackets | 0
SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm —
Actual Lost Packets?

Fast Path

0] 4]5]6]7]

[8]9

—
&)

R ERElrRE

Sequence & Window p111t1d-o]-8]-7]-6]-5]-4] 3] -2 -1 foln s paps ezl e ofuof1]12]13]14]15]16[17]18]19]20]21]20]23f24fo5]26]27]

RecovSegNum | 9

SequenceHistory |1 | 1|11 [1]1]1]1

TakeAny | FALSE

PassedPackets | 9 OutOfOrderPackets

DiscardedPackets | 7 RoguePackets

SequenceHistorylnit | FALSE | InvalidHistoryCount

frerSegRcvyHistoryLength =8

LostPackets | 1

Lost Packet is counted correctly.




Proposed Algorithm —

Incorrectly Discarded Packets?
Fast Path [3] [l [s] [e] [Z]

ReCOVSGq N umi| - frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0[0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 0 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm —

Incorrectly Discarded Packets?
Fast Path [e]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

A3l 2l Jol [2T8TaTsTe[7Te[oTid
3
TG “ToToToTs ...........................................................................................................
TRUE
1 OutOfOrderPackets | 0 LostPackets
0 RoguePackets | 0
TRUE | InvalidHistoryCount | 7




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

ALl 2l el 2 f8T 4 TsTe[7 e [oTid
3
TG ToToToTo ...........................................................................................................
TRUE
2 OutOfOrderPackets | 1 LostPackets
0 RoguePackets | 0
TRUE [ InvalidHistoryCount | 4




Proposed Algorithm —

Incorrectly Discarded Packets?
Fast Path [e]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

4

1(1{0|0(1]0]|0{0
TRUE

3 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

1 LostPackets




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path [6]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

4

1(1{0|1(1]0]0{0
TRUE

4 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

2 LostPackets




Proposed Algorithm —

Incorrectly Discarded Packets?
Fast Path [e]

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

5

1(1(1]10(1]1]0{0
TRUE

5 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

2 LostPackets




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path BEERE
[o]

Sequence & Window L2f1fi9-9f-8]-7]-6]-5]-4]-3]-2|-1 fofaf2)8fas] 6 | 7 | 8 [ o [10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

ReCOVSGq Num | 5 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 |1|1[1[1]1]0]0

TakeAny | TRUE

PassedPackets | 6 OutOfOrderPackets | 3 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

Packets are not Incorrectly Discarded.

. . . . But...what if, , Seq N 2 Lost?
SequenceHistorylnit | TRUE | InvalidHistoryCount | 2 SR SRR




Proposed Algorithm —

Incorrectly Discarded Packets?
Fast Path IEI

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

5

1(1(1]10(1]1]0{0
TRUE

5 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

2 LostPackets




Proposed Algorithm —

Incorrectly Discarded Packets?
5]

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

|

5

1(1(1]10(1]1]0{0
TRUE

5 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

2 LostPackets

frerSegRcvyHistoryLength =8




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path BEEE
'
................................. .D.__ T
ReCOVSeqNum 7 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 |1|1[1[1]0]1]1

TakeAny | TRUE

PassedPackets | 7 OutOfOrderPackets | 2 LostPackets | 0

DiscardedPackets | 1 RoguePackets | 0

SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path [BeT1of11]

ReCOVSGq N um 9 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 |1|1[1[1]1]1]0

TakeAny | TRUE

PassedPackets | 9 OutOfOrderPackets | 2 LostPackets | 0

DiscardedPackets | 5 RoguePackets | 0

SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm —
Incorrectly Discarded Packets?

Fast Path [8]oro[11]

(@]

o] 4]5]6]7]

Sequence & Window pz1it1d-o]-8]-7]-6]-5]-4] 3] -2 -1 folnigspaps ezl ey ofuof]12]13]14]15]16[17]18]19]20]21]22]23f24fo5]26]27]

ReCOVSGq Num | 7 frerSeqRcvyHistoryLength = 8

SequenceHistory |1 | 1|11 [1]1]1]1

TakeAny | TRUE

PassedPackets | 7 OutOfOrderPackets | 2 LostPackets | 0

DiscardedPackets | 5 RoguePackets | 0
Lost Packets are correctly flagged, even when out of order.
SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm — Reset

Duplicate Packets?
Fast Path [o][']2]3] [4] [s] [¢] [7]

ReCOVSGq N umi| - frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0[0|[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 0 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceHistorylnit | FALSE | InvalidHistoryCount | 0




Proposed Algorithm — Reset
Duplicate Packets?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

=] ]

ZLelslal o[ 8T i 2]
0
110 0j|0[0f0]O0
FALSE
1 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm — Reset
Duplicate Packets?

Fast Path |o]1]2]3

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

| [] [s] [e] [

]
1(1{0|/0(0]0]|0|O
FALSE

2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm — Reset
Duplicate Packets?

Fast Path [o]1]2

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

3] [a] [&] [e] [

s[4l ]2 1 JOTAIRT
2
1(1{1]10(0]0]|0|O0
FALSE
3 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s[o[ofi1] [i2 [13] [14] [ig]

frerSegRcvyHistoryLength =8

0 LostPackets




Proposed Algorithm — Reset
Duplicate Packets?

Fast Path [o]1]2

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

s[4l ]2 1 JOTAIRT
2
1(1{1]10(0]0]|0|O0
FALSE
3 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

[s] [ [s] [e] [E

0 LostPackets

[8]9fro]11]

frerSegRcvyHistoryLength =8




Proposed Algorithm — Reset
Duplicate Packets?

Fast Path [OTA]Z] HE BEERE
............................... .D.__________I
ReCOVSeqNum 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceHistorylnit | TRUE | InvalidHistoryCount | 5




Proposed Algorithm — Reset

Duplicate Packets?
Fast Path [o]i]z] HEE

SequenceRecoveryReset

Sequence & Window Li2f1ifio-9f-8]-7]-6]-5]-4]-3]-2|-1 fofaf@] 3| 4| 5[ 6] 7| 8 [ 9 |10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

ReCOVSGq Num | 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[{0[0]0]|0]|0

TakeAny | TRUE

PassedPackets | 3 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceRecoveryReset only sets TakeAny to TRUE.

It does not (initially) change any of the other state information.

SequenceHistorylnit | TRUE | InvalidHistoryCount | 5




Proposed Algorithm — Reset

Duplicate Packets?
Fast Path [o]i]2] EE

Sequence & Window L2f1ifio-9f-8]-7]-6]-5]-4]-3]-2|-1 foaf2}8] 4 [ 5[ 6| 7| 8 | 9 [10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

ReCOVSGq Num | 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[1[0]0]0]|0

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

If packets have merely been delayed, the algorithm

just picks up where it left off.

SequenceHistorylnit | TRUE | InvalidHistoryCount | 4




Proposed Algorithm — Reset

Duplicate Packets?
Fast Path [o]i]2] E

Sequence & Window L2f1ifio-9f-8]-7]-6]-5]-4]-3]-2|-1 foaf2}8] 4 [ 5[ 6| 7| 8 | 9 [10]11]12]13]14]15[16]17]18[19]20]21]22[23]24]25[26]27]

ReCOVSGq Num | 3 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|1|1[1[0]0]0]|0

TakeAny | FALSE

PassedPackets | 4 OutOfOrderPackets | 0 LostPackets | 0

DiscardedPackets | 1 RoguePackets | 0

Packets are discarded correctly.

No duplicate packets are passed.

SequenceHistorylnit | TRUE | InvalidHistoryCount | 4




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path [0]2

ReCOVSGq N um 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|10|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0

SequenceHistorylnit | TRUE | InvalidHistoryCount | 5




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

SequenceRecoveryReset

sLal a2l el BT s T4 s TeT7 [e]o]
RecovSeqNum | 2 frerSeqRowyHistorylength =8
SequenceHistory [TT0T1T0ToToToTo ...........................................................................................................
TakeAny | FALSE
PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0
DiscardedPackets | 0 RoguePackets | 0
SequenceHistorylnit | TRUE | InvalidHistoryCount | 5




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

SequenceRecoveryReset

[s[4ls[2[ I8 "[T5 6 7 Tee]
ReCOVSeq N um 2 frerSeqRcvyHistoryLength = 8
SequenceHistory | 1]|0]1]0J0JOJOJO} | | | | | [ |
TakeAny | TRUE
PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0
DiscardedPackets | 0 RoguePackets | 0
SequenceRecoveryReset only sets TakeAny to TRUE.
It does not (initially) change any of the other state information.
SequenceHistorylnit | TRUE | InvalidHistoryCount | 5




Proposed Algorithm — Reset

Behaviour When Many Packets are Missed?
Fast Path

ReCOVSGq Num | 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |1|10|1[{0[0]0]|0]|0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0 New RecovSeqNum is more than
(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
SequenceHistorylnit | TRUE | InvalidHistoryCount | 5 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path
............................... .EL_ T
ReCOVSeqNum 2 frerSegRcvyHistoryLength =8

SequenceHistory |0|1]0[(1{0]0]0]|0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0 New RecovSeqNum is more than
(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
SequenceHistorylnit | TRUE | InvalidHistoryCount | 4 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path
................................. .D.__ 1T
ReCOVSeqNum 2 frerSegRcvyHistoryLength =8

SequenceHistory |0|0|1[({0[1]0]01{0

TakeAny | FALSE

PassedPackets | 2 OutOfOrderPackets | 1 LostPackets | 0

DiscardedPackets | 0 RoguePackets | 0 New RecovSeqNum is more than
(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
SequenceHistorylnit | TRUE | InvalidHistoryCount | 3 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

2

0]0 110]1]0(0
FALSE

2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

..... ]:L_ — T
frerSegRcvyHistoryLength =8
1 LostPackets | 0
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength

2 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

2

0]0 0|11]10(1]0
FALSE

2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

.......... ]:L_ — T
frerSegRcvyHistoryLength =8
1 LostPackets | 0
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength

1 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

2

010 0j0(1]0]|1
FALSE

2 OutOfOrderPackets
0 RoguePackets
FALSE | InvalidHistoryCount

.............. ]:L_ — =TT
frerSegRcvyHistoryLength =8
1 LostPackets | 0
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
0 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

2

010 0j0[0f1]0
FALSE

2 OutOfOrderPackets
0 RoguePackets
FALSE | InvalidHistoryCount

................... ]:L_ — e
frerSegRcvyHistoryLength =8
1 LostPackets | 0
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
0 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

''''''''''''''''
2
010 0]0(0|0]|1
FALSE
2 OutOfOrderPackets
0 RoguePackets
FALSE | InvalidHistoryCount

........................ ]:L_ — =T
frerSegRcvyHistoryLength =8
1 LostPackets | 1
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
0 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

'''''''
2
0]0 0/0[0f0]O0
FALSE
2 OutOfOrderPackets
0 RoguePackets
FALSE | InvalidHistoryCount

............................. ]:L_ — =T
frerSegRcvyHistoryLength =8
1 LostPackets | 1
0 New RecovSeqNum is more than

(frerSegRcvyHistoryLength -1) ahead of the old RecovSegNum,

so SequenceHistory is shifted by frerSeqRcvyHistoryLength
0 according to regular rules.




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

''''''
2
0]0 0/0[0f0]O0
FALSE
2 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

............................. ]:L_ — =T
frerSegRcvyHistoryLength =8
1 LostPackets | 1
0 Once processing of old SequenceHistory is complete,
SequenceHistorylnit is set to TRUE and
. InvalidHistoryCount is set to (frereSeqRcvyHistorylLength -1)




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path
[sTe[7TeToTro[1@[s[r4[i=[iel1 8[|
ReCOVSeqNum 2 frerSeqRcvyHistoryLength = 8

SequenceHistory |0|0|0|[0[0]0|0[1

TakeAny | FALSE

PassedPackets | 3 OutOfOrderPackets | 1 LostPackets | 1

DiscardedPackets | 0 RoguePackets | 0
Finally, RecovSegNum is set to incoming SeqNum and
SequenceHistory[0] is setto 1
SequenceHistorylnit | TRUE | InvalidHistoryCount | 7




Proposed Algorithm — Reset
Behaviour When Many Packets are Missed?

Fast Path

RecovSegNum
SequenceHistory
TakeAny
PassedPackets
DiscardedPackets

SequenceHistorylnit

[
2
0]0 011(0|0]|1
FALSE
3 OutOfOrderPackets
0 RoguePackets
TRUE [ InvalidHistoryCount

567 [sIeTtoi @[ s[14[15re[1 7Jie[1e]
1 LostPackets
0
4

frerSegRcvyHistoryLength =8




Summary

* Adding SequenceHistorylnit & InvalidHistoryCount solves the
problem of Erroneous Lost Packets on reset.

* Two additional changes avoid allow use of an aggressive
frerSeqRcvyResetMSec value without risking passing of duplicate
packets.

* Do not throw away SequenceHistory information until it’s confirmed that
the next incoming sequence number is frerSeqRcvyHistoryLength or more
ahead of current RecovSegNum

* Once it’s confirmed, process old SequenceHistory according to regular
rules before advancing to new RecovSegNum



Philosophy

* “The road to hell is paved with good intentions.”
* Also, thoughts that “well, that would never happen.”

* Some of the scenarios “fixed” by the proposed algorithm are probably
rare, but that doesn’t mean they won’t happen.

* Arobust algorithm will cope with rare situations.

* An aggressive frerSeqRcvyResetMSec value can be justified
* See [2], Lisa Maile’s text contribution to 802.1CBec.

* Wireless networks can have higher latency variability, making the
passing of duplicate packets more likely if the current algorithm is
used.

* See [3], Janos Fakas’ contribution on the issue of latency in wireless networks.



Mercl.
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