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Agenda

. Summarize Implicit assumptions/requirements
. Describe the Hybrid MAC Protocol

Medla independent: RF and IR

Two classes of MSDU transport service:

- Asynchronous data tratfic

- Synchronous data traffic

No required distribution system

Optlonal ESA distribution system provides

- MSDU relaying to/from wired LANs and between
adjacent BSAs

. Station roaming through the distribution system
- Access control
- Power control

Validated pertormance of proposed protocol via
simulation

. Evaluate w.r.t. “Twenty-One” Criterla

Xircom/January 1992

|EEE 802.11 Wireless LAN

Requirements

= Source
- |EEE 802 Functlonal Requirements
- IEEE P802.11 Project Authorization Request

|\EEE P802.11 Requirements

+  Summary

Two classes of service: Asynchronous and Synchronous

- Asynchronous: low average transfer delay - (as low as 2 msec
transfer delay from MA-UNITDATA.request to
MA-UNITDATA.indicatlon)

- Synchronous: low transfer delay variance (MSDU jitter) £ 10%
- |EEE 802.2 LLC Support
Coverage area: < 100m (BSA) to > 1000m (ESA)

Network management, access control, power management,
Internetworking

ESA Roaming

Xircom/Janusry 1992

|EEE 802.11 Wireless LAN

implicit Assumptions

.« Structure service to match expected tratfic
- Asynchronous Service for bursty traffic
- Synchronous Service for “real-time" traffic
- Structure protocol for extensibility/scalability
- Stations, load, service, coverage
. Don't burden all stations with unnecessary capability
- All statlons require bursty traffic data service
« Deal effectively with real environment

- Robustness: noise, fades, jammers, overlap,
movement

- Adaptible: Size, capacity, traffic, configuration
+ Trade optimal capacity/throughput for

- Low average transfer delay

- PRobustness and flexibility

IEEE 802 11 Wireless LAN XircomvJanuary 1992

Goals

» Support both classes of wireless traffic
- asynchronous data services
- synchronous data services
+ Provide for
- ad hoc, stand-alone networks
- seamless integration into larger (wired) networks

« Target performance characteristics for expected traffic
requirements

- Low delay for asynchronous traftic
- Low delay varlance for synchronous traffic

« Robust operation imperative to deal with typical wireless
transmisslon issues: errors, hidden terminals, adjacent BSAs

+ Slmulate to validate performance
+ Minimize cost and complexity

+ Provide for power management, access control:
security/Integrity/authentication, network Integrity

IEEE BO2.11 Wireless LAN XirconvJanuasry 1992

7661 Axenue[

7 98eg

91/26-1T°708d HHAHI 200



IEEE 802.17 Wirsleas LAN

Approach

The Three Fold Way

(1) The foundation service Is a peer-to-peer as nchronous
data service requiring no infrastructure, sufiiclent in
itself tosupport ad hoc networks yet providing
mandatory capabilities for (optional) synchronous dala
delivery and internetwork service sublayers (2) and (3)

(2) Provide peer-to-peer synchronous data services as an
incremental MAC sublayer above (1)

(3) Integration to wired backbone networks for (1) and (2)

Xircom/Januery 1982

Protocol Architecture
« PHY Layer

- Half-duplex, peer-to-peer
- Muliple media
- Single and multichannel PHYs supported

[ EEs0z2ioped Uk Comel | +  MAC Layer

MAC | 1EEE 802.10 Data Secusity/iniegrity - Asynchronous Data Service Sublayer
Intsmnarwork Extansion
:”Ho-l:e:rLBT ith positi
b yhseag) - Augmente with positive
Asynchronous Sarvics acknowledgement
PHY i’mm |Dfi§5| PSS o | - Synchronous Data Service Sublayer
- Peer-to-peer

IEEE 802.11 Wirsleas LAN

- Reservation TDMA, using Asynch
Service as mechanism

- Intemetwork Extension Sublayer
- Relaying via wired backbone
- Roaming across wired backbone
- Access Control
- Power Control

XircomvJanuaty 1982

|EEE 80211 Wireless LAN

+» Qoals

PHY Layer

Muitiple media
- ISM Band Spread Spectrum RF
. Frequency hopping
« Direct sequence
- Dittuse intrared
- Others
Simple Interface
. Half-duplex intertace
. Recelve data and clock (PHY » MAC)
. Transmit data and clock (MAC » PHY)
- Signal detect/Channel Busy (PHY » MAC)
- Channel select { MAC » PHY )
- Quality of Service (PHY » MAC)

XiroomvJenuary 1992

Asynchronous MAC Protocol - 1

- Robust operation on wireless PHY channels
m' cal 1-2% packet-srror-ate, fading

n stations)
- Adjacent, overispping BSAs  *~ B
- Simplicity => low cost
- Low average transfer delay
« Approach
- LBT core protocol dulgpnomrﬂmm
with modl binary eXx | backoft <
- Hidden station enhancements e
- Positive MAC acknowiedgements
- “Hooks" for synchronous seivice ==
- Per-station channel stlocation vector Ahesrs B
B:nv:mml:slomn:cduﬂng :y;rhvrl:.nous BllssssiNaIC
allocated time Chears 8
Xircom’/Januery 1092
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Asynchronous MAC Protocol - 2

« Protocol
Point-to-point MPDU
s [ | = | m—— f_?_! ATS Sourcs > Desunaton
Sam B w - E]
== CTS Desinason -> Source
s e ] o [ o= ] DATA Sowrce -> Desonanon
- - w £y T -
- Egi ACK Desbnasbion > Source
Multicast/Broadcast MPDU
g | — o =9 ATS Sourcs -» Dessnasen
TR e
et [—] ) T = | DATA Source » Desmnaion
e T w w I ]
(EEE 802.11 Wiraleas LAN Xircom/January 1992

Asynchronous MAC Protocol - 3
Simulation Results

+ Performance

Minimum MPDU Payload 32
Maximum MPDU Payload 1500

Maximum Throughput 86%
Transfer Delay 1.3x Normailzed MSDU
@ 10% Load :allz)‘/,s(; .7msec @2
Transter Delay 7.5x Normallzed MSDU
@ 50% Load size (9.8 msec @ 2
Mb/s
IEEE BOL11 Wireieas LAN XircomvJanuary 1992

Synchronous MAC Protocol - 1

» Goals
- Minimize complexity for asynchronous stations

- Provide low transter delay varlance, allocated bandwldth
service

« Approach

- Defining RTDMA framing structure using asynchronous
service MPDUs

- Scheduler

- Beacon MPDU: synchronizes stations and distributes
bandwidth sllocation

- Per station bandwidth allocation vector

- Synchronous station must Implement asynchronous
service

- Asynchronous stations must process beacon MPDUs
===

3 T ¥ o s )
— - {

IEEE BO2.11 Wirsless LAN XircomvJanuary 1992

Synchronous MAC Protocol - 2

+ Protocol
Beacon MPDU
—sfrem o | | @ms;m-,w
'T-:I":—I'T [-T-| '-::-_ | o= | DATA: Source -> Destinagon
Point-to-point MPDU
‘T..“L“;"_l*— [ | oo | e f_; RTS: Source -> Dastinanon
g o C— 2 CTS Destneson -» Source
== T = DATA: Source -> Dessinalion
W O C]
— === ACK: Dustngtion > Source
Multicast/Broadcast MPDU
o_—__—|..:_|__.].: [—== T -:_ﬁ ATS: Source -> Deslnaion
4_.|- s | G [ | — | == 1 DATA: Source -> Deasnasion
- v w T =
IEEE 802.11 Wireleas LAN XircomvJanuary 1992
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IEEE 802.11 Wireless LAN

Synchronous MAC Protocol - 3
Simulation Resuilts

+ Performance
Minimum MSDU Payload 32

Maximum MSDU Payload 1500
Maximum Throughput 83%

Transter Delay 11x Normalized MSDU slze

@ 10% Load (14.3 msec @ 2 Mb/s)
Transter Delay 25x Normalized MSDU size
@ 50% Load (32.5 msec @ 2 Mb/s)
(EEE 502.11 Wirsless LAN XircomvJanuary 1802

Internetwork Extensions

BSA defined by PHY coverage srea

= Extended Service Area (ESA) defined by BSAs interconnecied via distribution
system of access points and wired LAl

Extended services supporting growth
- MSDU relaying

Statlon roaming
- Access control

- Power control

+ Contigurable as J or pesr-to-peer

XircomiJenuary 1992

HEEE 802.11 Wirsless LAN

IEEE BO2.11 Wirsless LAN

MSDU Relaying

«  Goal: Transparent relaying ot MSDUs
from wireless stations 10 stations on the wired infrastructure
from wired stations to wireiess stations
- between wireless stations in ditfering BSAs of same ESA
- Approach
- Define points
distribution system
- Access polnis perform relaying
= Protocol
- Station registration uniquely snables forwarding for stations regisiered with
access point
- Promiscuous monitoring of MPDUs within BSA served by access point
- Promiscuous monitoring of MPDUs on distribution system of MPDUs destined
for stations registered with access point

d to wire | and o wired 802 LAN

Xircom/January 1992

Roaming
« Goals
- Enable regisiered wireless stations to malntain tivity while ing
through an ESA (e.g- access polnt 1o access point)
+ Approach

- Station registered In st most one sccess point

- As station regisiers st new accass polnt, deregistered at any previous
access point

- Access point relaying within ESA lollows “quick” station movement
Bridge distribution sysiem follows station longer time
mmmnlgzl,:bwn:mhmM vane .

- Support for single and multichannel PHYe

+ Protocot
- Uso existing protocol mechanisms

- Access control notifies ]
registration process access point

- MPDU relaying and/or Awaka messages notify access point of continued
plesence

Xircom/Januery 1092
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Access Control Performance Simulation

Goals
. Control sccess to WLAN and distribution systsm to legitimaie stations and users
- Notify access points of those stations needing forwarding and roaming services «  Discrets event simulation models
Approach - Extend commercial latlon p ge for Maci h
- Register stations in range of an access point with the access point = Assumptions
- Access point authorizes access based on TBS authenlication - 20 statlons with identical traffic charactaristics, exponential MSDU asrival rate,
Protocol non-axhaustive service
- Message (MPDU) exchang lon and point - ;1 pogation delay dominated by I Rr:‘sou d: ::,...c
i I ' - modal size G0%/40% 9 s - 1000 bil smali
A"n.m“ounns. I.t; ',;"9. multicast ge from point g its service to all MSDUs, 5000 bit large S
Register: polnt to point message from siation to sccess point requesting accass and = Ronitive uknwhdgolrur:ltlor all MSDUs
containing digital signature suthentication Information - Offered load does not retry issi uniike analyti ok
«  Models

- Authorize: poini-to-point resp from point to

- Exit explicht dereg by - ::ynchronous SQ'rvloo:lugmonlod LBT (4-way handshake) with positive
knowledgemen
Data Privacy and lnlegrit
4 sy - Sy Service: Dy ic Reservation Time Division Multiplexed

- To be provided end-t0-end by 802.10

802.11 should provide standard encryption aigorithm
Authentication
- Digitel signstures valid lons and poinis
- Used during access point registration

1EEE 802,11 Wireless LAN Xircom/January 1992 IEEE 802.11 Wirsless LAN XircomiJanusry 1992
Power Management Asynchronous Service Simulation - 2 Mb/s
Low Error
Goals
- Enable battery p d [ by selectivet ing d v
Enable . attery e  to conserve power y selectively powering down Assumptlons
Approach , | | - 10 psec propogation delay
- Under statlon control - =3 - Standard traftic model
- Station announces power stats to other stations and access points 07 il - Zero PHY bit error rate
- :ae?:::rs’lblllty of higher level protocols to retry MSDU isalon when : : . Performance
- Protocol - B2 - 85%+ maximum throughput at
Sleap: muiticast g ing lon's | lon to shut down for specliled oz = . 160% offered load
time period . ° - High stabllity at overioad
Awnke: p multicast o g actlve p of station 001 0.1 ' i - Low average transfer delay (1-10x
Rl normalized) below maximum
throughput
IEEE 802.11 Wireless LAN XirconvJanuery 1992 IEEE 802.11 Wireleas LAN Xircomv. 1992
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Synchronous Service Simulation - 2 Mb/s

Low error

p 1l

b |

« Peer-to-peer TDMA - direct station

to station communcation with no

forwarding through intermediate

node that would further increase

transfer delay

« 12.5 msec superFrame, fast

Teansber

Deiey

10 turnaround slotted Aloha
rleservatlon requests, 500 usec slot
time

- Maximum throughput: about 83%
at >90% offered load

- 17% Is both TDMA overhead
and MSDU fragmentation loss

. Trplcal normalized transfer delay
of 10-20 over normal load range
and exponential at overload

001 01
Throughput

IEEE 802.11 Wiraless LAN

-t

1. Unauthorized Network
Access on Throughput

2. Ability to establish 2,
Peer-to-peer connectivity
wi/o prior connectlon

3. Throughput 3.
4. Delay 4.
5
5. Maximum # of statlons
6
6. Abllity to service data,
voice, and video traffic
7. Transparency to PHY
layer 7.

IEEE B0OZ.17 Wirsleas LAN

Xircom/January 1992

Evaluation-1

. Yes! MAC Includes explicit access control

mechanisms. In band Interference reduces
throughput per sensitivity of the PHY used.

Yes! A basic part of the Asynchronous
Service. Connectivity via Asynch Service
required to bootstrap Synch ice either
peer-to-peer or through AP

Traftic model dependent, but based on
anticipated traffic - maximum throughput Is
between 80 and 90% for both the
Asynchronous and Synchronous Service

Trafflc model dependent. But simulalions
indicate 1-5x normalized for Asynch Service
and 10-20x normalized for Synch Service

. Traftic load and PHY characteristic

derendent. Little Inherent limitiations In
MAC.

. Yes! Data generally serviced by the

Asynchronous Service and volce/video by
Synchronous Service. Critically Im:oruru
that servicing volce/video will not likely

seriously degrade data delay periormance

Yes! Wide range ot PHYs supported - IR,

radio; single/multichannel
XirconvJenuary 1992

8. Robustness with
co-gited ne

9. Power consumption

10.Delays limiting large
area coverage

11.Faimess of access

12.MAC enforcement of
capture effect
insensitivity

13.Support for priority

14.Ability to su
one-way tmﬁﬂoﬂ

15.Time to market and
compiexity

16. Ability to work in

simple, small and large  Size - from

8! ms

\EEE 80211 Wirsiess LAN YiroomyJenuery 1992
Evaluation-3
17.2 17.Yes! or Nol
18.Ability to sup, 18.Yes! Also synthesized with access
handoti/roaming between control and network management
service areas 19. Wide rallﬁol ?LF."IWS supported, in
19.Implication on complexit ral, minimal requirements on
of PHY plexity B MaC better with
decreased BER and with more
= reliable channel busy indication.
. Ability to support 20. Yes, and multicast as well.
bmcl:ni ml:-ct.d rollalb.llllty ovorl -
o-point since tive MSDU
ACK not used. .
21.Preservation of time order 21':::’.“ feature uduc.?p Noos!
of MSDU's to end systems pmhblm{ lost MSDUs during
roaming st price of dlthtll!
Increased ﬁmhl.blmy of ng
MSDUs In fiight during roam.
IEEE DOZ.11 Wirsloss LAN XirconvJanuery 1992

Evaluation-2

8. Yes! Quite robust with only modest degredation.

8. Yes! Explicit mechanism to manage use of power
for battery conservation.

10.No critical delays.

11.Falrness of Asynch Service coupled to fairness
of PHYs. Asynch Service improves faimess of

underlying PHY. Synch explicitly fair.

12.MAC improves ance of PHY w.r.t. capture
effects. Synch m quite insensitive.

13.Effective MSDU can be constructed using
the Synchronous .

14.Yes! Both for Asynchronous and Synchronous
Service

15.Only modest increase in complexity over 802.3

ylelding rapid time to market
16.Yes! Same slation su s full range of network
small sung":‘l::m. “ad hgco' networks

to large, Intenetworked Installations

7661 Arenuef
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Other Evaluation Criteria

Robustness Due to perceived uncertainties in
wireless PHY propagation environments
- key issue is to design a MAC that will
work adequately even in abysmal
conditions. And keep on working.

Security Eavesdropping, tampering, service
denlal.
Authentication Since little physical control over network

membership, MAC must Include
mechanism to logically authenticate
legitimate network users.

Cost Effectiveness Preliminary studies suggest added logic
conservatively < 2x over an 802.3 CMOS
rotocol controller with no substantive

ncrease in pin count.

Network Size BSA size of about 100m supported
based on PHY and ESA size of > 1000m
supported through distribution system
and roaming

|EEE 802.11 Wireless LAN XiroonvJenuary 1992

Summary

» Goals

- Wireless MAC serving both asynchronous as weil as
synchronous traffic

- Realistic wireless PHY assumptions
- Approach

- Hybrid, layered MAC: Asynchronous, Synchronous,
Extended

- Adaptive configuration: hierarchical, peer-to-peer.
- Results

- Economical, simple design

- Excelient performance

- Robust design

|EEE 802.11 Wireless LAN Xircom/Januery 1992



