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SDE PDU Structure 

SDE uses a single PDU type. 

SDE PDU may conwn up to five elementl. 

1. Clear Header 

1. Protected Header 

3. Data (SDE SDU) 

4. PAD 

5. Integrity Check Value (lCV) 

AU theee elemen .. are optional a:eept Data. 

Protected Header, Data, and PAD may be tnlnllonned by the Intevity alCorithm. 

Protected Header. Data, PAD and ICV .hall be tranlformed when the confidentiality 
alcorithm is applied. 
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Construction of the SDE PDU 

Source Addr_ ~------------------~I SoUReA~ 

DstInaUon Addr ..... -------------------l~1 

MSDU 

System andJor 
Key Mgmt. 

Station A 

Attributes 

Security ADo. It 1 

Security ADo. It 2 

• 
• 

Scc:urity ADo. It D 
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SDE Security Associations 

Attribute wlues & A's SAID 

Attribute values & B'I SAID 

Initial ExcbaDl:e 

Security Associations 

Confid. Integ. AlloW A1t.ID MDF 

SYltem andJor 
Key Mgmt. 

Station B 
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NOT I Obtain Securlt, A-. 
,..----___ -(. !'rom Sr~ Addr. 

FOUND and/or SDE SAP 

~ 

Form Clear Head .. I' 
StatIoD_CIr_Hdr • TRUE 
Prepend SAIDt'SDE Detianator 
Prepend MDF ., "-oc...MDF-T 

I 

.... to MAC Subll,er 

Transmission of an MA_UNITDATA.request 

Station Objects 

• Statioo_CleacHdr: Boolean 
• StationJ1DF: Boolean 

Security Association Objects 

• LocaI~AID: Octetstring 
• Remote~AID: Octetstring 
• Assoc_MDF: Boolean 
• Confid: Boolean 
• Confid_AI&-ID: Octetstring 
• Integ: Boolean 
• Inte&-AI&-ID: Octetstring 
• Paddinl-pres: Boolean 
• ID .... Ju"es: Boolean 
• SDE~AP: Octetstring 
• Remote~DE: Boolean 
• Outgoio&-Source_MAC...Address: Octetstring 
• Outgoing....l)estination_MAC...Addres!!: Octetstring 
• Incomin&-Source_MAC_Address: Octetstring 
• Incomin&-DestinationJ1AC_Address: Octetstring 
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MA_UNITDATA.indication 
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Case 1. Single SDE used by STAt & STA2 

Case 2. Two Options; 
Station Security Associations 

a. Single SDE used by STAt & STA3, APt passes 
SDE unmodified, may still check validity. SDE 

b. Two SDE's used one for STAt to APt and 1. STAt ~ ., STA2 

another for APt to STA3, APt removes SDE 
from one path and insert new SDE other path. SDE1 SDE3 

Case 3. STAt to APt SDE may be same or different from 2. STAt .. • APt .. • STA3 

AP2 to STA4 SDE. 

!I Case 4. STAt SDE is passed unmodified through APt .. SDE~ APl ~!I!!I~~. AP2 .. SDE~ 
and AP2 to STA4, may check for validity, other 3. STAt STA4 

combinations possible. 

Case 5. APt removes SDE for transport of SDU to WSl, SDE1 SDE4 

(no knowledge on WSt). 4.STAl .. . .. • STA4 

Case 6. APt leaves SDE intact with knowledge that WSt 
0 
0 

is an SDE entity, may check for validity. .. SDE., 
CLR n 

00 

o In cases 2b, 3, and 5 Access Point treats all SDE's alike, 
5. STAt .. • WSI ~ 

t!j 

applies SDE on wireless portion of path only. t!j 

~ • In cases 2a, 4, and 6 AP determines final destination and SDE1 SDE1 
t!j 

0 either passes SDE unmodified or replaces it with new 6. STAt .. . ... • WSt ~ 
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CIl SDE. SDE's treatment is dependent on knowledge resi- (SDE) Q 
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