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1. Background: 

Personal Communication Service (PCS) provides the freedom of mobility to users. 
However, this mobile nature of PCS implies network and service capabilities that subject 
users and service providers to certain risks. This joint experts meeting was held to explore 
the risk faced by users and service providers, to determine specific requirements to address 
these risks, and where possible, to propose methods to meet these requirements. 

2. Purpose: 
The report was offered to standards organizations, manufacturers, and other interested 

parties for use in developing detailed standards guiding equipment design and meeting 
general communications needs. 

3. Objectives: 

a. Determine the authentication scheme for wireless access to PCS. 

b. Establish the minimum level of privacy required for wireless access to PCS. 

c. Establish the minimum interoperability requirements for intersystem PCS authenti
cation and privacy. 

d. Establish recommendations for privacy and authentication operations needs, includ
ing service activation, fraud detection and recovery, and law enforcement. 

4. Assumptions: 

A list of assumptions were generated which have possible impact on the PCS security 
architecture. The assumptions were primarily based on the Future Public Land Mobile 
Telecommunications System (FPLMTS). Briefty the assumptions are as follows; 

Near-team availability is a critical factor, based on ambitious FCC timetable. 

PCS will be provided in a multi-network-operator and multi-service-provider environ
ment. 

PCS will be operated across international and national network boundaries with inter
national and national roaming capabilities. 
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PCS will have an open architecture, based on Intelligent Network (IN) and Telecom-
munication Management Network (TMN) concepts. 

PCS supports UPT personal mobility. 

PCS will provide a variety of services with a range of bit rates. 

PCS will provide a range of terminal types. 

PCS users and terminals are logically identified with different unique identities. 

A PCS user has a service profile, to which he has direct but limited access. 

PCS subscribers are allowed to "roam" even within their "home" geographic area. 

A PCS handset may be exported anywhere. 

The following sections provide a summary of the agreements at the meeting. 

5. Objective a: Authentication 

This objective addresses the need to protect user and service providers against fraudu
lent use of services while meeting user and service provider needs. The charge for this 
meeting was to determine a specific recommendation for the authentication procedures for 
PCS. A summary of the recommendations follow; 

Initially provide support for Secret Key authentication, e.g. IS-54/1s-95, GSM. 

Signalling and control should be flexible enough to support Public Key. 

Further work should be done on Public Key. 

Consideration should be given to implementing a Key Management Center/Authenti
cation Center. 

A table was prepared which compared alternative authentication and key agreement sys
tems. 

6. Objective b: Privacy 

This objective addresses the need to provide privacy for PCS users' call-related infor
mation. Work in this area focused on the determination of an acceptable level of privacy 
for PCS users and the review of schemes which would provide this level of privacy. 
Related issues, such as complexity and export restrictions, were discussed. Some of the 
recommendations on privacy were; 

Privacy of the air link should be maintained even during handover between service 
providers. 
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Air interface privacy is requires at all times to protect both the signalling and bearer 
channels. 

The air interface privacy algorithm should be better than the IS-54 algorithm. 

The encryption method should be capable of being upgraded. 

The encryption method should maintain bit and frame count integrity. 

A uniform method of synchronous voice and data privacy should be applied to all pes 
systems, to ease export issues. 

All Federal requirements for support of end-to-end encryption should be instituted in 
the first generation of PCS systems. 

The pes service provider should provide an indication to the pes user when over-the
air privacy is not being provide. 

All pes systems should employ a method of disabling encryption, export issue. 

7.0bjective c: Interoperability 

This objective was to establish the minimum interoperability requirements for inter
system pes authentication and privacy. Interim standard IS-41 addresses intersystem 
hand-off and roaming for cellular systems. The work effort for this objective was to deter
mine what analogous interoperability functions would be required to support PCS authen
tication and privacy schemes. and the potential network and operations impacts of these 
functions. Issues addressed included the impact of key exchange requirements, also; 

Transfer and management of privacy and authentication information. 

Global Service Mobility 

Interoperability between public and private PCS services 

Fraud management 

Emergency services 

Users Identity Modulesrrenninal identity 

S. Objective d: Operations Needs 

This objective was to establish recommendations for privacy and authentication opera
tions needs. including service activation, fraud detection and recovery, and law enforce
ment. 
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9. Summary: 

pes authenti~tion and privacy considerations have been addressed; many decisions 
and recommendations have been reached. Some of the highlights of these decisions are; 

a. A secret key authentication and privacy mechanism should be standardized for pes 
applications in the near term. 

b. A public key authentication and privacy mechanism should be standardized for pes 
applications for use later in the pes deployment cycle. 

c. pes key distribution mechanisms should be implemented with expectations of a 
minimum level of service activation training and experience. 

d. The bearer channel privacy mechanism should be sufficiently robust to resist intru
sive loss of privacy for a minimum acceptable time period. Further study is recommended 
on a comparable objective measure of privacy for pes calls. 

e. Authentication mechanisms must be air interface independent. 

f. Access to emergency provider notification systems must be provided in a manner 
compatible with operational expectations of the emergency provider systems. 

g. Interoperability of Public and Private pes systems should allow handover of 
(approved) active calls. 

h. Authentication of users should be by a User Identity Module (UIM) which is physi
cally separable from a Wireless Access Terminal. The UIM should adopt an existing stan
dard for personal identification devices. Users are required to authenticate themselves to 
the UIM by means of a PIN or equivalent. 

Attachments: 

1. List of Contributions and Reference Documents. 

2. List of Attendees. 
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JE!vI/93-00 1 
Tide:Cryptographic or Privacy & Authe:uic:ltion Requirements for PCS 
Author: Ioe Wilkes. AT&T 
JEM/93-002 
Tide: Users Perspective ofPCS Security. User Services and Seclli"ity Arc!1itecture 
Source: F:!deral Wireless Users Forum: Cont.1Ct: Leon Sc:Jldeferri (NSA) 

JEM/93-003 
Tide: P:lrJIIleter Recommendations for PCS Re:Jl-cime Encryption 
Author: Dan Brown, Motorola 
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Tide: Recommendation for Synchronous-Mode Encryption 
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JE~l/93-005 
Tide: A ~remod of Authentication & Kev A2reement for PCS 
Author: Dan Brown. Motorola '-
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Tide: Protocol for PCS Security-Related Wireless Access 
Author: Dan Brown, Motorota 
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Tide: Law Enforcement Requirements for the Surveillance of Elec:ronic Communications 
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Source: OECD; Claude Parent 
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Author: lVlike Beller. Bellcore 
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Tide: Proposed Authentication & Key Agreement Protocol for PCS 
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JEM/93-Qt8 
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Author: Carl Bedingfield. BellSouth 
JEM/93-0I9 
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JEM/93-02D 
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Title: Presentation: Authennc:!.tion:md Priyacv Reauirement<; 
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Title: User Needs for Privacy & Authenticltion in 1800 Wlz Personal Communications 

Sennces • 
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JEM/93-025 
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Source: Robert Jueneman, G1E Laboratories 
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Source: LVIilt Anderson. Bellcore 
JEM/93-031 
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Source: Charles Brookson 
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Draft ITU-T Recommend:ltion F.l15 "Oper:ltional JI1.d Service Provisions for FPL.MTS", 
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ISO 7810:1985. "Identific:ltion c:lrds - Physical characteristics" 
ISO 7811-1:1985. "Identific:lrion cards - Recording technique - Pan 1: Encoding" 
ISO 7811-3: 1985, It IdentiiicJ.tion c:lrds - R~cording technique-Pan 3: Location of encoded 

characters " 
ISO 7816-1:1987. " IdenrificJ.tion Cards - Inte2I':l.[ed circuit(s) cards with contacts. Partl: 

Physical characteristics" ~ 

ISO 7816-~: 1988. "IdentificJ.ricn c:lrds - Contacts. Pm1: Dimensions and locations of the 
cont:lcts" 
ISO 7816-3: 1990. "IdenrificJ.llon c:lrds - Contacts, Pm 3: Elec::ronic signals and 

transmission protocols" 
PT EN 726-3: "Terminal Equipment (IE); Requirements for IC Cards and terminals for 

relecornmunicJ.tions use Part 3: Application for independent c:lrd requirements" 
PT EN 726-4: "Terminal Equipment (IE); Requirements for IC Cards and terminals for 

te!ecornmunic:ltions use P:lrt 4: Application independent c:lrd related :e::nmal requirements" 
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