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Abstract
This document describes proposed updates to 11bc D0.1 based on the August 2020 comment collection.
V0
Presented on August 11th teleconference up to CID 6

V1
Update for CID 3 (Clause 9.4.2.bc.248), CID 51 (Clause 3.2). and CID 316 (Clause 9.4.2.1)
V2
Various changes discussed on the August 18th 2020 teleconference

V3,4
Various changes discussed during August and September 2020 teleconferences
V5
Changes discussed on the September 14th teleconference

V6
Changes discussed on the September 15th teleconference

V7
Changes for 2 CIDs 349 and 350
3.2 Definitions specific to IEEE 802.11

Insert the following definitions maintaining alphabetical order: 
[CID 51] enhanced broadcast service (eBCS): A service that provides uplink and downlink broadcast traffic. It additionally provides means for protecting broadcast traffic and the privacy of the stations receiving that traffic, including protection of origin authenticity between STAs.

9.4.2 Elements
9.4.2.1 General

Insert the following new rows into Table 9-94 (Element IDs) (header row shown for convenience): 
Table 9-94 -- Element IDs

	Element 
	Element ID 
	Element ID Extension 
	Extensible 
	Fragmentable 

	eBCS Parameters 
	255 
	<ANA> 
	Yes 
	 

	[CID 316] eBCS 

Capabilities 
	255 
	<ANA+1> 
	Yes 
	No 

	eBCS Container 
	255 
	<ANA+2> 
	Yes 
	 


Insert the following subclauses: 
9.4.2.bc eBCS Capabilities element

9.4.2.bc.1 General

The eBCS Capabilities element contains fields that are used to advertise the capabilities of an eBCS 

STA related to forwarding service to a remote destination. 

An eBCS AP declares support for forwarding service and related capabilities by including the eBCS Capabilities element in a Beacon and broadcast Probe Response frame.  

An eBCS non-AP STA can advertise the eBCS Capabilities element if it intends for an AP to forward its data to a remote destination.

	 
	Element ID 
	Length 
	Element ID Extension 
	eBCS

Capabilities 

	Octets: 
	1 
	1 
	1 
	variable 


Figure 9-bc1 - eBCS Capabilities element format

The format of eBCS Capabilities element is shown in Figure 9-bc1 (eBCS Capabilities element format).

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1 (General). 

The contents of an eBCS Capabilities field is defined in 9.4.2.bc.2 when the element is transmitted by an eBCS AP and defined in 9.4.2.bc.3 when the element is transmitted by an eBCS non-AP STA. 
9.4.2.bc.2 [CID 3] eBCS Capabilities for an AP
The format of an eBCS Capabilities field when transmitted by an eBCS AP is shown in Figure 9-bc2 (Format of eBCS Capabilities field for an AP). 

	 
	AP Control 
	Next eBCS Info frame

	Octet: 
	2 
	2 (optional)


Figure 9-bc2 - Format of eBCS Capabilities field for an AP
The format of AP Control is shown in Figure 9-bc3 (AP Control field format). 

	 
	B0               B1 
	B2     B3 
	B4 
	B5 
	B6 
	B7     B15 

	 
	Authentication Mode 
	Limiting Mode 
	Location 

Embedding 

Supported 
	Data-Time 

Embedding 

Supported 
	IP Address 

Embedding 

Supported 
	Reserved 

	Bits: 
	2 
	2 
	1 
	1 
	1 
	9 


Figure 9-bc3 - AP Control field format

The encoding of Authentication Mode subfield is shown in Table 9-bc4 (Encoding of Authentication Mode subfield). 

Table 9-bc4 - Encoding of Authentication Mode subfield

	Subfield value 
	Definition 
	Encoding 

	0 
	No Authentication 
	AP forwards contents of an eBCS UL frame to the remote destination identified in the frame without authenticating the transmitter of the frame. 

	1 
	Per Destination 
	AP forwards contents of an eBCS UL frame only if it is able to successfully able to authenticate the transmitter of the frame based on an established relationship with the remote destination identified in the frame. 

	2 – 3 
	Reserved 
	 


The encoding of Limiting Mode subfield is shown in Table 9-bc5 (Encoding of Limiting Mode subfield). 

Table 9-bc5 - Encoding of Limiting Mode subfield

	Subfield value 
	Definition 
	Encoding 

	0 
	No Throttling 
	AP applies no restrictions on the amount/frequency of ULs from a non-AP STA destined to a remote destination. 


	1 
	Per Destination 
	AP applies forwarding limits as specified by the remote destination with whom it has established a relationship. 

	2 – 3 
	Reserved 
	 


Location Embedding Supported subfield is set to 1 if the AP supports embedding of location information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an eBCS UL frame to the remote destination. Otherwise, the subfield is set to 0. 

Date-Time Embedding Supported subfield is set to 1 if the AP supports embedding of date and time information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an eBCS UL frame to the remote destination. Otherwise, the subfield is set to 0. 

IP Address Embedding Supported subfield is set to 1 if the AP supports embedding of IP address information, based on a non-AP STA’s request, before forwarding the HLP payload carried in an eBCS UL frame to the remote destination. Otherwise, the subfield is set to 0.
The Next eBCS Info frame subfield is 2 octets in lengths and indicates the number of TBTTs until the next eBCS Info frame is transmitted.  If the STA does not transmit eBCS Info frames, this subfield is not used.
9.4.2.bc.3 eBCS Capabilities for a non-AP STA
The format of an eBCS Capabilities field when transmitted by an eBCS non-AP STA is shown in Figure 9-bc6 (Format of eBCS Capabilities field for a non-AP STA). 

	 
	Non-AP STA Control 

	Octets: 
	1 


Figure 9-bc6 - Format of eBCS Capabilities field for a non-AP STA

The format of Non-AP STA Control is shown in Figure 9-bc7 (Non-AP STA Control field format). 

	 
	B0 
	B1 
	B2 
	B3 
	B4        B7 

	 
	No ForwardingWithout Embedding
	Location 
Embedding 
Requested 
	Date-Time 
Embedding 
Requested 
	IP Address 
Embedding 
Requested 
	Reserved 

	Bits: 
	1 
	1 
	1 
	1 
	4 


Figure 9-bc7 - Non-AP STA Control field format

The No Forwarding Without Embedding subfield is set to 1 to indicate that the AP is not required to forward the contents of the frame transmitted by non-AP STA to the remote destination if it cannot append the requested information before forwarding. Otherwise the subfield is set to 0. 

The Location Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append location information before forwarding. Otherwise the subfield is set to 0. 

The Date-Time Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append date and time information before forwarding. Otherwise the subfield is set to 0. 

The IP Address Embedding Requested subfield is set to 1 to indicate that the non-AP STA transmitting the element is requesting an eBCS AP that will forward its content to the remote to append AP’s IP address information before forwarding. Otherwise the subfield is set to 0. 

[CID 348] 
Add the following three new clauses after 9.4.5.29.

9.4.5.bc. Enhanced Broadcast Services ANQP-element

The Enhanced Broadcast Services ANQP-element provides a list of one or more enhanced broadcast services that are available from a peer STA.  The format of the Enhanced Broadcast Services ANQP-element is defined in Figure 9-bc8 

	Info ID 
	Length 
	Broadcast 
	Enhanced Broadcast 
Services 
Tuples 



Octets: 
2 
2 
1 
variable 
Figure 9-bc8 Enhanced Broadcast Services ANQP-element format

The Info ID and Length fields are defined in9.4.5.1 (General).
[CIDs 7, 8, 9, 160, 164, 165, 167] The Broadcast field is defined in Figure 9-bc8a:





         B0                  B1                  B2               B3           B7

	Transmit Capability
	Receive Capability
	Service Advertisement
	Reserved


Bits: 
                                     1 
                   1                  1                     5
Figure 9-bc8a Broadcast field format

The Transmit Capability subfield is set to 1 by a STA to indicate that it supports the transmission of eBCS.  This subfield is set to 0 to indicate that there is no support for the transmission of eBCS.

The Receive Capability subfield is set to 1 by a STA to indicate that it supports the reception of eBCS.  This subfield is set to 0 to indicate that there is no support for the reception of eBCS.

The Service Advertisement subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuples subfield contains information about the eBCS transmitted by the STA.  This subfield is set to 0 to indicate that there are no Enhanced Broadcast Services Tuples subfields at the time of transmission from the STA.
[CIDs 10, 11, 12, 42, 43 44, 169, 170, 171] The Enhanced Broadcast Services Tuples field contains one or more Enhanced Broadcast Services Tuple fields as shown in Figure 9-bc10.

	
	Control
	Content ID
	Broadcast MAC Address

(Optional)
	Broadcast Time
(Optional)
	Broadcast Duration
(Optional)

	Octets:
	1
	1
	0 or 6
	0 or 8
	0 or 2


	
	Broadcast Stream Information

Length

(Optional)
	Broadcast Stream Information

(Optional)
	Title Length

(Optional)
	Title

(Optional)

	Octets:
	0 or 1
	variable
	0 or 1
	variable


Figure 9-bc10 - Enhanced Broadcast Services Tuple field format

The Control field defines which of the optional fields are present in the Enhanced Broadcast Services Tuple field and is defined in Figure 9-bc10a:


                      B0                  B1                   B2                   B3                    B4            B5         B7
	Broadcast MAC Address
Present
	Broadcast Time

Present
	Broadcast Duration

Present
	Broadcast Stream Information

Present
	Title
Present
	Reserved


Bits: 
           1 
                  1                   1                    1                     1                  3                 
Figure 9-bc10a Control field format
The Broadcast MAC Address Present subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuple field contains a Broadcast MAC Address field.  This subfield is set to 0 to indicate that there is no Broadcast MAC Address field.

The Broadcast Time Present subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuple field contains a Broadcast Time field.  This subfield is set to 0 to indicate that there is no Broadcast Time field.

The Broadcast Duration Present subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuple field contains a Broadcast Duration field.  This subfield is set to 0 to indicate that there is no Broadcast Duration field.
The Broadcast Stream Information Present subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuple field contains a Broadcast Stream Information Length and a Broadcast Stream Information field.  This subfield is set to 0 to indicate that there is no Broadcast Stream Information field.
The Title Present subfield is set to 1 by a STA to indicate that the Enhanced Broadcast Services Tuple field contains a Title Length and a Title field.  This subfield is set to 0 to indicate that there is no Title field.
[CID 349] The Content ID subfield indicates the identifier of the content. 
The Broadcaster MAC Address field indicates the MAC Address of the AP broadcasting this channel, in the case of a multi AP setup.

[CID 175] The Broadcast Time field contains information about when the broadcast (indicated by the Broadcast Stream Information field) is available, in terms of time and whether the broadcast repeats. The format of the Broadcast Time field is the same as the Timestamp field defined in 9.4.1.10. If the Broadcast Time field is not present, then the receiving STA can assume that the broadcast stream is always available.


[CIDs 47, 176, 177] The Broadcast Duration field contains information about the duration of a broadcast (indicated by the Broadcast Stream Information field). The format of the Broadcast Duration field is an integer value in seconds. If present the value 0 is used to indicate that the broadcast is continuous.
The Broadcast Stream Information Length field is an optional 1-octet field whose value is set to the length of the Broadcast Stream Information field. If the Broadcast Stream Information field is not used, the Broadcast Stream Information Length field is also not used.

[CID 13] 

[CIDs 45, 173] The Broadcast Stream Information field is used to advertise a source of the broadcast stream (e.g. a channel number, or URL), when the value of the Broadcast Stream Information Present field bit 1 is true (see Table 9-bc8a).
[CID 48] 
The Title Length field indicates the length of the following Title field in octets.

The Title field is a human readable title of the content as a UTF-8 string.
9.4.5.bc1. Enhanced Broadcast Request ANQP-element
The Enhanced Broadcast Request ANQP-element transmits a register (or de-register) request from a STA to a peer STA to receive (or stop receiving) enhanced broadcast services that are available from the peer STA.  The format of the Enhanced Broadcast Request ANQP-element is defined in Figure 9-bc11 (Enhanced Broadcast Request ANQP-element format).

	
	Info ID
	Length
	Broadcast

Action
	Enhanced Broadcast Services

Tuples

(Optional)

	Octets:
	2
	2
	1
	variable


Figure 9-bc11 - Enhanced Broadcast Request ANQP-element format
The Info ID and Length fields are defined in 9.4.5.1 (General).

The Broadcast Action field is a 1 octet field with values defined in Table 9-bc12:

Table 9-bc12 – Broadcast Action field values

	Value
	Description

	0 – 1
	Reserved

	2
	Register to receive broadcast

	3
	Unregister from receiving broadcast

	4
	Register with Broadcast Service(s) as indicated in the Enhanced Broadcast Services Tuples field

	5
	[CID 161] Unregister Broadcast Service(s) as indicated in the Enhanced Broadcast Services Tuples field

	6 - 7
	Reserved


The Enhanced Broadcast Services Tuples field is described in 9.4.5.bc.
9.4.5.bc2. Enhanced Broadcast Response ANQP-element
The Enhanced Broadcast Response ANQP-element provides a list of zero or more enhanced broadcast services that are available from a peer STA.  The format of the Enhanced Broadcast Response ANQP-element is defined in Figure 9-bc13 (Enhanced Broadcast Response ANQP-element format).

	
	Info ID
	Length
	Enhanced Broadcast Services

Response Tuples

(Optional)

	Octets:
	2
	2
	variable


Figure 9-bc13 - Enhanced Broadcast Response ANQP-element format

The Info ID and Length fields are defined in 9.4.5.1 (General).


	
	

	
	

	
	

	
	


The Enhanced Broadcast Services Response Tuples field contains one or more Enhanced Broadcast Services Response Tuple fields. The Enhanced Broadcast Services Response Tuple field is defined as shown in Figure 9-bc14.

	
	Length
	Enhanced Broadcast Services

Tuple
	Broadcast Service Transmitting

	Octets:
	1
	variable
	1


Figure 9-bc14 - Enhanced Broadcast Services Response Tuple format
The Length field indicates the length of the Enhanced Broadcast Services Tuple field and the Tuple Success field.

The Broadcast Service Transmitting field indicates whether the Enhanced Broadcast Service referenced within the Enhanced Broadcast Service Tuple field is being transmitted. A value of 1 indicates that the Broadcast Service is being transmitted and a value of 0 indicates that the Broadcast Service is not being transmitted.
9.6.7.bc eBCS UL 
frame format

The eBCS UL frame is transmitted by an eBCS non-AP STA carrying data intended for a remote destination identified in the frame. The format of eBCS UL frame Action field is shown in Figure 9-bc15 (eBCS UL frame Action field format). 

	 
	Category 
	Public Action 
	eBCS UL 

Control 
	HLP 

Payload 

Length 
	HLP 

Payload 
	STA 

Certificate 

Length 
	STA 

Certificate 
	Timestamp 

	Octets: 
	1 
	1 
	1 
	2 
	variable 
	0 or 2 
	0 
or variable 
	0 or 8 


	
	Destination URI 
	eBCS

Capabilities
	Frame 

Signature 

Length 
	Frame 

Signature 

	Octets: 
	variable 
	0 or 4 
	0 or 2 
	0 or variable 


Figure 9-bc15 - eBCS UL frame Action field format
The Category field is defined in 9.4.1.11 (Action field). 

The Public Action field is defined in 9.6.7.1 (Public Action frames). 

	B0 
	B1 
	B2 
	B3 
	B4  B6 
	B7 
	 

	 
	STA 

Certificate 

Present 
	Packet 

Number 

Present 
	eBCS 

Capabilities Present 
	Timestamp 

Present 
	Reserved 
	Frame Signature 

Present 

	Bits: 
	1 
	1 
	1 
	1 
	3 
	1 


Figure 9-bc16 - eBCS UL Control field format

The format of eBCS UL Control field is shown in Figure 9-bc16 (eBCS UL Control field format). 

The STA Certificate Present subfield is set to 1 when the STA Certificate Length and STA Certificate fields are carried in the frame. Otherwise the subfield is set to 0.

The Packet Number Present subfield is set to 1 when the Packet Number field is carried in the frame. Otherwise the subfield is set to 0.

The eBCS Capabilities Present subfield is set to 1 when the eBCS Capabilities element is carried in the frame. Otherwise the subfield is set to 0.

The Timestamp Present subfield is set to 1 when the Timestamp field is carried in the frame. Otherwise the subfield is set to 0.

The Frame Signature Present subfield is set to 1 when the Frame Signature Length and Frame Signature fields are carried in the element. Otherwise the subfield is set to 0.

The HLP Payload Length indicates the length of the HLP Payload field.

The HLP Payload field carries the higher layer protocol (HLP) payload. 

The STA Certificate Length field indicates the length of the STA Certificate field. The presence of this  field is indicated by the STA Certificate Present subfield in the eBCS UL Control field being equal to 1.

The STA Certificate field carries the certificate of the transmitting STA. The presence of this field is indicated by the STA Certificate Present subfield in the eBCS UL Control field being equal to 1. 

The Timestamp field provides protection against replay attack. The presence of this field is indicated by the  Timestamp Present subfield in the eBCS UL Control field being equal to 1. 

	 
	Time 
	Counter 

	Octets: 
	4 
	4 


The format of the Timestamp field is shown in Figure 9-bc17 - Timestamp field format.  

Figure 9-bc17 - Timestamp field format

The 32 bit Time subfield carries time information. See clause 11.bc.1.3 (eBCS UL operation at an eBCS non-AP STA) for details on the value carried in this subfield. 

The 32 bit Counter subfield carries a numeric value which is incremented for each packet transmission. 

The Destination URI element is defined in 9.4.2.89 (Destination URI element) and carries the address of the remote destination where the packet needs to be forwarded to. 

Note: The length of the Destination URI element is computed based on the value carried in the Length field in the element (value in Length field + 2 octets).  

The eBCS Capabilities element is defined in 9.4.2.bc (eBCS Capabilities element). The element is 31 optionally present and carries the capabilities of the transmitting non-AP STA. The presence of this 32 element is indicated by the eBCS Capabilities Present subfield in the eBCS UL Control field being equal to 1. 

The Frame Signature Length field indicated the length of the Frame Signature field. The presence of this field indicated by the Frame Signature Present subfield in the eBCS UL Control field being equal to 1. 

The Frame Signature field carries signature for the contents of the eBCS UL frame Action field except the 39 Frame Signature field. The presence of this field indicated by the Frame Signature Present subfield in the eBCS UL Control field being equal to 1.

11.bc.3.2 eBCS UL operation at an eBCS AP
An eBCS AP may provide forwarding service in which it can support forwarding the contents of an eBCS UL frame received from an eBCS non-AP STA to a remote destination identified in the frame.  

An eBCS AP that supports forwarding service shall declare its ability to forward by include eBCS Capabilities element (see 9.4.2.bc.2 (eBCS AP UL Capabilities)) in the Beacon and broadcast Probe Response frames that it transmits. 

An eBCS AP that supports forwarding and is capable of embedding the requested metadata shall indicate its ability to support embedding by setting the corresponding subfield in the eBCS Capabilities element to 1 and shall append the requested metadata to the content received from the STA before forwarding it to the remote destination. Format TBD. 

An eBCS AP that supports forwarding but doesn’t support embedding of the requested metadata shall not forward the frame to the remote destination if the No Forwarding Without Embedding subfield in the eBCS Capabilities element carried in the eBCS UL frame is set to 1. Otherwise the AP shall forward the frame to the remote destination identified in the frame. 

An eBCS AP may authenticate the transmitter of the packet before forwarding it to a remote destination and shall provide an indication of the authentication scheme in the eBCS Capabilities element that it transmits. An eBCS AP that does not require authentication of the transmitter shall forward the frame to the remote destination indicated in the frame irrespective of whether the frame carries the STA Certificate field or the Packet Number field or the Frame Signature field. In order to prevent DoS or injection attacks directed towards the remote destination, it is strongly recommended that eBCS APs that support forwarding service perform source authentication and validate the frame signature. 

An eBCS AP may limit the amount/frequency of ULs it forwards to a remote destination and shall provide an indication of the throttling scheme in the eBCS Capabilities element that it transmits. 

NOTE – Forwarding service is best effort and an eBCS AP, that supports forwarding service, is not required to forward a STA’s data to the destination identified in the STA’s eBCS UL frame if the conditions indicated by the AP (such as authentication and/or throttling) are not satisfied or for other reasons. 
�Please see � HYPERLINK "https://mentor.ieee.org/802.11/dcn/20/11-20-1419-04-00bc-802-11bc-cc31-resolution-for-cid-355.docx" �https://mentor.ieee.org/802.11/dcn/20/11-20-1419-04-00bc-802-11bc-cc31-resolution-for-cid-355.docx�


Alternative text was defined there for this table


�This element should also be added to the table with all ANQP elements, is not it? So you do ANQP Query to the InfoID and you receive this element.





Then we are probably missing this amended table in this doc


�May this also be used to signal if the service information provided is received or transmitted? This will allow bidirectional operation, Aps requesting stas and the other way around


�I think we discussed with Abhi that this should be Uplink eBCS frame
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