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9.3.3.3 Beacon frame format
Instruct the editor to change Table 9-33 Beacon frame body as follows: 
Table 9-33— Beacon frame body 
	      Order
	           Information
	                                Notes

	…. 
	
	

	Last -1
	Vendor Specific
	One or more vendor-specific elements are optionally present.

These elements follow all other elements.

	Last
	MME

	The MME is present when the dot11BeaconProtectionActivated is set to true at the AP.

	NOTE—The MME appears after all fields that it protects. Therefore, it appears last in the frame body to protect the frames as specified in 12.5.4 (Broadcast/multicast integrity protocol (BIP)).


· RSNE

Instruct the editor to change Figure 9-286 RSNE format (of D1.4) as follows:  

	
	Element ID
	Length
	Version
	Group Data 
Cipher Suite
	Pairwise Cipher Suite Count
	Pairwise Cipher Suite List

	Octets:
	1
	1
	2
	0 or 4
	0 or 2
	0 or (4 × m)


	
	AKM Suite Count
	AKM Suite List
	RSN

Capabilities
	PMKID Count
	PMKID List
	Group Management Cipher Suite
	RSN

Capabilities Extension

	Octets:
	0 or 2
	0 or (4 × n)
	0 or 2
	0 or 2
	0 or (16 × s)
	0 or 4 
	0 or 2

	Figure 9-286 - RSNE format
	


Instruct the editor to insert a new subclause after 9.4.2.24.5: 
9.4.2.24.5a RSN capabilities extension
The RSN Capabilities Extension field is an extended field for the RSN Capbilities field and indicates additional requested or advertised RSN capabilities. If the RSN Capabilities Extension field is not present, the default value of 0 is used for all of the capability subfields.
The length of the RSN Capabilities Extension field is 2 octets. The format of the RSN Capabilities Extension field is as shown in Figure 9-x1 and described after the figure.

	
	B0
	B1                               B15

	
	Beacon Protection Enabled
	Reserved

	Bits:
	1
	15


Figure 9-x1 – RSN Capabilities Extension field format
· Bits 0: Beacon Protection Enabled. A STA that transmits Beacon frames sets this bit to 1 when dot11BeaconProtectionActivated is true to advertise that beacon protection is enabled. Otherwise, it is set to 0. 
· Bits 1 to 15: Reserved
 

Instruct the editor to change 12.2.7 as follows: 
12.2.7 Requirements for management frame protection 

The robust Management frames are Disassociation, Deauthentication, and robust Action frames, and robust Beacon frames.  

Action frames specified with “No” in the “Robust” column of Table 9-53 (Category values) are not robust Management frames and shall not be protected. 

The robust Beacon frames are Beacon frames that are transmitted by an AP at which dot11BeaconProtectionActivated is set to true. 
When management frame protection is negotiated, all group addressed robust Management frames shall be encapsulated

Instruct the editor to change 12.5.4 as follows: 
· Broadcast/multicast integrity protocol (BIP)
· BIP overview 

BIP provides data integrity and replay protection for group addressed robust Management frames after successful establishment of an IGTKSA (see 12.6.1.1.9 (IGTKSA)).

BIP-CMAC-128 provides data integrity and replay protection, using AES-128 in CMAC Mode with a 128-bit integrity key and a CMAC TLen value of 128 (16 octets). BIP-CMAC-256 provides data integrity and replay protection, using AES-256 in CMAC Mode with a 256-bit integrity key and a CMAC TLen value of 128 (16 octets). NIST Special Publication 800-38B defines the CMAC algorithm, and NIST SP 800-38D defines the GMAC algorithm. BIP processing uses AES with a 128-bit or 256-bit integrity key and a CMAC TLen value of 128 (16 octets). The CMAC output for BIP-CMAC-256 is not truncated and shall be 128 bits (16 octets). The CMAC output for BIP-CMAC-128 is truncated to 64 bits:

MIC = Truncate-64(CMAC Output).

(#1275)BIP-GMAC-128 uses AES with a 128-bit integrity key, and BIP-GMAC-256 uses AES with a 256-bit integrity key. The authentication tag for both BIP-GMAC-128 and BIP-GMAC-256 is not truncated and shall be 128 bits (16 octets).

BIP uses the IGTK to compute the MMPDU MIC. The authenticator shall distribute one new IGTK and IGTK PN (IPN) whenever it distributes a new GTK. The IGTK is identified by the MAC address of the transmitting STA plus an IGTK identifier that is encoded in the MME Key ID field. 

· BIP MMPDU format 

The Management MIC element shall follow all of the other elements in the management frame body but precede the FCS. See 9.4.2.54 (Management MIC element) for the format of the Management MIC element. Figure 12-24 (BIP Encapsulation) shows the BIP MMPDU.

	IEEE 802.11 Header
	Management Frame Body including MME
	FCS

	· BIP Encapsulation


· BIP AAD construction 

The BIP Additional Authentication Data (AAD) shall be constructed from the MPDU header. The Duration field in the AAD shall be masked to 0. The AAD construction shall use a copy of the IEEE 802.11 header without the SC field for the MPDU, with the following exceptions:

· FC—MPDU Frame Control field, with:

· Retry subfield (bit 11) masked to 0

· Power Management subfield (bit 12) masked to 0

· More Data subfield (bit 13) masked to 0

· A1—MPDU Address 1 field.

· A2—MPDU Address 2 field.

· A3—MPDU Address 3 field.

Figure 12-25 (BIP AAD Construction) depicts the format of the AAD. The length of the AAD is 20 octets.

	
	FC
	A1
	A2
	A3

	Octets:
	2
	6
	6
	6

	· BIP AAD Construction


· BIP replay protection 

The MME Sequence Number field represents a sequence number whose length is 6 octets. 

When management frame protection is negotiated, the receiver shall maintain a 48-bit replay counter for each IGTK. The receiver shall set the receive replay counter to the value of the IPN in the IGTK key data encapsulation (KDE) (see 12.7.2 (EAPOL-Key frames)) provided by the Authenticator in the 4-way handshake, FT 4-way handshake, FT handshake, group key handshake, or FILS authentication. The transmitter shall maintain a single IPN for each IGTK. The IPN shall be implemented as a 48-bit strictly increasing integer, initialized to 1 when the corresponding IGTK is initialized. The transmitter may reinitialize the sequence counter when the IGTK is refreshed. See 12.5.4.5 (BIP transmission) and 12.5.4.6 (BIP reception) for per packet BIP processing. 

NOTE—When the IPN space is exhausted, the choices available to an implementation are to replace the IGTK or to end communications.

When dot11QMFActivated is true, the receiver shall maintain an additional replay counter for each ACI for received group addressed robust Management frames that use QMF. The receiver shall use the ACI encoded in the Sequence Number field of received GQMFs protected by BIP to select the replay counter to use for the received frame, and shall use the IPN from the received frame to detect replays.

If dot11RSNAProtectedManagementFramesActivated is true and dot11MeshSecurityActivated is true, the recipient shall maintain a single replay counter for received group addressed robust Management frames that do not use the QMF service and shall use the PN from the received frame to detect replays. If dot11QMFActivated is also true, the recipient shall maintain an additional replay counter for each ACI for received group addressed robust Management frames that use the QMF service. The QMF receiver shall use the ACI encoded in the Sequence Number field of the received frame to select the replay counter to use for the received frame, and shall use the PN from the received frame to detect replays. A replayed frame occurs when the PN from the frame is less than or equal to the value of the management frame replay counter that corresponds to the ACI of the frame. The transmitter shall preserve the order of protected robust Management frames transmitted to the same DA without the QMF service. When the QMF service is used, the transmitter shall not reorder robust GQMFs within an AC when the frames are transmitted to the same RA.

If dot11RSNAProtectedManagementFramesActivated is true and beacon protection is activated by the AP, the receiver shall maintain an additional replay counter, beacon replay counter, for robust Beacon frames. An additional replay counter is needed because the PN may be assigned to a robust Beacon frame as it is queued and other protected multicast management frames may be sent before the robust Beacon frame is sent at its scheduled time (TBTT).  The receiver shall use the PN from the received frame to detect replays of robust Beacon frames.  A replayed frame occurs when the PN from the frame is less than or equal to the value of the beacon replay counter.
· BIP transmission 

When a STA transmits a protected group addressed robust Management frame, it shall

· Select the IGTK currently active for transmission of frames to the intended group of recipients and construct the MME (see 9.4.2.54 (Management MIC element)) with the MIC field masked to 0 and the Key ID field set to the corresponding IGTK Key ID value. If the frame is not a GQMF, the transmitting STA shall insert a strictly increasing integer into the MME IPN field. If the frame is a GQMF, then the transmitting STA shall maintain a 48-bit counter for use as the IPN, the counter shall be incremented for each GQMF until the two least significant bits of the counter match the ACI of the AC that is used to transmit the frame, and the counter value shall be inserted into the MME IPN field of the frame. For BIP-GMAC-128 and BIP-GMAC-256, the initialization vector passed to GMAC shall be a concatenation of Address 2 from the MAC header of the MPDU and the non-negative integer inserted into the MMP IPN field.

· Compute AAD as specified in 12.5.4.3 (BIP AAD construction).

· Compute an integrity value over the concatenation of AAD and the management frame body including MME, and insert the output into the MME MIC field. For a robust frame that isn’t a Beacon frame, the integrity value is computed over the concatenation of AAD and the management frame body including MME; and, for a robust Beacon frame, the integrity value is computed over the concatenation of AAD and the Beacon frame body excluding the Timestamp field and including MME. For BIP-CMAC-128, the integrity value is 64 bits and is computed using AES-128-CMAC; for BIP-CMAC-256, the integrity value is 128 bits and is computed using AES-256-CMAC; for BIP-GMAC-128, the integrity value is 128 bits and is computed using AES-128-GMAC; and, for BIP-GMAC-256, the integrity value is 128 bits and is computed using AES-256-GMAC. 



· Compose the frame as the IEEE 802.11 header, management frame body, including MME, and FCS. The MME shall appear last in the frame body.

· Transmit the frame.

· BIP reception 

When a STA with management frame protection negotiated receives a group addressed robust Management frame protected by BIP-CMAC-128, BIP-CMAC-256, BIP-GMAC-128, or BIP-GMAC-256, it shall

· Identify the appropriate IGTK and associated state based on the MME Key ID field. If no such IGTK exists, silently drop the frame and terminate BIP processing for this reception.

· Perform replay protection on the received frame. The receiver shall interpret the MME IPN field as a 48-bit unsigned integer. 

· If the frame is not neither a GQMF nor a robust Beacon frame, the receiver shall compare this MME IPN integer value to the value of the receive replay counter for the IGTK identified by the MME Key ID field. If the integer value from the received MME IPN field is less than or equal to the replay counter value for this IGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. 
· If the frame is a GQMF, the receiver shall compare this MME IPN integer value to the value of the receive replay counter for the IGTK identified by the MME Key ID field and the AC represented by the value of the ACI subfield of the received frame. If the integer value from the received MME IPN field is less than or equal to the replay counter value for this IGTK and AC, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1.

3)
If the frame is a robust Beacon frame, the receiver shall compare this MME IPN integer value to the value of the 
beacon replay counter for the IGTK identified by the MME Key ID field. If the integer value from the received MME IPN field is less than or equal to the beacon replay counter value for this IGTK, the receiver shall discard the frame and increment the dot11RSNAStatsCMACReplays counter by 1. 

1 Compute
 AAD for this Management frame, as specified in 12.5.4.3 (BIP AAD construction). For BIP-GMAC-128 and BIP-GMAC-256, an initialization vector for GMAC is constructed as the concatenation of Address 2 from the MAC header of the MPDU and the 48-bit unsigned integer from the MME IPN field.

· Extract and save the received MIC value, and compute a verifier over the concatenation of AAD, the management frame body excluding the Timestamp field if it is a robust Beacon frame, and MME, with the MIC field masked to 0 in the MME. For BIP-CMAC-128, the integrity value is 64 bits and is computed using AES-128-CMAC; for BIP-CMAC-256, the integrity value is 128 bits and is computed using AES-256-CMAC; for BIP-GMAC-128, the integrity value is 128 bits and is computed using AES-128-GMAC; and, for BIP-GMAC-256, the integrity value is 128 bits and is computed using AES-256-GMAC. If the result does not match the received MIC value, then the receiver shall discard the frame, increment the dot11RSNAStatsBIPMICErrors counter by 1, and terminate BIP processing for this reception.

· If the frame is not neither a GQMF nor a robust Beacon frame, update the replay counter for the IGTK identified by the MME Key ID field with the integer value of the MME IPN field.

· If the frame is a GQMF, update the replay counter for the IGTK identified by the MME Key ID field and the AC represented by the value of the ACI subfield of the received frame with the integer value of the MME IPN field. 
· If the frame is a robust Beacon frame, update the beacon replay counter for the IGTK identified by the MME Key ID field with the integer value of the MME IPN field.

When a STA with management frame protection negotiated and not supporting beacon protection capability receives a robust Beacon frame, it shall ignore the MME in the received Beacon frame. 

If management frame protection is negotiated, group addressed robust Management frames that are not robust Beacon frames and received without BIP protection shall be discarded.

If management frame protection is negotiated and beacon protection is enabled by the AP, Beacon frames that are received without BIP protection shall be discarded by the STA supporting beacon protection capability.
The STA that discardes robust Beacon frames may use the WNM Notification Request frame to report beacon protection failure. 
Instruct the editor to modify C.3 as follows:

C.3 MIB detail

Dot11StationConfigEntry::=

    SEQUENCE {

......

Dot11BeaconProtectionActivated


TruthValue }
Dot11BeaconProtectionActivated OBJECT-TYPE


SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current


DESCRIPTION

"This is a control variable.

It is written by an external management entity.

Changes take effect as soon as practical in the implementation.

This variable indicates whether this STA enables Beacon Protection."


::= { dot11StationConfigEntry <ANA>}

DEFVAL { false }
Note to TGmd Editor: following changes are related to WNM Notification.

Instruct the editor to modify 4.3.19.22 as follows:

4.3.19.22 WNM notification

WNM notification provides a mechanism for a STA to notify another STA of a management event. One event is defined: firmware update notification. The follow events are defined: 
· firmware update notification

· beacon protection failure 
Instruct the editor to modify 9.6.13.29 as follows:

· WNM Notification Request frame format
The format of the WNM Notification Request Action field is shown in Figure 9-905 (WNM Notification Request Action field format).

	
	Category
	WNM Action
	Dialog Token
	Type
	Optional Subelements

	Octets:
	1
	1
	1
	1
	variable

	· WNM Notification Request Action field format


The Category field is defined in 9.4.1.11 (Action field). 

The WNM Action field is defined in 9.6.13.1 (WNM Action fields).

The Dialog Token field is set to a nonzero value chosen by the STA sending the WNM notification request to identify the request/response transaction.

The Type field indicates the type of WNM notification, as defined in Table 9-424 (WNM notification type). 

	· Table 9-424 WNM notification type

	Value
	Description 

	0
	Firmware Update Notification

	<ANA>
	Beacon Protection Failure

	1–220
	Reserved

	221
	Vendor Specific

	222–255
	Reserved


The Optional Subelements field contains zero or more subelements. The subelement format and ordering of subelements are defined in 9.4.3 (Subelements).

The Subelement ID field values for the defined subelements are shown in Table 9-425 (Optional subelement IDs for WNM Notification Request).
	· Optional subelement IDs for WNM Notification Request

	Subelement ID
	Name
	Extensible

	0
	AP Descriptor
	

	1
	Firmware Version—Current
	

	2
	Firmware Version—New
	

	3–255
	Reserved
	


When the Type field is 0, the AP Descriptor, Firmware Version—Current, and Firmware Version—New optional subelements are included in the WNM Notification Request frame. The AP descriptor field format is as defined in Figure 9-408 (AP Descriptor subelement format). The Firmware Version—Current subelement contains the current firmware version, in the Firmware Version subelement format defined in Figure 9-414 (Firmware Version subelement format). The Firmware Version—New subelement contains the new firmware version, in the Firmware Version subelement format defined in Figure 9-414 (Firmware Version subelement format).

Instruct the editor to modify 11.22.17 as follows:

· WNM notification
Implementation of the WNM notification capability is optional for a WNM STA. A STA that implements the WNM notification capability has dot11WNMNotificationImplemented equal to true. When dot11WNMNotificationImplemented is true, dot11WirelessManagementImplemented shall be true. A STA in which dot11WNMNotificationActivated is true is defined as a STA that supports WNM notification. The STA shall set to 1 the WNM Notification field of the Extended Capabilities elements that it transmits.

A STA that supports WNM notification reporting may send a WNM Notification Request or Response frame to a STA within the same infrastructure BSS or the same IBSS whose last received Extended Capabilities element contained a value of 1 for the WNM Notification field in the Extended Capabilities field; it shall not send a WNM Notification Request or Response frame otherwise. 

A STA shall transmit both the WNM Notification Request frame and the WNM Notification Response frame with an individually addressed destination address. 

The WNM notification capability enables a STA to indicate the following management information, including information about its firmware to a peer STA:
a) information about its firmware
b) reception of a beacon protection failure, which is a robust Beacon frame that has failed integrity or replay protection verification. 
Use of the information provided is outside the scope of this standard. A non-AP STA that supports WNM notification and receives a WNM Notification Request frame with the Type field equal to 0 shall respond with a WNM Notification Response frame with the Response Status field set to 0.

Note to TGmd Editor: following changes are related to the new RSN Capabilities Extension field.

At 283.20 of D1.4, change “Verify that the RSN capabilities negotiated are valid as defined in 9.4.2.24.4 (RSN capabilities).” To “Verify that the RSN capabilities negotiated are valid as defined in 9.4.2.24.4 (RSN capabilities) and 9.4.2.24.5a (RSN capabilities extension)”.
At 3522.12 of D1.4, add “9.4.2.24.5a (RSN capabilities extension)”.
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This document provides comment resolutions for LB232 CID 1066. The document is based on REVmd D1.1 by default, otherwise specified. 





This document also proposed a new field “RSN Capabilities Extension” because there is no capability bit available in the “RSN Capabilities” field. 








R0: Initial draft


R1: Incorporated feedback from the Portlad adhoc meeting (7/31/2018 to 8/2/2018):


Define a new field “RSN Capabilities Extension field” for “Beacon Protection Enabled” bit.


Update MIB variable Dot11BeaconProtectionActivated definition to consistent with IEEE style guidance


Eidtorial changes and clarifications 

















�The first sentence of Bullet c) already said “computing an integrity value and insert the output to”. Therefore, repeating it here is redundant and confusing (as to whether the STA actually computes two integrity values).





Solution:


Either add the text shown above, which follows the style of the baseline text “For BIP-CMAC-128, the integrity value is …”.





Or, undo the deletion of the text in the first sentence and insert “excluding the Timestamp field if it is a robust Beacon frame and” between the words “body” and “including”. 


�Inconsistent with the term used earlier.


�Should this be bullet c)?
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