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Monday 11/10/03 Afternoon Session

16:06
The meeting is called to order by the chair Pat Kinney. Pat commented that Bob Heile will call Pat in case TG3a will have any votes taking place. 


Pat said that the 802.15.4 standard has been approved in May already and has been released about a month ago.

Pat is presenting this week’s agenda with the document number 15-03-0435-01-0040-tg4. Main points of discussion this week are proposed changes to security, 868-928 modulation, GTS, accurate distributed clock, resolution on questions on CCS from San Francisco, issues and ambiguities in the current standard, presentation on a slow frequency hopper, and to prepare a study group as required. 


Rene Struik proposed to change the agenda item for Tuesday by making the discussion of the motion to form a study group for security enhancements more general and include other MAC improvements. The original agenda planned to discuss a separate motion for other MAC enhancements for the Wednesday session. The topic for Wednesday morning will now be general discussion. 

The updated agenda is now 15-03-0435-02-0040-tg4. Motion to approve the agenda as posted on the web site made by Robert Poor and seconded by Ed Callaway. There are no objections to the presented motion. The motion is approved by unanimous consent. 

16:25
Motion to approve the meeting minutes from San Francisco with the document number IEEE802.15-03/239 made by Ed Callaway seconded my John Lampe. There are no objections to the presented motion. The motion is approved by unanimous consent.

16:28
Robert Poor is presenting his document on points of clarification and corrections for the IEEE 802.15.4 standard with the document number 15-03-0470-01-0040.


David Cypher commented that there is an updated SDL on the NIST website, which is newer than what is included in the current standard. Refer to David’s e-mail that he send to the TG4 reflector. 

Slide 3:Robert commented that there are contradictions in the use of the promiscuous mode. David confirmed this conflict through the SDL. Packets that are received while a node’s MAC is in promiscuous cannot flow up the to the higher layers using the MCPS-DATA.indication primitives. As the standard is written packets that are received while in promiscuous mode are send up to the higher layer without further processing. However, this means that the MAC can not further extract the parameters needed to for the primitive. There is no filtering being done in promiscuous mode except checking for a correct CRC. In the current definition for filtering is considered as checking for destination address.

Monique Bourgeois commented that the statement “additional filtering can not be done” does mean that the MAC cannot process the MAC header to extract the required parameters for the MCPS-DATA.indication. 

This seems to be an ambiguity and a clarification may help. Robert added that an interpretation can be done without a PAR but on the other hand if the group will work on a new PAR this clarification could be included.

Bernd says that an interpretation can be accomplished a lot quicker than including this in  a new PAR.

An interpretation provides a clarification and tries to resolve ambiguity but it cannot change the meaning of the standard. 

Pat commented that any changes that should be considered by a new study group should be backward compatible. 

· The group decided to solve this issue with an interpretation initially but also have the new PAR consider providing a clarification.

Slide 4: Roberts next question is asking how does interframe spacing applies to unslotted mesh networks. The intent of the interframe spacing is to allow the MAC to process incoming messages. 

. 

David commented that the interfame spacing is not explicitly stated in the SDL since it is implied. David considers that a device will not send another request until the previous one has been confirmed. 

Based on the group consensus no change is needed to address this concern.

Slide 5: This topic (CCM*) will be discussed tomorrow during Rene Struik’s presentation.

Slide 6: This concern relates to the comment with the number 57 from the 802.15.4 comment database from the San Francisco meeting made by Rene. Roberts concern is that Rene’s proposal would require a change in the MAC frame structure, which may break existing hardware implementations. This topic will be discussed tomorrow. 

Marco Naeve presented his submission on issues/concerns/suggested improvements with/to the current IEEE 802.15.4 standard with the document number IEEE 802.15-03-0445-00.

Slide3: Proposing an additional attribute to the MAC PIB table called macPowerSource.

Bernd argued that this feature was implementation dependent and the standard need not be changed in this area.  Ed agreed with this position.  Marco agreed that this change was not necessary.

Slide 4: Add CHANNEL_ACCESS_FAILURE as a valid status to the MLME_SCAN.confirm primitive when doing active scans. 

David noted that the SDL he sent out the beacon without checking CCA.  David suggested that it shouldn’t be that way since it should check CCA first.  We’ll readdress this issue tomorrow after the security discussion.

Slide 5: Add BUSY_TX as valid status to the PD-DATA confirm primitive.  

This situation was previously discussed, and found the issue to be implementation dependent.

Slide 6: Proposal to reduce complexity of the PHY layer remove by removing BUSY_RX, BUSY_ TX,  and FORCE_TRX_OFF from the PHY enumerations.

Will be revisited tomorrow.

Slide 7: Expand the number of channels offered in the 868 MHz band according to the European regulations.

Since the regulations haven’t been changed yet there was discussion as to could this change happen?  We will consider this change when we discuss the 868-928 PHY change proposal.

Slide 8: Remove the SetDefaultPIB parameter from the MLME-RESET.request primitive to reduce complexity.  

Ed cautioned Marco on this point noting that this was previously discussed.  The parameter was put in to resolve the issues of security keys etc.  Marco agreed to this point and dropped this proposal.

Slide 9: Standard is unclear about the handling of beacon payloads during scanning. Higher layers may be interrupted by MLME-BEACON-NOTIFY.indication.  MAC and higher layer will collect duplicate information.

Initially the group suggested an interpretation stating that beacon payloads are intended to be discarded during scans.

· Group agreed to a change to make sure no beacon notification while scanning.

Slide 10: The association response frame is sent using indirect transmission.  Device polls coordinator after aResponseWaitTime. This introduces significant delay in non-beacon networks. Proposal to allow association response frame to be sent directly in non beacon networks

Tuesday 11/11/03 Morning Session

08:08
Meeting called to order by the chair.

08:10
Rene is presenting his document with the number 15-03-0320-02-0040 on improvements of the IEEE 802.15.4 WPAN standard. Including security suite specification and multicast support.


Each of the different security suites that can be used as part of the current standard require a separate key. Also freshness is currently not provided by the standard. Rene proposes one additional mode that he calls CCM*. The encryption only mode that is part of the current standard does not provide any integrity protection. Rene suggests not using this mode. 


Hans van Leeuwen asked why one could not add additional security mechanisms in the higher layers. 

Rene replied that this could cause undesirable result because of potential incompatibilities. 

To answer Robert’s questions from the previous day, replacing CCM with CCM* has no hardware implementation. Robert and his team looked at Rene’s proposal too and determined that there is no change in hardware. 

Data expansion is quite costly in 802.15.4 because the frames are so short. Currently the payload is around 100 bytes. Adding 64 bit integrity would cause an 8% reduction in the payload size. 

Without data expansion authenticity or integrity checking is not possible. The problem is with certain payloads for instance in a light switch application where there is only a single bit (indicating the state of the light switch) that may change in the payload (on/off). 

Pat asked if Rene’s proposal is backward compatible. Pat does not see a problem if only one of the new modes is not backward compatible however if all security modes are not backward compatibility it may be a problem. 

Rene commented that only the additional CCM* mode is not backward compatible.

Rene proposed to add multicasting to the IEEE 802.15.4 MAC. The current MAC supports peer-to-peer only. Usually the physical destination is just a device address Rene proposes to add a group address and a group sequence number. Rene presents slide 8 of his presentation showing the additional required fields. Rene shows slide 9 proposing a MAC frame structure for multicast.

Ed commented that the MAC should only care about its own header and should not look at the payload as proposed by Rene to get additional information fields. Ed said that exceptions always add complexity. It would be a better idea adding the mechanism to the header and not try to create a workaround by adding extra fields into the payload.

Bernd commented that adding additional fields to the MAC payload is a major violation. 

There is a good support for this feature, however its feasible is another question. 

Bernd asked what the logical address is?

Rene replied that the logical address is the multicast address, which contains 8 bits for a group counter 

Ed said that the group should discuss the desirability of the proposal but not the technical details.

Pat agreed and added that the team should not worry about the implementation at this time but discuss the complexity and the desirability. 

Robert summarized that the proposal is trying to balance not forcing a change to the MAC header as specified. 

Slide 10: Rene proposes to reduce the security status information overhead. Current security related overhead of 5 bytes could be reduced to 1 byte. For this approach to work the receiving nodes needs to have knowledge about the frame counter. Potential error when synchronization is lost. 

Pat commented that receiving often requires more power than transmitting, therefore adding bytes is not as much of a concern. 

The proposal is downward compatible with what is currently implemented and can potentially save 4 bytes. 

Robert commented that saving 4 bytes is not that significant. 

Ed agreed with Robert and added that there is a concern with backward compatibility. Bernd added that the group needs to look at the overall MAC header overhead as well as the overhead in the other layers. Saving 4 bytes overhead allows an increase in maximum payload.

Rene is addressing the compatibility concern, with stating that there is a compression error flag, which is not used. This field can be used to show that compression is used. 

Robert commented that this is an interesting proposal but the group should look at MAC header compression in general and not just at the security issue. 

· Group decided to move to a general MAC header compression approach to look at reducing the general MAC overhead and not just security related overhead. 

Proposal on security suite selection. There will always be some unprotected packets, for instance if a new device wants to join a network but it does not know the keys yet. 

Rene provides a summary slide of all issues in his proposal on page 27. 
The security key is derived based on source and destination address. In case of broadcast messages this is not useful since a device may receive a broadcast message from a device that it does not share a key with. For such cases a broadcast key is necessary, which is know by all devices in the network.  

The is a potential in vulnerability when using the same key. 

09:14
Rene’s presentation is concluded. 

09:14
Recess till 9:45 to allow voting in TG3a. 

10:17
Reconvene after the break. 

Actions on Rene’s proposals will be decided on during Wednesday morning session. 


Pat commented that the outcome of this session should potentially be proposing 1 or 2 PARs on forming a study group.

10:20
Pat Kinney is presenting his proposal for MAC improvements with the document number IEEE 802.15-03/286r0. Pat suggested a highly accurate distributed clock. The purpose of the accurate distributed clock is event timing / timing stamping. Pat is not suggesting what accuracy the clock should be, he just likes to the hocks added. Accuracy can be application dependent. This can not be accomplished in the higher layers because of the MAC backoff / CSMA mechanism. All the child nodes should be synchronized to their coordinator.

Robert commented that he has seen implementation of clocks in the PHY (edge detection). 

Pat would expect that the distributed clock works also for multihop networks and not just star. Pat suggested that a study group may determine what the best implementation (MAC/PHY) may be.

Bernd asked what highly accurate means. Pat commented that it is application depended and does not need to be addressed. 

Pat agrees to remove highly from the proposal but would like to keep accurate. It is not expected that adding the clock would be backward compatible.

10:40
TG4 recesses till 11am to allow for TG3a confirmation vote.

10:57
Group reconvenes after recess. 


 Pat proposes to make GTS optional for FFDs since it adds cost, and significant complexity. He has not seen any application that would use it. 


A straw poll showed there were no objections to making GTS optional.

11:02
Pats proposals are concluded. 


Robert withdraws his proposal on a narrow band PHY proposal. 

Since Ed Callaway is not present. Hans van Leeuwen will present his proposal instead. 

11:05
Hans van Leeuwen is presenting his proposal with the document number 15-03-0495-02-0040 on additional channels in the 868MHz band. The channels would be below the existing channel between 863 to 865MHz. Band is open to DSSS and FHSS radios. 


Pat asked if the half-rate proposal could be allowed. Hans commented that at this time this is not used. Bernd added that higher rates than 40kbps are possible. Changes are currently being proposed but need lobbying.


Pat commented it would be good would to get 802.18 and Carl Stevenson involved. 

Hans included links to his presentation to get more information on this topic. 


Liang Li commented that new rues are also being considered in China. Pat asked Hans to add considering the potential changes in the Chinese regulations. 

Globalization of the low-rate band. China uses 900MHz band ofr CSMA and 868 band for GSM. 

Main priority for study group is to draft a PAR and 5C. SG could be approved by the end of the week. Task group approved by March. Work of the task groups requires at least 1 year. 

11:21
Hans’s presentation is concluded. 

11:23
Ed is presenting his proposal for an alternate PHY with the document number IEEE 802.15-03/306r0. 
Potential expansion of the European 868MHz band, customer demands of a higher data rate low-band PHY, and the fact that there are many more applications than initially considered justify considering changes to the low band PHY. These additional applications require a higher data rate than currently specified. However, there is the potential for market confusion.

Current duty cycle limits in the 868MHz band are inconvenient. 

Ed’s proposes to use the same PHY as specified for the 2.4GHz band also for the sub-1GHz band but using half the chip rate. A125kbps chiprate results in 2.5MHz wide channels. Same transceiver design can be leveraged for all low-rate PHYs. (one PHY fits all). 
At this time the technical merits should not be discussed. Goal of Ed’s proposal is to maximize the market of the TG4 devices while significantly reducing cost by utilizing increased volume. Also enables multiple channels in 868MHz band.

Hans asked about the difference in range and power consumption. Ed sees there should be a decrease in power when using the higher chip rate due to the decrease in duty cycle that comes from the higher data rate. 
Liang asked if there may be any IP issues with this proposal. Ed replied that there should not be any IP issues that he know of since it is exactly the same as the 2.4GHz. Bernd commented that this may enable beacon networks to be used in the 868MHz band. 


Industrial customers may prefer this approach because of the reduced risk of interference.  

Liang has seen interest in the low-band PHY but many potential customers where concerned about the low data rate. 


11:43
Ed presentation is concluded. Technical details need to be discussed in a task group.

11:45
John Lampe is presenting answers to questions that were raised at the San Francisco meeting on his presentation with the document number 802.15-03/169. John’s document has the number xxxxxxxx 


There is a white paper on Nanotron’s technology with the document number 15-03-0313-00-0040. Nanaotron will also hold a tutorial on Tuesday night.

11:50
John’s presentation is concluded. 


The group discussed how the proposals from yesterday and today should be handled and if multiple PARs or just a single PAR should be created. The group decided that since the resources are limited and since many of the topics are interrelated that all the proposals should be handled by a single study group and should lead to a single task group. Also a PAR may be split in 2 at a later time if necessary.

The group feels that study group 4a does not address the concerns that TG4 has presented this week, such as a PHY in the bands below 1GHz. The market needs should be the driving factor and not a technology push. 


Bernd proposed to have all presenters prepare a single summary slide for discussion tomorrow. 

12:08
Motion to recess made by Robert Poor and seconded by Bernd Grohmann. 
There are no objections to the presented motion and it passes by unanimous consent. 

Wednesday 11/12/03 Morning Session

08:03
Meeting called to order by the chair, Pat Kinney.


Pat talked to Bob Heile to discuss a potentially new PAR to further the work of TG4. Bob is in support of a new PAR, however he added that any PHY additions need to significantly different from the alternate PHY SG4a that already exists. This will not be an issue if the PAR limits its PHY changes by leveraging existing modulations.

Pat is presenting the document with the number IEEE 802.15-03-0493-00-0040 by Marco Naeve summarizing the topics proposed during the previous sessions. 

08:13
This presentation is the basis for the charter for the study group to be formed and contains the motion to be put forth to the working group. The new document number is IEEE 802.15-03-0498-00-0040. 

03-0493 Slide 2: The issue of ambiguities in the promiscuous mode has been generalized to state: Ambiguities in the standard that need to be resolved. (03-0498 Slide 2)

03-093 Slide 3: The group decided to consider the issues of handling of beacon payloads during scanning also by the general statement of resolving ambiguities in the standard (03-0498 Slide 2). 
03-093 Slide 3: Monique commented on the topic of how to handle the case when a beacon request MAC command frame cannot be sent to start an active scan due to a channel access failure. Monique stated that the MLME-SCAN.confirm already has a parameter to indicate unscanned channels. Marco commented that there may be the case such as a radio operating in the 868Mhz band, where there is only a single channel. If the beacon request MAC command can not be send in this case, the current response would be that the status of the MLME-SCAN.confirm would show SUCCESS, however the unscanned channels parameter would indicate that the channel has not been scanned. 

The team decided to move this to the list of ambiguities. (03-0498 Slide 2)

03-093 Slide 3: Discussing the proposal to eliminate the BUSY_RX, BUSY_TX, and FORCE_TRX_OFF enumerations from the PHY. Paul Gorday commented that there is the potential of a contention where the MAC wants to change the state of the PHY when the PHY just received a SFD and is receiving an incoming packet. 

Marco commented that this seems to add complexity and additionally the MAC should know what the state the PHY is in. 

The question is if the MAC has total control of the state of the PHY or not.

Pat proposed to include this line items in the issue of unnecessary overhead “Unnecessary complexity (such as mandatory implementation of GTS for FFDs) creates unnecessary overhead/cost for some applications” (03-0498 Slide 2)
03-093 Slide 4: Rene’s proposed additional CCM* security mode is included in the line item “Security key use is inflexible” (03-0498 Slide 2). 

03-093 Slide 4: Ed commented that the fact that multicast is currently not supported by 802.15.4 is considered a weakness. (03-0498 Slide 2)
Myung Lee commented that multicasting should be implemented in the higher layers and not the MAC. 

03-093 Slide 4: Pat reworded the proposal to investigate MAC header compression to state “MAC headers and beacon payloads could create significant overhead” (03-0498 Slide 2)
03-093 Slide 5: Pat’s proposal for an accurate distributed clock was reworded as “PHY/MAC layer shared time base distribution method” to address potential confusions of the meaning. (03-0498 Slide 3)

03-093 Slide 5: Hans’s proposal of utilizing potential additional channels in the sub-1GHz band is reworded to “Support for new frequency allocations in Europe” and “Support for new frequency allocations in China” and included in (03-0498 Slide 3). 

03-093 Slide 5: Ed’s proposal to use a 2.4GHz PHY derivative for the lower frequency PHYs  is included as “Use a 2.4 GHz PHY derivative for the lower frequency bands to yield higher data rate and simplify the design of multi-band devices” in (03-0498 Slide 3), 

09:11
The groups works on the motion to be presented to the working group at Wednesday’s mid-week plenary. The presented motion reads “Moved that the IEEE 802.15.4 WG form a study group to define the PAR and 5C of a task group to resolve the issues and the capabilities described in document number IEEE 802.15-03-0xxx-00-0040.” 

Bob commented that there are enhancements and then there is other stuff (issues). Bob is concerned that this may be too much work for a single task group to take on and that the work may need to be split up into several groups.
Ed responded that the group is concerned that resources may be spread too thin if the works is split into several task groups. Pat added that many of the issues identified are interdependent and having a single task group is the quickest way to get everything resolved. The intend is to have the proposed changes handled by an amendment.  However, a PAR should only address one item. 

Bob proposed to change the motion as follows “That the IEEE 802.15 WG form a study group to write an amendment PAR for specific enhancements and clarifications as captured in document xxxx to the IEEE 802.15.4-2003.” 

09:30
Motion to present the following motion “That the IEEE 802.15 WG form a study group to write an amendment PAR for specific enhancements and clarifications as captured in document 802.15-03-0498-00-0040 to the IEEE 802.15.4-2003.” to the working group is made by Robert Poor and seconded by Ed Callaway.

Rene suggested changing the motion to read “That the IEEE 802.15 WG form a study group to write an amendment PAR for specific enhancements and clarifications to the IEEE 802.15.4-2003 as captured in document 802.15-03-0498-00-0040.”

There are no objections to the presented motion and it passes by unanimous consent.

Pat said that the next decision of TG4 is if it wants to go to hibernation and when to go to hibernation.

Jose suggested that the formal motion to go to hibernation with TG4 can be made in January but for practical purpose it can start tomorrow since the work in TG4 is complete. 

09:38
Ivan Reede proposed a motion to table the meeting of IEEE 802.15.4 till March, at that time the task group can decide on how to proceed. 

Ed is concerned that if the study group is not approved there may not be a forum for further work. 

There is no second for Ivan’s motion. 

09:41
Motion to hold the next TG4 meeting in January of 2004 at the IEEE 802.15.4 interim meeting in Vancouver is made by Ivan Reede and seconded my Jose Gutierrez.


There are no objections to the presented motion and it passes with unanimous consent. 

09:43
Ed Callaway moves a motion to hold TG4 conference calls from the end of the November 2003 plenary meeting till the January 2004 interim meeting on the chairs discretion. Ivan Reede seconds the motion.

There are no objections to the presented motion and it passes with unanimous consent.

09:47 
Motion to adjourn is made by Ed Callaway and seconded by Ivan Reede. 

There are no objections to the presented motion and it passes with unanimous consent.
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