September 2000

IEEE P802.15-00/198r0


IEEE P802.15

Wireless Personal Area Networks

	Project
	IEEE P802.15 Working Group for Wireless Personal Area Networks (WPANs)

	Title
	LCW HRWPAN PHY, MAC Proposal Backup

	Date Submitted
	[5 September, 2000]

	Source
	[Carlos A Rios]
[LinCom Wireless, Inc]
[5120 W Goldleaf Circle, Suite 400
Los Angeles, CA 90056]
	Voice:
[(408) 202-6294]
Fax:
[ (408) 399-9704  ]
E-mail:
[riosc@lincom.com ]

	Re:
	[00197r2P802-15_TG3_LCW_HRWPAN_PHY_MAC_Proposal]

	Abstract
	[Response to Requests for Clarifications, Self Evaluation updates and Justifications regarding document 00197r2]

	Purpose
	[]

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


IEEE 802.15.3 Proposal 00/0197r2P802-15_TG3-LCW_HRWPAN_PHY_MAC

Backup, Self Evaluation Updates and Justifications

CA Rios 

LinCom Wireless, Inc.
9/05/00

LinCom Wireless, Inc. has submitted its revised proposal 00/0197r2 to 802.15 TG3. The following paragraphs present material modifications to the original proposal 00/0197r0 that impact the evaluation of the same per Criteria Document 00/0245r5 and successors thereof. Included are specific requests for re-evaluation and justifications for the same.

Criterion 2.1. Unit Manufacturing Costs- No change, remain at +1

Criterion 2.2.2. Interference and Susceptibility- No change, remain at +1

Criterion 2.2.3. Intermodulation- No change, remain at +1

Criterion 2.2. 4.  Jamming Resistance- Change to a +1 Rating

Justification- 

1. A microwave oven operating in the 2.4 GHz band has a 16.7% probability of completely jamming the LCW signal should its instantaneous frequency fall within the 14 MHz (of the total 83.5 MHz) noise/data/Nyquist bandwidth of the receiver. Should the microwave emissions fall in channel and disrupt the piconet, however, the Master terminal would invoke Automatic Channel Selection within 1 ms and move to a clear channel. The slaves would promptly Active Scan, find the Master and rejoin the new piconet within another 2 ms. Throughput reduction is less than 1%, not sufficient to qualify as a jam.

2. 802.15.1 piconets would interfere whenever they hop into the 14 MHz susceptibility bandwidth, but therefore only produce a thoughput reduction of 16.7%, not sufficient to jam.

3. “Uncoordinated”, on channel LCW 802.15.3 connections still defer to each other via CCA. The “interfering” WPAN uses an average 4.5 Mbps of the available 20.2 Mbps LCW-30 throughput, leaving 15.7 Mbps available (or 77.7%, well above the 50% threshold), not sufficient to jam

4. 802.11a nets operate out of band and produce no interference or jamming threat.

5. Uncoordinated, on channel LCW-30 and 802.11b connections defer to each other via CCA. The interfering WLAN would request 4.5 Mbps of the 7.9 Mbps 802.11b throughput, equivalent to 57% of the available channel capacity, while the LCW-30 WPAN would request all its 20.2 Mbps, or 100%. As CCA provides for an equitable allocation of channel bandwidth, each piconet would receive 1/1.57=63.7% of its desired bandwidth, or 12.87 Mbps in the case of the LCW-30 net, not sufficient to qualify as a jam.

The LCW connection is, therefore, not jammed by any of the candidate interferors.

Criterion 2.2. 5.  Multiple Access- No change- Remain at +1

Criterion 2.2. 6.  Coexistence- Change to +1

Justification

1. The LCW piconet throughput is reduced whenever an 802.15.1 HV1 signal hops into its 14 MHz data bandwidth, or 16.7% of the time on average. Throughput remains > 80% and coexistence is achieved.

2. The LCW piconet throughput is reduced whenever an 802.15.1 DH5 signal hops into its 14 MHz data bandwidth, or 16.7% of the time on average. Throughput remains > 80% and coexistence is achieved.

3. LCW will use Auto Channel Select to occupy a different channel than the 802.11b transmission, and will therefore coexist 100%

4. 802.11a transmissions are out of band, and so coexist 100% with LCW

5. LCW will use Auto Channel Select to occupy a different channel than the 802.11b transmission, and will therefore coexist 100%

LCW coexists >80% with all 5 candidate alternate systems

Criterion 2.3.  Interoperability- Change to +1

Justification

LCW is a dual mode radio consisting of an 802.11 like HW core combined with a complete 802.15.1 HW core, plus a dual mode MAC implemented primarily in FW on an ARM or similar processor. LCW and 802.15.1 are mode switchable.

Criterion 2.4.1.  Manufacturability- No change, remain at +1

Criterion 2.4.2.  Time to Market- No change, remain at +1

Criterion 2.4.3. Regulatory Impact- No change, remain at 0

Criterion 2.4.4. Maturity of Solution- No change, remain at +1

Criterion 2.5. Scalability- No change, remain at +1

Criterion 2.6 Location Awareness- No change, remain at 0

Criterion 3.1. Transparent to Upper Layer Protocols- No change, remain at 0

Criterion 3.2.1. Unique 48 Bit Address- No change, remain at 0

Criterion  3.2.2. Simple network Join/Unjoin for RF enabled devices- Change to +1 

Justification

A Slave device wishing to Join a network controlled by an on-channel Master with which it has previously associated (and therefore, with which it has already Registered and has been Authorized and Authenticated) need only transmit an Association Request frame. The Join is confirmed by an Association Response frame from the Master. Expected elapsed time for transmission of two management frames and ACKs plus request processing is less than 0.5 ms.

Should the Slave and Master not be on-channnel, the slave wishing to Join will Active Scan, that is sequentially transmit Probe Requests on the four non overlapping channels and await the corresponding Probe response from the Master of interest. Maximum elapsed time for a full channel active scan and response is about 1.25 ms.

Obviously, should the slave device not yet have undergone Registration, Authorization and Authentication with the network of interest, said processes shall need to take place prior to establishing a Join.

Network Unjoin takes place upon a Disassociation frame initiated by either Slave or Master.

Criterion 3.2.3. Device Registration- Change to +1

Justification

The LCW MAC provides for three distinct levels of Device Registration, some with further sublevels of distinction, in order to deal with the anticipated spectrum of user applications:

1. Unaided Registration- No User or System Administrator intervention required-(Highly Nonsecure)

1a- Unaided Admit All- Any device requesting a connection shall automatically be registered and authorized. A Master receiving an Enhanced Association Request will automatically enter the requestor’s MAC Address onto his ACL

1b- Unaided by Device Type- A device of a specific type shall be automatically registered  and authorized upon  requesting a connection. The Device ID code included in the Attribute field of the Enhanced Association Request is read by the Master and Registration proceeds or not by Master’s Rules.

2. Requestor Aided Registration- Slave device User takes positive action to enable Registration, (i.e., pushes a button) either with any network within range or to a specific network of many within range. Registration consummation may be Master Admit All or Master Admit by Device Type.

3. Consensus Registration- Positive action is required on both Master and Slave ends, possibly by User only (i.e., simultaneous button pushes) or by User and SysAdmin.

Note: In no situation will either User or SysAdmin need to enter a MAC Address.

Criterion 3.3.2. Minimum Delivered Data Throughput- No change, remain at +1

Criterion 3.3.3. High End Delivered Data Throughput- No change, remain at 0

Criterion 3.3.4. (Advisory) PHY, MAC Throughput, Overhead, AirTime, Latency Calculations

Throughput= Net data transfer rate taking into account all PHY, MAC overhead and  dead time

Overhead= Percentage of Air Time not used to transfer data

Latency0=Time delay to transfer 200B data block and ensure no needed retransmission

Latency1=Time delay to transfer 200B data block, retransmit once and ensure no further retransmission

Latency2=Time delay to transfer 200B data block, retransmit twice and ensure no further retransmission.   Note that Latency2 assumes two block retransmission in  the first resent packet.
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	Payload (Bytes)
	Data Rate (Mbps)
	Payload (Bits)
	Payload Duration       (us)
	Overhead Duration    (us)
	Throughput (Mbps)
	AirTime (us)
	Overhead (%)
	Latency0 (us)
	Latency1 (us)
	Latency2 (us)

	B
	Rx
	Tb
	Dp 
	Do
	Tx
	A
	O
	L0
	L1
	L2

	200
	20
	1600
	88.0
	274.9
	4.85
	362.9
	75.8
	20.0
	382.9
	426.9

	600
	20
	4800
	264.0
	274.9
	9.80
	538.9
	51.0
	20.0
	558.9
	690.9

	1600
	20
	12800
	704.0
	274.9
	14.38
	978.9
	28.1
	20.0
	998.9
	1350.9

	3200
	20
	25600
	1408.0
	274.9
	16.73
	1682.9
	16.3
	20.0
	1702.9
	2406.9

	6400
	20
	51200
	2816.0
	274.9
	18.22
	3090.9
	8.9
	20.0
	3110.9
	4518.9

	8000
	20
	64000
	3520.0
	274.9
	18.55
	3794.9
	7.2
	20.0
	3814.9
	5574.9

	
	
	
	
	
	
	
	
	
	
	

	200
	30
	1600
	58.7
	267.3
	5.40
	325.9
	82.0
	20.0
	345.9
	375.3

	600
	30
	4800
	176.0
	267.3
	11.91
	443.3
	60.3
	20.0
	463.3
	551.3

	2000
	30
	16000
	586.7
	267.3
	20.61
	853.9
	31.3
	20.0
	873.9
	1167.3

	3200
	30
	25600
	938.7
	267.3
	23.35
	1205.9
	22.2
	20.0
	1225.9
	1695.3

	6400
	30
	51200
	1877.3
	267.3
	26.26
	2144.6
	12.5
	20.0
	2164.6
	3103.3

	8000
	30
	64000
	2346.7
	267.3
	26.93
	2613.9
	10.2
	20.0
	2633.9
	3807.3

	
	
	
	
	
	
	
	
	
	
	

	200
	40
	1600
	44.0
	263.5
	5.72
	307.5
	85.7
	20.0
	327.5
	349.5

	600
	40
	4800
	132.0
	263.5
	13.35
	395.5
	66.6
	20.0
	415.5
	481.5

	1400
	40
	11200
	308.0
	263.5
	21.56
	571.5
	46.1
	20.0
	591.5
	745.5

	3200
	40
	25600
	704.0
	263.5
	29.11
	967.5
	27.2
	20.0
	987.5
	1339.5

	6400
	40
	51200
	1408.0
	263.5
	33.70
	1671.5
	15.8
	20.0
	1691.5
	2395.5

	8000
	40
	64000
	1760.0
	263.5
	34.79
	2023.5
	13.0
	20.0
	2043.5
	2923.5


Criterion 3.4.  Data Transfer Types- Change to +1

Justification

The LCWMAC supports both asynchronous and isochronous data transfers on a packet by packet basis when enabled for PCF operation. Asynchronous data packets are simply inserted into the CF-Pollable isochronous streams as bandwidth, prioritization and latency contracts allow.

Criterion 3.5.1 Topology- Change to +1

Justification

The LCWMAC supports direct peer to peer communications between Slaves appropriately registered, authorized, authenticated and associated with a common Master. 

In order to avoid re-registration, the Slave initiating the direct communication transmits a Reassociation Request to the appropriate peer’s Destination Address. The peer then verifies that the sender’s associated Master’s MAC Address (embedded within the Reassociation request) is indeed the Master with which he is associated. So verified, the peers proceed with a mutual authentication sequence that verifies their identities and generates a new common encryption key. Process complete, the designated peer issues a Reauthentication frame to the initiator. Peer to Peer session complete, either party sends the other a Disassociation request.

Criterion 3.5.2. Maximum Number of Active Connections- No change, remain at 0

Criterion 3.5.3. Ad Hoc Network- No change, remain at 0

Criterion 3.5.4. Access to a Portal- No change, remain at 0

Criteron 3.6.2 Master Redundancy- Change to 0 rating

Justification

The LCWMAC provides for any device to be either Master or Slave. In general, the device initially establishing a network becomes the default Master, and is responsible for providing the Beacon transmissions and supporting Power Save message buffering, etc. unless it should cede these (and the Master’s role) to another device that later joins the piconet.

 Should a Master go off-line, resulting in Slaves’ transmissions not being ACKed or Beacons not being transmitted, the first  Slave needing to consummate a link will then attempt to become the Master by issuing Beacons. The other Slaves will then attempt to associate with the new Master, and will need to Register and Authenticate anew.

Criterion 3.6.3. Loss of Connection- No change, remain at 0

Criterion 3.7 Power Management- Change to +1 

Justification

The LCWMAC has no need to support Sniff, Hold and Park modes of operation, unfortunately complex, power hungry legacies of a frequency hopping PHY. Sniff mode does provide a lower duty cycle and, therefore, lower power ACL operation than Active mode, but in the Hold and Park modes, a device is effectively off the air and only attempting to maintain synchronization.

The LCWMAC in contrast, effectively maintains an active network connection while a slave is in deep power save mode. The Master buffers incoming traffic for the sleeping slave (for up to seconds if necessary) and then dumps the data to the slave when it awakens at predetermined times, allowing extremely low duty cycle operation.

Criterion 3.8. Power Consumption of MAC Controller- No change, remain at 0

Criterion 3.9.1 Authentication- Change to +1

Justification

The LCWMAC offers a spoof-proof authentication mechanism whereby a candidate network participant uniquely and securely proves he is indeed the authorized user he claims to be. A factory set secret signature uniquely associated with the MAC address of the device to be authenticated is securely transmitted (via Diffie Helman) to the device granting the authentication, which verifies the unique association. This mechanism does not require PIN number or other manual key entry, an exceptional improvement over 802.15.1 

Criterion 3.9.2 Privacy – Change to +1 

Justification

The LCWMAC provides for completely user transparent 128bit shared encryption key generation (concurrent with Authentication, and performed independently at both Master and Slave) and the subsequent use of said keys to (RC4) stream cipher non broadcast packets on a session by session basis. No PIN numbers or manual keys need ever be entered at either Master or Slave. Since encryption then can happen at no cost to the user, every data packet transmission is automatically encrypted, so no determination need be made to encrypt or not.

Every individual point to point link uses a different encryption key, so network participants cannot eavesdrop on each other. New encryption keys are generated with every new point to point link established.

Criterion 3.10 Quality of Service- Change to +1

Justification

The LCWMAC, being an extension of the 802.11 MAC is exceptionally well positioned to incorporate relevant sections of the contemplated 802.11e QOS enhancements, specifically those proposed in the submission IEEE 802.11-00/701, “IEEE 802.11 QoS MAC Enhancements Joint Proposal” by AT&T, Lucent and ShareWave. Specifically, the LCW MAC provide:

An enhanced PCF providing TDMA like isochronous capability that eliminates collisions, backoffs and retries.
“Single Portal” model for distribution of content originating beyond the WPAN, either real time broadcast or stored/cached

Prioritization, bandwidth and latency guarantees that minimize wireless network overhead (framing, gaps, ACKs). 

The QOS-aware Master monitors traffic, can intervene to facilitate service by providing, say, dynamic channel reconfiguration when a link cannot provide needed bandwidth or a wireless repeater function to increase connection range.

Criterion 4.1 Size and Form Factor- Change to +1

Justification and Response to Request for Additional Information

1- The LCW Radio supports both 802.15.1 and 802.15.3 PHYs on a mode switched basis. The synthesizer is inherently capable of 1600 hps switching. The 802.15.1/802.15.3 transmit chains are functionally identical, but operationally the 10 mW PA is operated in saturation for 802.15.1 and linearly (10 dB backoff) for 802.15.3. Similarly, the receive chains are the same, but the IF strip limits for 802.15.1 and AGCs for 802.15.3. The radio die size is very small compared to the size of the Baseband/MAC.

2- The LCW PHY Baseband consists of digital logic interfacing with high speed ADCs and DACs for receive and transmit, respectively. The Baseband includes the LCW 2, 4, 8 and 16QAM modem, adaptive equalizer and (220,200) Reed Solomon FEC codec as well as the (relatively small) 802.15.1 modem and the common Baseband Controller block. 
The I and Q Rx ADCs are 10 bit, 22 MSps while the I and Q Tx DACs are 8 bit, 44 MSps.
ORC pulse shaping is performed with an effective 16 tap digital filter
The equalizer contains in excess of 10 taps
The PHY baseband contains in excess of 300k gates and will be implemented in .18u CMOS

3- The LCW Radio, Baseband PHY and MAC are a single chip. A separate PA-T/R Switch plus individual SRAM and Flash memory chips comprise the ICs. Rs, Ls and Cs plus a 2.4 GHz BPF, a 44 MHz crystal and Voltage Regulator pass transistors complete the BOM.

Criterion 4.2.1 Minimum MAC/PHY Throughput- No change, remain at +1

Criterion 4.2.2 High End MAC/PHY Throughput- No change, remain at 0

Criterion 4.3 Frequency Band- No change, remain at 0

Criterion 4.4 Number of Simultaneous Full Throughput WPANs- Change to 0

Justification
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Four LCW WPANs can operate with slight overlap in the 2.4 GHz band, centered at 2412, 2432, 2452 and 2472 MHz, respectively. Offset Raised Cosine pulse shaping plus transmit filtering produce an LCW spectral mask featuring more than 50 dBc attenuation beyond fc +/- 11 MHz, readily fulfilling the US out of band requirements given –2 dBm Transmit power.

Figure 1.  Spectral Response of Offset Raised Cosine LCW Pulse Shaping 

Criterion 4.5 Signal Acquisition- No change, remain at 0

Criterion 4.6 Range- No change, remain at 0

Criterion 4.7 Sensitivity- No change, remain at 0

Criterion 4.8.2 Delay Spread Tolerance- No change, remain at 0

Criterion 4.8. 3 (Advisory) Delay Spread Tolerance 

Justification for >25 ns Delay Spread Tolerance

From Figure 2, LCW-20 achieves a 1% FER for 1500 B packets in a 50 ns Delay Spread Channel at an Eb/No of 14.5 dB, or 8 db above that required in the AWGN channel. This performance is decidedly better than achieving 1% FER in a 25 nS DS channel with an Eb/No 10 dB above that needed for the AWGN channel.
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Figure 2. FER Characteristics of LCW-20 in AWGN and 50 ns Delay Spread Naftali Channel

Criterion 4.9 Power Consumption- Change to +1

The LCW implementation consists of a 2 chip set of RFIC and BBIC, respectively. The RFIC is a BiCMOS device in .2u effective digital geometry and the BBIC is a CMOS device in .13u TSMC process.

Power Consumption is as below

	Tx Chain Component
	Icc (mA)
	Rx Chain Component
	Icc (mA)

	PA
	15
	
	

	RFIC Tx chain, Synth
	16
	RFIC Rx Chain
	16

	
	
	
	

	DACs 
	15
	ADCs
	16

	Modulator 
	13
	Demod
	10

	RS Encoder
	7
	RS Decoder
	12

	
	
	Equalizer
	17

	Processor
	35
	Processor
	35

	SRAM
	17
	SRAM
	17

	
	
	
	

	Tx Total
	118
	Rx Total
	123

	Tx Power @ 3.3V
	389.4mW
	Rx Power @ 3.3V
	405.9mW
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