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Introduction

1.1. Scope

In the process of determining the correct security requirements for any system, it is important to understand the needs of the users of the system.  At the 802.15.3 meeting in Rolling Meadows, IL on October 9-11, various requirements were discussed relating to the constraints that any security solution must fit inside.  The contents of this document are based primarily on the consensus at the meeting of the security needs.

1.2. Purpose

This document is intended to be used as input to the 802.15.3 security subgroup to aid in the derivation of security requirements and the creation of text to be inserted into the draft standard.  The contents of this document should provide a rationale for any security requirements decisions that are made by the 802.15.3 security subgroup.

1.3. Organization

This document is organized into the following sections:

1. Introduction

2. Assets and Threats

3. Security Needs

4. Recommended Requirements

2. Assets and Threats

2.1. High Level Description of Assets and Threats

Below is a list of some of the devices and content streams that are envisioned for 802.15.3 capable devices.

1. PDA/HPC – Banking applications, personal data management

2. Security video camera output streams

3. Personal video output streams

4. Pay TV stream from set-top box to TV

5. Video game transmission from controller to machine and machine to TV

Below is a list of some of the threats that 802.15.3 may need to provide some protection against along with some threats that the group feels need not be covered:

1. Snooping of personal communications from PDA/HPC to another computer

2. Modification or insertion of data in communication between PDA/HPC and another computer

3. Modification of security video camera output streams

4. Snooping of personal video output streams

5. Content stealing of Pay TV output

6. DRM type solutions are NOT within the scope of this standard and DRM protections should be done at a higher level.

7. Denial of service attacks are not a major consideration, partially because physical denial of service is the easiest DoS attack to implement against 802.15.3 piconets

2.2. Discussion of Assets and Threats

Based on the types of data streams that may be passing between devices in an 802.15.3 piconet, the threats consist of attacks on each of the three primary security services: confidentiality, integrity and authentication (both source and destination authentication).  

Confidentiality is needed to protect proprietary data (such as Pay TV signals) and personal data (such as synchronized data between a PDA/HPC and another device owned by that individual).  Integrity is needed to ensure that the data received is accurate (such as security video streams or personal data).  Source authentication is needed to ensure that the device sending the data is the one it claims to be (such as a security camera or personal computer).  Destination authentication is needed to ensure that the recipient is the one it claims to be (such as the correct TV or PDA/HPC).

In some instances, it is possible that these services can be provided outside of the MAC (Medium Access Control) and PHY (physical) layers, in which case the security services required might be diminished.  For instance, if the security of the security camera application is not going to be supported at the MAC and PHY layers, it might be acceptable to remove the need to provide source authentication.

In general, however, it seems that in order to provide the flexibility desired, all of the above security services will be needed as at least optional services.  This will maximize the types of applications that could use 802.15.3 while also allowing devices to turn the security features off when they are not needed.

3. Security Needs

3.1. High Level Agreements

Below is a list of some of the general agreements at the Rolling Meadows meeting:

1. Devices need to be able to uniquely identify themselves to each other

2. Devices need to be able to provide identification by cryptographic means

3. Group authentication is an optional service

4. Authentication needs to be provided for, but it need not be used for all transactions

5. Data need not be encrypted and in fact, if encrypted it should be encrypted at a layer one step above the 802.15.3 MAC layer (so that it would be common for all of 802.15)

6. Integrity protection should be implemented at a higher layer

7. In general, security can be pushed to a layer just above the MAC layer with hooks put in the MAC layer to indicate when and what security should be used at the layer above

8. Transmissions are heard by all devices that are in listening range

9. Unclear if keys can be manufactured into a device – this should be outside the scope of this standard

10. Packet size does not appear to be a significant constraint, particularly for "control" packets (as opposed to "data" packets) – packets are 1500 bytes and could allocated as much as, say, 500 bytes for security and packet size could be increased to as much as 2K

11. The devices that will be used should be considered to have very little computational power - it is expected that they can run at a clock rate of approximately 2 times the data rate (e.g. for 20Mbps communication, we can assume the device can run at about 40 MHz) with only a small portion of that available for cryptographic computations

12. Anticipated that the devices will have about 20-30K RAM available for crypto-algorithms

13. Latency - Data rate should not be significantly reduced during sessions and for key exchange a latency of 2 seconds or less is required

14. Standardization of security methods (e.g. protocols and algorithms) are highly desirable but not required

3.2. Discussion of Security Needs

3.2.1. Authentication and Privacy

The security needs for 802.15.3 are similar to those expressed in WEP, namely that the security of the interface between the devices (the MAC and PHY layers) should be somewhat equivalent to the security of a wired interface.  The reason for this kind of requirement is that it may be commercially desirable to manufacture 802.15.3 capable devices that perform the same types of transactions that wired devices perform.  An example of this is the synchronization between a PDA and a computer in which it is assumed that the wire between the two devices is secure from a privacy standpoint and authenticated by physical presence.

The security needs do not extend to protecting applications, however.  Because 802.15.3 is defining the lowest levels of the interface between devices, it is assumed that applications that require cryptographic protection will provide that protection at a higher level (e.g. the application layer).  In addition, if security is likely to be provided at a higher level, it would be expensive to provide redundant security at the MAC and application layers, particularly considering the expected limited resources of the devices.

In order to provide both the ability to ensure privacy and authentication of the devices as well as the ability to avoid redundant security, it seems clear that cryptographic authentication and data privacy should be optional features.  

3.2.2. Security Initialization

3.2.2.1. Overview

Without the ability to use physical means to ensure any of the three primary security services (authentication, integrity, confidentiality), cryptography appears to be the best solution to providing these services.  Based on the decision to use cryptography, the first issue to address is the manner in which the security material may be initialized.  Based on understanding of the security initialization, an understanding can be gained about what security is actually offered.  Although it was agreed that security initialization is outside the scope of the 802.15.3 standard, it is important to provide some guidelines for the expectations of what properties the security initialization must have and what kinds of keys should be distributed.

The security initialization is one of the primary areas where symmetric-key cryptography and public-key cryptography differ.  Once trusted keys are shared between two parties, security services can be provided by either method.  Security initialization is the process of establishing trusted keys.  

3.2.2.2. Public-key vs. Symmetric-key Functional Comparison

Briefly, symmetric-key methods require a confidential and integrity protected distribution of a shared secret.  Each device is given the symmetric key along with rules about the trust of that key.  Then, knowledge of that shared secret key can be used to send messages with data integrity and confidentiality which can only be compromised by knowledge of the key.  Depending on the trust associated with that key, the use of the key can also provide authentication of the sender, although it cannot be used to uniquely identify an entity to a third party.

Public-key methods require an integrity protected distribution of public keys.  If the private key for the device can be generated on the device itself, no material needs to be distributed in a confidential manner.  In either case, the public key of a device, which allows the recipient to verify signatures from or to encrypt data for the owner of the corresponding private key, can be used to authenticate and uniquely identify the private key owner.

3.2.3. Constraints

The non-security related constraints will play a large role in determining the security requirements for 802.15.3.  The two biggest constraints are probably code space and computational capacity.  These need to be carefully evaluated before a decision is made about what to do, because the decision regarding how much cryptography must be done to provide the various services may exclude certain devices that do not have the code space or computational capacity.  

The constraints also play a factor in pushing the security requirements to a level above the MAC and PHY of 802.15.3.  Devices following other 802.15 standards may have different requirements, so those should be taken into account as well when considering the constraints.

4. Recommended Requirements

[This section should be completed once the above 3 sections are discussed and agreed upon]
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