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Thursday October 18, 2001

Attendees:

Scott Vanstone

Alfred Menezes

Ari Singer

Gregg Rasor 

William Whyte

Jim Allen (acting secretary)

Minutes:

Rasor called the meeting to order around 3PM EDT.

First he reviewed the standard, processes, goals of the project.

[Ed Note - the process for the committee looks like this:

Rasor will set up the mechanics and structure of the security section because he is most familiar with the standard.  The team will fill in the approach, algorithms, methods, thought a process of proposal and discussion.  The goals are to engage the drafting team, develop text for the draft, and to present the committee's proposal and text in Austin so that it can be incorporated into Draft 09 and letter balloted.

The process for proposals is found at http://grouper.ieee.org/groups/802/15/pub/Submission.html.  Briefly, ask Bob Heile for a document number (bheile@ieee.org).  He needs a file name in this format  #####rnP802-15_TG3-you-title-with-dashes.extension.   ##### is 01 (for 2001) followed by the number Bob provides and n is the revision number starting at 0 (e.g. 01555r0 is document 555 revision 0.)  Use the boiler plate from the website for your document.  Submit by email to John Barr (john.barr@motorola.com), and Jim Allen  (james.d.allen@ieee.com) for format approval and also copy Richard.alfvin@kodak.com for posting.  Drafts are suppose to be available 24  hours before they are presented.  Call Jim Allen if you need any help.]

He suggested that we want Wired Equivalent Privacy without the WEP name and reputation.

Because of some difficulty organizing this call, it will be moved to Friday at 3PM EDT. 

The question was asked:  Do we need a device that is symmetric or can distinguish the difference between the PNC and other nodes.  Ans: -The most complicated issue is peer-to-peer.  [Ed.Note: See Friday Oct. 19th

 notes] 

Can we get draft for Monday.  What it will be is a draft of mechanical things that are already in the protocols and current applications.  This is the structure of the text, (by section) so that it fits into the standard draft.

What needs to be added for authenticity?  They may not have cryptographic content, just nuts and bolts security.  We need to recommend the answer.   

The call will be at 3:00 Friday EDT at this same number.
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Friday, October 19, 2001

Gregg Rasor

Rene Struik (Certicom

Jim Allen (acting secretary)

Alfred Menezes

Ari Singer

William Whyte

Scott Vanstone

Rasor called the meeting to order 3:05 PM EDT.

We started with Singer's document, with TG3-Seurity rational Draft 0.1, but several people did not have a copy.  It was resent during the call.

We shifted gears and began with Rasor's summary document 802-15-3_outline.doc.  It provides an overview with respect to 802.15.3.

802-11 operates in two modes: peer to peer without coordinator, or a closed network where an Access point connects the net together and usually has a bridge into the larger network, and all information passes through the AP (no peer-to-peer in this mode).  In 802.15.3 (TG3) we have Pico Net Controllers (PNCs) and the ability to open a peer-to-peer stream.  This creates a simultaneous problem.  The PNC can also move in the network.  Any centralized security information also has to be passed to the new network controller and poses a security threat.  Perhaps the information should be kept by all network alternative PNC (the "alternative PNC" is formally defined in the std) so it does not have to be passed upon reassignment.  Rasor discussed some of the applications such as cable modems.

We discussed where different security bits in the current draft were located and what they did.  Singer asked what bits are we allowed to add.  Rasor indicated that we would get into this in a moment.  Allen indicated you may propose to add what you need to do it right.  Greg thinks the bits in question should be moved from where it is now to the command frame but part of this discussion we need to have as a group.  The purpose of today is to get more of the framework worked out.

Rasor asked and Allen responded that we may propose the creation of commands and elements to do security right.

Rasor descried the frame elements and formats.  Singer asked again about how flexible were are - the proposals can be anything, the committee has to approve, less disruptive, the better.

Singer asked, What is the max. size of the frame.  Allen approximated the bounds and got the following response  from Schrader after the meeting:  There are 252 slots.  The current minimum is 512 us and maximum is 100,000 us.  The max that we could allow is  (2**16)*8 us.

We then got into more examples.  Rasor related that Motorola has GI who has cable boxes and offer high speed portals and TV.  TV is 256 QAM and turns into an MPEG2 Stream for end-to-end encryption from the head end to the cable box.  The box will be in the future TV or to another box in the house.   Matsushita, Sony, JVC, Panasonic are going to put 1394 and wireless into the TV set.  In order to do that, they want the stream distributed end to end.   The Motion picture people want end-to-end distribution.  If we can prevent others from joining the network, we can prevent others from stealing services.

Allen said that we can even create piconets that are closed among certain TVs and not allow other things to associate with it.  May be a TV set up is a closed network. 

Digital Millennium Copyright act will have an influence on us in terms of content protection.

Singer reminded that this is a broadcast situation and we can't prevent listeners.

Example - Shvodian and Rasor had talked about a free association problem where a device asks for QoS that takes up the entire bandwidth.  This creates a denial of service equivalent attack.  Therefore we may want to block association.

The association time-out  and auto-evade mode that the draft committee discussed in Rolling Meadows was discussed.  We think it was a two seconds time out.

Allen described some potential imaging applications.  We discussed which scenario has User interfaces and what may not.  Rasor mentioned that there may be a lot of pagers with 802.15.3 interfaces with is also a leak into other networks.

Security Dynamics cards, browsers, and other layers were also discussed as examples of security applications.

Rasor asked the attendees to write ideas up and Rasor will do the mechanical stuff and a mechanical draft.  This puts the security experts at work on the meat, and we will discuss proposals next starting with Singer's document, and then move on to any other proposal that is ready in order of receipt.  Everyone was asked to read Singer's document in preparation.

Actions summary:

Monday mechanisms documents

Review Tuesday at 3pm

Work in parallel on the security recommendations  (proposals)

Next call is at Tuesday call, and 3pm.  Meetings will be Tuesdays and Thursday until the meeting. 1 hour.

A Document Process was requested.  They have been added to the previous meeting minutes at the top of this document.

Adjourned at 4:09PM 

End of Revision 0
Tuesday October, 23, 2001

Attendees:

Ari Singer

Rene Struik

Johnn Barr

Gregg Rasor

Dan Bailey 

Don Johnson - Certicom

Allen James

Scott Vanstone

Wilson Richard

Jeff Lavell

Jim Dorken

Agenda: (from Rasor's Email)

Business:

Review Ari Singer's submission:

802_15_3 Security Rationale Draft v0_1.doc.

Further discussion of authentication and cryptography issues,

in order of priority:

Determine baseline for authentication of DEVs against both

other DEVs and PNCs.

  --> We particularly need to resolve whether or not public

      key methods are suitable for use in TG3's network model,

      considering device capability, cost, purpose (link layer

      security), etc.

  --> Certificates ???  Can or should we use them, manage them,

      etc.  Size and overall management of certificates is an

      issue.  This also relates to extensible security, that is

      coupling a piconet to a LAN or WAN, and maintaining link

      layer integrity.

  --> The most important point here is determining an efficient

      secure key exchange mechanism, and in view of the

      following issue, an effective policy for symmetric

      key management (e.g., key lifetime).

Determine secure message payload cryptography requirements.

  --> We need to decide on the use of a stream cipher or block

      cipher, or both alternatively selected based on the

      application.

  --> Mandatory versus optional cipher selection?  Do we want

      a "plug-in" architecture?  This particularly relates to

      compatibility issues with 802.11 TGi and other ciphers

      that may be required by application "users" such as

      the US Government.

Determine extensible feature set relating to 802.1x and 802.2x

networks, as required.

  --> Issues relating to compatibility and convergence between

      other IEEE standard wireless and wired networks.

Minutes:

Called to order at 3:07 EST

Discussed Ntru and Certicom document status.  The latter was just received so we may not be able to review it today. 

Singer began to review document 802.15.3 security rational.  It is formatted but needs to get a document number.  Barr is waiting for a number from Heile.  This document describes Introduction, Assets and Threats, Security Needs, and Recommended Requirements. 

Why is DRM not part of the requirements?  Answer- it is done at a higher layer cause you can't do everything at the Mac/Phy layer.  

Barr said we also want to have an admission policy as was discussed Friday and Certicom mentioned that they also addressed it in their document.  This policy was discussed after Singer's document was written. 

In Section 3.1, devices have to uniquely identify themselves.  Within this section there are several items.

Items 4,5,6 talk bout how different services may be needed or not needed depending on application, 

Item 7 discusses security at a higher layer.  

Rasor suggested that we be a link layer security but we still need hooks to security done at higher layers.  We can't prevent listeners in RF so we need to prevent twiddling with slot assignments.  Therefore, admission to the network is #1, payload encryption is #2 priorities to Rasor.

The discussion of the list in 3.1 continues.  Item 9 was challenged.  It was clarified that we may need a means to get a key into the device at some point, but the difference was that we did not specify how the key got there.  A way should be assumed possible (Ed. Note: and perhaps a recommended method included as an informational annex just to prove it is doable), just as long it is secure and there is a practical way to implement it. 

Item10:  We assume that there is not a big bandwidth constraint and a packet size of 2kbytes minus 4 minus overhead bytes is the max number.

Singer thinks that there are little options in payload security with only half of a 40 MHz  CPU.  Rasor said not to make this a restriction.  Some users will want to incorporate security and will pay the price.  Singer asked if it were OK to reduce the speed in order to get security through.  Rasor thought that Admission part was a small impact because it is not done very often.  Singer agreed.  If we add too much over head, then TG3 will have to decide if the trade off makes since.  

Rasor thinks that AES, being considered by TGi, that it is too process intensive at 54 Mbps data rates. 

Singer thinks this will need to be ironed out.

Item 12,  Singer just wanted to get the 20-30k of memory for crypto 

Rasor asked if there were any the CPU horse power estimates.  Ans: no one knew of any public estimates.   Rasor then wondered if Dorkin and the Moto CPU guys should take a look at a figure of merit and what price point it might represent.  Rasor asked Barr if we could ask this to get done.  Singer is concerned about the time, but Rasor thinks he can get a Si cost from what we already know -  ball park size.

AES would require a hardware co processor - there were several in agreement. 

Item 13 was a discussion about latenency.  It the payload protection slowed us down, how slow could it go (on average).  We don’t want the drata rate to be less than that number.  

Item 14 recalled that a standard desirable thing, but a unique soln is OK if it is open peer reviewed.  This should help prevent previous mistakes (other standards), or any hopes that secrets will work.

Singer wants to know if peer review of the protocol means that the actual algorithm is made public.  Rasor just wants to make sure that the method does not depend on secrecy because that does not work.  It needs to be "strong". 

The best way to get review is for presentation at Crytpo or Euro-crypto meetings for review.  

Rasor said that he already had positive talks with them and some attendees said that they would present the TG3's approach if they felt god about the result.  Other standards security activities did not do this.  

We reiterated that we will not ship anything that is "crap" (that is a technical term meaning, "crap").   Software implementations in the beginning will help us have some time to get it right.

Singer wants to add the security limitations and expectations well explained in the draft.  Rasor mentioned that Section 5 is where we can make a statement about the intent, and requirements.  Again, Singer wants to make sure we can communicate the maturity, status, intent, and so on.

Because the draft is due and this section it late, Rasor clarified that the initial proposal  does not have to be peer reviewed but we have to try so it is tested. 

Also bullet point 15 will be added:  What ever solution we have, we must not have an on line certificate authority.

Rasor asked why can't we build a mini CA (certificate authority) into a PNC so the number stays inside the network?  Singer -We could.  

It was asked if all devices be a PNC.  Ans:  No.  It has to have certain features.

We need to make sure no one can masquerade as a PNC.   More powerful devices  coming into the net, it will probably take over, then how do you send data to the new PNC.  This is easier if it is inside of the network. 

It was suggested that one of the reasons the wired world is clunky, is the legal liability of a trusted authority.  Rasor thinks, as a lawyer, it is not a big issue for us.  Virus, mistrust, and other concerns may be issues with CA's in WPANs.  "Ya, gotta trust somebody."(Rasor)  The risk has to be identified properly.

No PNC concept has ever been peer reviewed in the security world.

There was a detailed discussion of how to use keys, signatures in different applications and public/private scenarios.

An isolated network is a problem.   This is an ad hoc issue and no one has a solution for it yet.   

Singer summarized it as:   

It sounds like a global certificate is outside our scope.   We want to be able to control our personal environment without getting it a bigger one unless via a bridge.   Rasor asked if both were avaialbe if they were separate modes. 

What is the rationale for the PNC moving?  It was to give the best device, control of the net. 

Are piconets reasonably static?  Rasor says they are quasi static.   There is concern that the CA won’t work well if the PNC moves.  It breaks the seurity.

A couple of us suggested that we could add a PNC selection criteria to cover specific security capabilities.  It will be considered.  We were reminded that the devil is in the details. 

Rasor reiterated that we need to get this as done as good as possible in the allotted time.  

Singer asked the plan going forward and it was discussed briefly.  [Ed note: That will be part of the emails from Rasor.]

Adjourned 4:21PM EDT

[Ed Note: editorial fixes to revision 0 were also incorporated. for the first time in r1 ]

End of Revision 1

Thursday, October 25, 2001

Attendees:

Don Johnson (Certicom)

Rene Struik (Certicom)

Scott Vanstone (Certicom)

Jim Allen (Kodak)  (acting Secretary)

John Barr (Motorola) 

Jeff LaVell (Motorola) 

Gregg Rasor (Motorola) 

Dan Bailey (NTRU) 

Ari Singer (NTRU)

Bill Shvodian (XtremeSpectrum)
Minutes:

Meeting called to order by Rasor at bout 3:00 PM EDT

The initial discussion was about roll call, some misc. status comments and the agenda.

Rene reviewed his document number Nnnr0.  It is in the proper format, but waiting for a number.

Rene overviewed the sections and then began with section one. 

Singer asked if we will design in a specific portal [as mentioned in section 5]?  What does it mean in 802.15?  Barr suggested we not use the definition as written because it is not clear.  Singer, wants to understand what a portal is incase security has to be passed to upper layers.  Shvodian suggested that clause 5 is being misused as standard operation rather than an explanation of how it is suppose to work.  Rasor agrees.  Clause 5 is just overview.  This section 5 is the only place is used. 

Security is only good between the DEVices and the piconet.  So we don't have to use the form of security that is supported at upper layers.  We could, for example, have TG3 security on top of the application's encryption.  It does not have to be that way. 

Is the gateway confined to be a piconet controller?  Are they the same thing?  Barr indicated no.   This makes it a little harder to do.  

Rasor asked if can we limit the portal to be the PNC.  Shvodian, there would probably be resistance by the Task Group to that restriction.

Singer - what role would the gateway play and why do we need to address it at all?  The Piconet would have it’s own security and transparent to upper applications.  Rasor agreed.  Several of us agreed that our security should be limited to theTG3 link, but that there may also be interactions beyond our scope.  

Singer also asked, "If there is security at a higher level, is there any way we could use our knowledge of that fact to keep us from having to do security ourselves?  Rasor said, "Maybe."  We can consider many things.

Rasor or Barr will send Dan Bailey a D07 document file, and a reference document from a previous document Rasor sent out.  TGi is a group of documents right now that you need to get of off the network.  Rasor will send the URL.  

We got back to Rene's discussion at the comparison table of BT and TG3.  They have similarities.

Moving on to section 3:  Shvodian said TG3 will have a Random Number Generator, but the method is not specified, and Singer didn’t think it would be very strong. 

Is non-repudiation needed for this standard?  Singer suggested that we should not provide at this layer.  He thought that TG3 is a unreliable protocol, like UDP vs. TCP because of lack of acknowledge.  Shvodian corrected him.  There are several modes of acknowledgement so it is reliable.  

Singer - is anonymity services outside our scope?  Rene said one of the problems is a new device coming into a net without knowing who is it.  It might require a temporary ID, but that would require a trusted party. 

Without a trusted party, it will be difficult to get a solution, and otherwise, a trusted Key is the best solution. 

Bluetooth creates link by punching PIN numbers between devices.  It is not convenient to do. 

Can we assume we can plug into a dock, or enter a code into the device to keep the number a secret?  No, not likely. 

The User Interface is not part of the standard.  It could be a number of methods via the interfaces. 

There will be a unique ID number up to 48 bits. 

If we do not have a trusted party we cannot guarantee there is secure way to get that into the device.  The other problem is knowing where the key comes from.   

There was a length discussion on public keys.

Will manufacturers be willing to certify CA's?  Rasor - we don't know.   A consortium would usually manage that anyway.  Some manufacturers don 't want to know how many devices they are building.  It is done through confidentiality agreement so it doesn’t link to other companies.

Rasor thinks there should be a 2-tier policy.  Mode one to admit and mode two that can revoke their access.  These are not trivial members in the scope of a public key method but this needs to be talked through. 

Singer asked bout what numbers is a device born with. 

Rasor suggested that the device that controls security can be integrated into the PNC but does not have to be and the function may be distributed throughout the standards

Rene described his process.  Basically need a valid certificate and [ed. Note: what was the "something else"?]

Singer talked about several approaches to do this.  Rasor explained a few of this thoughts on the scope and way it would work. 

Singer clarified that admission and payload security are two different problems.  Is it Sufficient to allow anyone with a valid certificate access, or is more needed.   How do we keep a list of acceptable people (access control list)?  

Rasor wants the ability to revoke certificates if he has to.  E.g.: Cable TV access.   Singer  is not sure it is doable.  He understand he concept of a black list or a Unauthorized Authority list, but not sure there is any way to control the list.  Some of this would need an on-line authority list, which is beyond this standard's complexity scope. 

Do we want a black list?  We could time out the certificate and just no renew it. 

A request to limit the number PNCs was an earlier request.  Is this possible?

Is the PNC the trust point?  No, it just seams logical for it to be.

Singer suggested that Rasor's concepts should be built on top of the current framework.  

Rasor asked if there is some way the device can be uniquely identified by mfg parts, so that it would be impossible to clone the device?   Generally, no.   A certified public key from a trusted source is needed. 

Singer wants to know if we should create temporary trusted key authorities.  It is a possibility. 

Rasor gave another example where there is only one smart device in a net of dumb stuff.  

Co-location security by itself is not security.  Is there any way to come up with admission control in this sense? If not, security is a waste of time in this case.

Singer summarized that we will end up with an access control list and the other is public key identify based system. 

Back to Rene at section 4.1.2.:

Singer asked if we can assume the "Trust Controller" has a reliable elapsed timer on it?  Can it count how long it has been waiting?  Its reasonable to assume we can time, but if we need a clock, we may have to specify it.  It is not a date clock.

What is the MQV protocol:  It is Diffie-Hellman one or two pass protocol.  It is the lightest weight algorithm for authenticity, and shared secret features.  NSA likes it because it is efficient.   ECC and other assembled component approaches are at least two times slower.

Singer asked if there would be one algorithm for keys.  If the is only one, it could get complicated when we pick one.   There could be a lot of debate to just pick one because there are lots of various needs, applications and approaches.   We need a framework that allows us to add new, adapt, and have several available.  We are in agreement that we need an algorithm agile method. 

Rasor - yes, but one has to be agreed to at the start or we need a mechanism to indicate which is used.

We discussed where the official text will exist.  Rene does master document for the content, other send suggestions to Rene.  Rasor transforms the content into the structural document for Gilb, which is the presented text, probably done after next Thursday. 

Barr explained what documents will be accepted for Austin and what data is needed.  Also that the documents need to get assigned so they can be scheduled, and sent out Thursday before, or sooner, so people have a chance to read them.

We will meet next Tuesday, at the same time.  

[Ed. Note:  Time changes back to standard time this weekend.]

Adjourned 4:31 PM EDT

End of Revision 2
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