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Thursday October 18, 2001

Attendees:

Scott Vanstone

Alfred Menezes

Ari Singer

Gregg Rasor 

William Whyte

Jim Allen (acting secretary)

Minutes:

Rasor called the meeting to order around 3PM EDT.

First he reviewed the standard, processes, goals of the project.

[Ed Note - the process for the committee looks like this:

Rasor will set up the mechanics and structure of the security section because he is most familiar with the standard.  The team will fill in the approach, algorithms, methods, thought a process of proposal and discussion.  The goals are to engage the drafting team, develop text for the draft, and to present the committee's proposal and text in Austin so that it can be incorporated into Draft 09 and letter balloted.

The process for proposals is found at http://grouper.ieee.org/groups/802/15/pub/Submission.html.  Briefly, ask Bob Heile for a document number (bheile@ieee.org).  He needs a file name in this format  #####rnP802-15_TG3-you-title-with-dashes.extension.   ##### is 01 (for 2001) followed by the number Bob provides and n is the revision number starting at 0 (e.g. 01555r0 is document 555 revision 0.)  Use the boiler plate from the website for your document.  Submit by email to John Barr (john.barr@motorola.com), and Jim Allen  (james.d.allen@ieee.com) for format approval and also copy Richard.alfvin@kodak.com for posting.  Drafts are suppose to be available 24  hours before they are presented.  Call Jim Allen if you need any help.]

He suggested that we want Wired Equivalent Privacy without the WEP name and reputation.

Because of some difficulty organizing this call, it will be moved to Friday at 3PM EDT. 

The question was asked:  Do we need a device that is symmetric or can distinguish the difference between the PNC and other nodes.  Ans: -The most complicated issue is peer-to-peer.  [Ed.Note: See Friday Oct. 19th

 notes] 

Can we get draft for Monday.  What it will be is a draft of mechanical things that are already in the protocols and current applications.  This is the structure of the text, (by section) so that it fits into the standard draft.

What needs to be added for authenticity?  They may not have cryptographic content, just nuts and bolts security.  We need to recommend the answer.   

The call will be at 3:00 Friday EDT at this same number.
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Friday, October 19, 2001

Gregg Rasor

Rene Struik (Certicom

Jim Allen (acting secretary)

Alfred Menezes

Ari Singer

William Whyte

Scott Vanstone

Rasor called the meeting to order 3:05 PM EDT.

We started with Singer's document, with TG3-Seurity rational Draft 0.1, but several people did not have a copy.  It was resent during the call.

We shifted gears and began with Rasor's summary document 802-15-3_outline.doc.  It provides an overview with respect to 802.15.3.

802-11 operates in two modes: peer to peer without coordinator, or a closed network where an Access point connects the net together and usually has a bridge into the larger network, and all information passes through the AP (no peer-to-peer in this mode).  In 802.15.3 (TG3) we have Pico Net Controllers (PNCs) and the ability to open a peer-to-peer stream.  This creates a simultaneous problem.  The PNC can also move in the network.  Any centralized security information also has to be passed to the new network controller and poses a security threat.  Perhaps the information should be kept by all network alternative PNC (the "alternative PNC" is formally defined in the std) so it does not have to be passed upon reassignment.  Rasor discussed some of the applications such as cable modems.

We discussed where different security bits in the current draft were located and what they did.  Singer asked what bits are we allowed to add.  Rasor indicated that we would get into this in a moment.  Allen indicated you may propose to add what you need to do it right.  Greg thinks the bits in question should be moved from where it is now to the command frame but part of this discussion we need to have as a group.  The purpose of today is to get more of the framework worked out.

Rasor asked and Allen responded that we may propose the creation of commands and elements to do security right.

Rasor descried the frame elements and formats.  Singer asked again about how flexible were are - the proposals can be anything, the committee has to approve, less disruptive, the better.

Singer asked, What is the max. size of the frame.  Allen approximated the bounds and got the following response  from Schrader after the meeting:  There are 252 slots.  The current minimum is 512 us and maximum is 100,000 us.  The max that we could allow is  (2**16)*8 us.

We then got into more examples.  Rasor related that Motorola has GI who has cable boxes and offer high speed portals and TV.  TV is 256 QAM and turns into an MPEG2 Stream for end-to-end encryption from the head end to the cable box.  The box will be in the future TV or to another box in the house.   Matsushita, Sony, JVC, Panasonic are going to put 1394 and wireless into the TV set.  In order to do that, they want the stream distributed end to end.   The Motion picture people want end-to-end distribution.  If we can prevent others from joining the network, we can prevent others from stealing services.

Allen said that we can even create piconets that are closed among certain TVs and not allow other things to associate with it.  May be a TV set up is a closed network. 

Digital Millennium Copyright act will have an influence on us in terms of content protection.

Singer reminded that this is a broadcast situation and we can't prevent listeners.

Example - Shvodian and Rasor had talked about a free association problem where a device asks for QoS that takes up the entire bandwidth.  This creates a denial of service equivalent attack.  Therefore we may want to block association.

The association time-out  and auto-evade mode that the draft committee discussed in Rolling Meadows was discussed.  We think it was a two seconds time out.

Allen described some potential imaging applications.  We discussed which scenario has User interfaces and what may not.  Rasor mentioned that there may be a lot of pagers with 802.15.3 interfaces with is also a leak into other networks.

Security Dynamics cards, browsers, and other layers were also discussed as examples of security applications.

Rasor asked the attendees to write ideas up and Rasor will do the mechanical stuff and a mechanical draft.  This puts the security experts at work on the meat, and we will discuss proposals next starting with Singer's document, and then move on to any other proposal that is ready in order of receipt.  Everyone was asked to read Singer's document in preparation.

Actions summary:

Monday mechanisms documents

Review Tuesday at 3pm

Work in parallel on the security recommendations  (proposals)

Next call is at Tuesday call, and 3pm.  Meetings will be Tuesdays and Thursday until the meeting. 1 hour.

A Document Process was requested.  They have been added to the previous meeting minutes at the top of this document.

Adjourned at 4:09PM 

End of Revision 0
Tuesday October, 23, 2001

Attendees:

Ari Singer

Rene Struik

Johnn Barr

Gregg Rasor

Dan Bailey 

Don Johnson - Certicom

Allen James

Scott Vanstone

Wilson Richard

Jeff Lavell

Jim Dorken

Agenda: (from Rasor's Email)

Business:

Review Ari Singer's submission:

802_15_3 Security Rationale Draft v0_1.doc.

Further discussion of authentication and cryptography issues,

in order of priority:

Determine baseline for authentication of DEVs against both

other DEVs and PNCs.

  --> We particularly need to resolve whether or not public

      key methods are suitable for use in TG3's network model,

      considering device capability, cost, purpose (link layer

      security), etc.

  --> Certificates ???  Can or should we use them, manage them,

      etc.  Size and overall management of certificates is an

      issue.  This also relates to extensible security, that is

      coupling a piconet to a LAN or WAN, and maintaining link

      layer integrity.

  --> The most important point here is determining an efficient

      secure key exchange mechanism, and in view of the

      following issue, an effective policy for symmetric

      key management (e.g., key lifetime).

Determine secure message payload cryptography requirements.

  --> We need to decide on the use of a stream cipher or block

      cipher, or both alternatively selected based on the

      application.

  --> Mandatory versus optional cipher selection?  Do we want

      a "plug-in" architecture?  This particularly relates to

      compatibility issues with 802.11 TGi and other ciphers

      that may be required by application "users" such as

      the US Government.

Determine extensible feature set relating to 802.1x and 802.2x

networks, as required.

  --> Issues relating to compatibility and convergence between

      other IEEE standard wireless and wired networks.

Minutes:

Called to order at 3:07 EST

Discussed Ntru and Certicom document status.  The latter was just received so we may not be able to review it today. 

Singer began to review document 802.15.3 security rational.  It is formatted but needs to get a document number.  Barr is waiting for a number from Heile.  This document describes Introduction, Assets and Threats, Security Needs, and Recommended Requirements. 

Why is DRM not part of the requirements?  Answer- it is done at a higher layer cause you can't do everything at the Mac/Phy layer.  

Barr said we also want to have an admission policy as was discussed Friday and Certicom mentioned that they also addressed it in their document.  This policy was discussed after Singer's document was written. 

In Section 3.1, devices have to uniquely identify themselves.  Within this section there are several items.

Items 4,5,6 talk bout how different services may be needed or not needed depending on application, 

Item 7 discusses security at a higher layer.  

Rasor suggested that we be a link layer security but we still need hooks to security done at higher layers.  We can't prevent listeners in RF so we need to prevent twiddling with slot assignments.  Therefore, admission to the network is #1, payload encryption is #2 priorities to Rasor.

The discussion of the list in 3.1 continues.  Item 9 was challenged.  It was clarified that we may need a means to get a key into the device at some point, but the difference was that we did not specify how the key got there.  A way should be assumed possible (Ed. Note: and perhaps a recommended method included as an informational annex just to prove it is doable), just as long it is secure and there is a practical way to implement it. 

Item10:  We assume that there is not a big bandwidth constraint and a packet size of 2kbytes minus 4 minus overhead bytes is the max number.

Singer thinks that there are little options in payload security with only half of a 40 MHz  CPU.  Rasor said not to make this a restriction.  Some users will want to incorporate security and will pay the price.  Singer asked if it were OK to reduce the speed in order to get security through.  Rasor thought that Admission part was a small impact because it is not done very often.  Singer agreed.  If we add too much over head, then TG3 will have to decide if the trade off makes since.  

Rasor thinks that AES, being considered by TGi, that it is too process intensive at 54 Mbps data rates. 

Singer thinks this will need to be ironed out.

Item 12,  Singer just wanted to get the 20-30k of memory for crypto 

Rasor asked if there were any the CPU horse power estimates.  Ans: no one knew of any public estimates.   Rasor then wondered if Dorkin and the Moto CPU guys should take a look at a figure of merit and what price point it might represent.  Rasor asked Barr if we could ask this to get done.  Singer is concerned about the time, but Rasor thinks he can get a Si cost from what we already know -  ball park size.

AES would require a hardware co processor - there were several in agreement. 

Item 13 was a discussion about latenency.  It the payload protection slowed us down, how slow could it go (on average).  We don’t want the drata rate to be less than that number.  

Item 14 recalled that a standard desirable thing, but a unique soln is OK if it is open peer reviewed.  This should help prevent previous mistakes (other standards), or any hopes that secrets will work.

Singer wants to know if peer review of the protocol means that the actual algorithm is made public.  Rasor just wants to make sure that the method does not depend on secrecy because that does not work.  It needs to be "strong". 

The best way to get review is for presentation at Crytpo or Euro-crypto meetings for review.  

Rasor said that he already had positive talks with them and some attendees said that they would present the TG3's approach if they felt god about the result.  Other standards security activities did not do this.  

We reiterated that we will not ship anything that is "crap" (that is a technical term meaning, "crap").   Software implementations in the beginning will help us have some time to get it right.

Singer wants to add the security limitations and expectations well explained in the draft.  Rasor mentioned that Section 5 is where we can make a statement about the intent, and requirements.  Again, Singer wants to make sure we can communicate the maturity, status, intent, and so on.

Because the draft is due and this section it late, Rasor clarified that the initial proposal  does not have to be peer reviewed but we have to try so it is tested. 

Also bullet point 15 will be added:  What ever solution we have, we must not have an on line certificate authority.

Rasor asked why can't we build a mini CA (certificate authority) into a PNC so the number stays inside the network?  Singer -We could.  

It was asked if all devices be a PNC.  Ans:  No.  It has to have certain features.

We need to make sure no one can masquerade as a PNC.   More powerful devices  coming into the net, it will probably take over, then how do you send data to the new PNC.  This is easier if it is inside of the network. 

It was suggested that one of the reasons the wired world is clunky, is the legal liability of a trusted authority.  Rasor thinks, as a lawyer, it is not a big issue for us.  Virus, mistrust, and other concerns may be issues with CA's in WPANs.  "Ya, gotta trust somebody."(Rasor)  The risk has to be identified properly.

No PNC concept has ever been peer reviewed in the security world.

There was a detailed discussion of how to use keys, signatures in different applications and public/private scenarios.

An isolated network is a problem.   This is an ad hoc issue and no one has a solution for it yet.   

Singer summarized it as:   

It sounds like a global certificate is outside our scope.   We want to be able to control our personal environment without getting it a bigger one unless via a bridge.   Rasor asked if both were avaialbe if they were separate modes. 

What is the rationale for the PNC moving?  It was to give the best device, control of the net. 

Are piconets reasonably static?  Rasor says they are quasi static.   There is concern that the CA won’t work well if the PNC moves.  It breaks the seurity.

A couple of us suggested that we could add a PNC selection criteria to cover specific security capabilities.  It will be considered.  We were reminded that the devil is in the details. 

Rasor reiterated that we need to get this as done as good as possible in the allotted time.  

Singer asked the plan going forward and it was discussed briefly.  [Ed note: That will be part of the emails from Rasor.]

Adjourned 4:21PM EDT

[Ed Note: editorial fixes to revision 0 were also incorporated. for the first time in r1 ]

End of Revision 1

Thursday, October 25, 2001

Attendees:

Don Johnson (Certicom)

Rene Struik (Certicom)

Scott Vanstone (Certicom)

Jim Allen (Kodak)  (acting Secretary)

John Barr (Motorola) 

Jeff LaVell (Motorola) 

Gregg Rasor (Motorola) 

Dan Bailey (NTRU) 

Ari Singer (NTRU)

Bill Shvodian (XtremeSpectrum)
Minutes:

Meeting called to order by Rasor at bout 3:00 PM EDT

The initial discussion was about roll call, some misc. status comments and the agenda.

Rene reviewed his document number Nnnr0.  It is in the proper format, but waiting for a number.

Rene overviewed the sections and then began with section one. 

Singer asked if we will design in a specific portal [as mentioned in section 5]?  What does it mean in 802.15?  Barr suggested we not use the definition as written because it is not clear.  Singer, wants to understand what a portal is incase security has to be passed to upper layers.  Shvodian suggested that clause 5 is being misused by assuming it is accurate, which it is not.  Rasor agrees.  Clause 5 is just overview.  This section 5 is the only place is used.  [Ed. Note:  Clause 5 is badly out of date and much of it was cut and pasted from other sources.]

Security is only good between the DEVices and the piconet.  So we don't have to use the form of security that is supported at upper layers.  We could, for example, have TG3 security on top of the application's encryption.  It does not have to be that way. 

Is the gateway confined to be a piconet controller?  Are they the same thing?  Barr indicated no.   This makes it a little harder to do.  

Rasor asked if can we limit the portal to be the PNC.  Shvodian, there would probably be resistance by the Task Group to that restriction.

Singer - what role would the gateway play and why do we need to address it at all?  The Piconet would have it’s own security and transparent to upper applications.  Rasor agreed.  Several of us agreed that our security should be limited to theTG3 link, but that there may also be interactions beyond our scope.  

Singer also asked, "If there is security at a higher level, is there any way we could use our knowledge of that fact to keep us from having to do security ourselves?  Rasor said, "Maybe."  We can consider many things.

Rasor or Barr will send Dan Bailey a D07 document file, and a reference document from a previous document Rasor sent out.  TGi is a group of documents right now that you need to get of off the network.  Rasor will send the URL.  

We got back to Rene's discussion at the comparison table of BT and TG3.  They have similarities.

Moving on to section 3:  Shvodian said TG3 will have a Random Number Generator, but the method is not specified, and Singer didn’t think it would be very strong. 

Is non-repudiation needed for this standard?  Singer suggested that we should not provide at this layer.  He thought that TG3 is a unreliable protocol, like UDP vs. TCP because of lack of acknowledge.  Shvodian corrected him.  There are several modes of acknowledgement so it is reliable.  

Singer - is anonymity services outside our scope?  Rene said one of the problems is a new device coming into a net without knowing who is it.  It might require a temporary ID, but that would require a trusted party. 

Without a trusted party, it will be difficult to get a solution, and otherwise, a trusted Key is the best solution. 

Bluetooth creates link by punching PIN numbers between devices.  It is not convenient to do. 

Can we assume we can plug into a dock, or enter a code into the device to keep the number a secret?  No, not likely. 

The User Interface is not part of the standard.  It could be a number of methods via the interfaces. 

There will be a unique ID number up to 48 bits. 

If we do not have a trusted party we cannot guarantee there is secure way to get that into the device.  The other problem is knowing where the key comes from.   

There was a length discussion on public keys.

Will manufacturers be willing to certify CA's?  Rasor - we don't know.   A consortium would usually manage that anyway.  Some manufacturers don 't want to know how many devices they are building.  It is done through confidentiality agreement so it doesn’t link to other companies.

Rasor thinks there should be a 2-tier policy.  Mode one to admit and mode two that can revoke their access.  These are not trivial members in the scope of a public key method but this needs to be talked through. 

Singer asked bout what numbers is a device born with. 

Rasor suggested that the device that controls security can be integrated into the PNC but does not have to be and the function may be distributed throughout the standards

Rene described his process.  Basically need a valid certificate and [ed. Note: what was the "something else"?]

Singer talked about several approaches to do this.  Rasor explained a few of this thoughts on the scope and way it would work. 

Singer clarified that admission and payload security are two different problems.  Is it Sufficient to allow anyone with a valid certificate access, or is more needed.   How do we keep a list of acceptable people (access control list)?  

Rasor wants the ability to revoke certificates if he has to.  E.g.: Cable TV access.   Singer  is not sure it is doable.  He understand he concept of a black list or a Unauthorized Authority list, but not sure there is any way to control the list.  Some of this would need an on-line authority list, which is beyond this standard's complexity scope. 

Do we want a black list?  We could time out the certificate and just no renew it. 

A request to limit the number PNCs was an earlier request.  Is this possible?

Is the PNC the trust point?  No, it just seams logical for it to be.

Singer suggested that Rasor's concepts should be built on top of the current framework.  

Rasor asked if there is some way the device can be uniquely identified by mfg parts, so that it would be impossible to clone the device?   Generally, no.   A certified public key from a trusted source is needed. 

Singer wants to know if we should create temporary trusted key authorities.  It is a possibility. 

Rasor gave another example where there is only one smart device in a net of dumb stuff.  

Co-location security by itself is not security.  Is there any way to come up with admission control in this sense? If not, security is a waste of time in this case.

Singer summarized that we will end up with an access control list and the other is public key identify based system. 

Back to Rene at section 4.1.2.:

Singer asked if we can assume the "Trust Controller" has a reliable elapsed timer on it?  Can it count how long it has been waiting?  Its reasonable to assume we can time, but if we need a clock, we may have to specify it.  It is not a date clock.

What is the MQV an ECC method.  It combines implicit signatures with a shared secret calculation,  Contrasted with use of ECDSA and ECDH to accomplish similar security functionality, it takes about 1/2 the time as the latter.

Singer asked if there would be one algorithm for keys.  If the is only one, it could get complicated when we pick one.   There could be a lot of debate to just pick one because there are lots of various needs, applications and approaches.   We need a framework that allows us to add new, adapt, and have several available.  We are in agreement that we need an algorithm agile method. 

Rasor - yes, but one has to be agreed to at the start or we need a mechanism to indicate which is used.

We discussed where the official text will exist.  Rene does master document for the content, other send suggestions to Rene.  Rasor transforms the content into the structural document for Gilb, which is the presented text, probably done after next Thursday. 

Barr explained what documents will be accepted for Austin and what data is needed.  Also that the documents need to get assigned so they can be scheduled, and sent out Thursday before, or sooner, so people have a chance to read them.

We will meet next Tuesday, at the same time.  

[Ed. Note:  Time changes back to standard time this weekend.]

Adjourned 4:31 PM EDT

End of Revision 2

Tuesday, October 30, 2001

Attendees:

Ari Singer

Gregg Rasor

James Allen (acting secretary)

John Barr

Jeff LaVell

[Revision 2 Note:  In the last revision, two changes were made.  The description of MQV was fixed and a quote from Shvodian was fixed.]

Minutes:

There is an elliptical meeting going on for Certicom guys, so they will not be here today.

Singer wanted to get a sense of where were think we are and 

Singer has an email queued up and wants to discuss our thoughts of status. 

Rasor also is working on these thoughts.  There are several points that we agree upon now.  Issues like what is in-scope, out-of-scope, assumptions, all have to be discussed before Austin.  We need a recommendation from the committee.

Rasor needs a document on the server before Thursday 

Bailey will be at the Austin meeting, but not Singer.

Singer thought he understood most of the architecture except for a few pieces that are missing.  The next step is to define the messages and commands, key length minimums and so on.  

Rasor thought that the balance between details vs. abstraction, and definition of the lowest common denominator that will be required will be an interesting discussion this week.

Rasor thinks we need mandatory minimum policy on the association policy - at least one.  Singer thinks there are at least two - secure and non-secure modes.  Rasor thinks that there needs to be a base version.  Rasor said he has no idea on what that should be.  Singer's perspective that each approach has different advantages and a "mandatory to implement" is a risk to the standard.  He would suggest a patent free public domain as the mandatory to implement if it is basically necessary.  

RSA is pretty much patent-expired technology.  ECC was close to RSA structure but the details or implementations are still patented.  Motorola did due diligence on security and IP and are interested in making any baseline not a patent issue. 

Rasor will put the patent policy and selection the next meeting.  Singer was chair of a IEEE 1363 standard.  They also looked at patents to see who has what and he is aware of what is going on in the world.  RSA is the most widely used and easier to implement, and probably better than ECC to implement even with an order of magnitude bigger amount of data to send.  This is because TG3 is so fast, and therefore

(ed note:  Since most of the security team has not been to an 802 meeting, I thought I should remind everyone that all contributors are required to understand the IEEE patent policy per previous minutes.)

Generally, the methods have these applications:

RSA   Low power, high Bandwidth (BW)

ECC  Med power, medium BW

NTRU -Low power, medium to low BW

LaVell said there are more issues including memory size that would favor ECC over RSA.  Memory is expensive. 

Rasor asked Singer to compare different certificate requirements for memory, and so on.  If we have to sign data, what is the algorithm and what is the impact on processor cycles.  

Rasor will contact Certicom to do the same analysis and to collaborate with NTRU.  What Rasor would like to see presented, is when considering the system as a whole, what kind of horse power would it take to implement. 

Details of a benchmarking discussion were discussed, in preparation for Austin. 

The discussion also included how to pursue an answer. 

We agreed to focus on the messages, commands, draft text, and process rather than algorithm.

Barr underscored that the same focus. 

WEP was discussed a little bit.  How it worked and that public keys do not support that very easily.  

Rasor decided not to have a discussion on the algorithm, but to focus on the elements and protocol next meeting.  What knowledge each device has to have, public key process, etc. has to be done.  Rasor will send out a meeting notice, for two hours, 

Singer also agreed that we're too tight on time, and we need to spend the time to get it done. 

Singer explained where he was and asked Rasor for his opinion on how to use his time. 

Singer defined, in an email, a structure for the text.  He proposes to send it out, have people to look at it and then propose message types.  E.g. Public key transport message, request for key message, and how devices should talk to each other.  This email should go out today and could be worked into the Certicom document.

Rasor will look into more meetings.  Singer will forge ahead and try to put together to define a series of messages and commands and message flows.  Rasor agreed to help.   

Adjourned 3:53 PM EST.

End of Revision 3

Ed Note: There are error's in the minutes.  The correction debate is attached. 

To:
"Singer, Ari" <ASinger@ntru.com>

cc:
james.d.allen@kodak.com, "Singer, Ari" <ASinger@ntru.com>, "Whyte, William" <WWhyte@ntru.com>, "Alfred Menezes" <Alfred_Menezes@certicom.com>, "Scott Vanstone" <vanstone@certicom.com>, J.Lavell@motorola.com, J.Dworkin@motorola.com, "Rene Struik" <rstruik@certicom.com>, Gregg.rasor@motorola.com, John.Barr@motorola.com, "Bailey, Daniel" <DBailey@ntru.com>, bshvodian@xtremespectrum.com, bheile@ieee.org, Richard L Alfvin/484762/EKC@Kodak, stds-802-15-3@ieee.org 

Subject:
RE: Tu minutes

Ari,

I imbed my comments in your response and prefix with DJ.

Thanks, Don Johnson

"Singer, Ari" <ASinger@ntru.com> on 11/05/2001 04:14:25 PM

To:   Don Johnson/Certicom@Certicom, james.d.allen@kodak.com

cc:   "Singer, Ari" <ASinger@ntru.com>, "Whyte, William" <WWhyte@ntru.com>,

      Alfred Menezes/Certicom, Scott Vanstone/Certicom@Certicom,

      J.Lavell@motorola.com, J.Dworkin@motorola.com, Rene

      Struik/Certicom@Certicom, Gregg.rasor@motorola.com,

      John.Barr@motorola.com, "Bailey, Daniel" <DBailey@ntru.com>,

      bshvodian@xtremespectrum.com, bheile@ieee.org, 484762N@knotes.kodak.com,

      stds-802-15-3@ieee.org

Subject:  RE: Tu minutes

Hi, Don (and Jim).

> The minutes you submit may have been what was said, but I

> STRONGLY disagree with

> some of the statements made by Ari Singer.

The minutes aren't completely accurate, so let me try to clarify what I was

saying and address your specific comments.

> Here is my short analysis of patent situation:

> ECC was never patented by the co-inventors (Miller and

> Koblitz), RSA was

> patented and the algorithm patent has since expired, DSA/DH

> was patented and DH

> patent is expired, DSA patent is held by NIST which made it

> public, and NTRU is

> patented.

This may be correct in general, although what I was saying is that we should

be looking at specific proposals rather than just generic algorithms.  For

RSA, there is IP relating to OAEP, PSS, etc. and for ECC there is IP related

to MQV, PV signatures, implicit certs, point compression, etc.  When we

actually get to the details of specific proposals, we need to look at the

proposal itself.

DJ: Fair enough.

  Of course, anyone can have patents on any method regarding

> performance speedups, etc.  If you need to pick an unpatented

> method, then you

> need to go with ECC, RSA, or DSA/DH.

I think it is more accurate to say you need to pick a protocol that uses one

of those public key techniques (ECC, RSA, DSA/DH) in a way that doesn't

require infringement on auxiliary patents.  If we mandated MQV and implicit

certificates (as referenced in Rene's document) isn't that requiring

patented methods?

DJ: This is a VERY difficult area, a quagmire in my opinion.  While we can be

fairly confident if something IS patented, we really cannot say if something is

entirely free of patents.  There are a few reasons for this.  One is that

patents issue and expire all the time.  Another is that anyone might claim to

have a patent on some technique, it requires a court case to decide.  IEEE P1363

faced exactly this issue.  The answer there was to ask everyone we could think

of for letters giving their assessement and assurance their licensing policy met

IEEE requirements.

> Here is my short analysis of size situation:

> Of all public key methods, ECC has the shortest public key ,

> the shortest

> signature, the shortest certificate, and the potential for

> implicit signatures

> and implicit certificates that reduce sizes even further.

> For example, ANSI X9

> (ABA) mandates use of 161 bit ECC keys.  RSA and DSA/DH are

> possible, ANSI X9

> mandates use of 1024 bit RSA/DSA/DH keys. NTRU keys (as

> specified by NTRU) are

> larger than RSA keys and have no ANSI X9 minimum as they are

> not accepted by

> ANSI X9.

If you don't use point compression or implicit certs (which again are both

patented), the following table gives approximate key sizes for the same

security level of RSA, ECC and NTRU.

      Public  Private

RSA   1024    1024 (or more for CRT)

ECC   320     160

NTRU  1757    192

DJ: I agree that RSA 1024 is about the same as ECC 161, according to the TIME

metric, and this is what Certicom, RSA Labs, ANSI X9 and NIST all agree upon and

represents the keysize minimum that meets ANSI X9 requirements.  NTRU's size is

a claim by NTRU.  I note that previously NTRU claimed that a certain size of

NTRU key was about as hard as RSA 512 bits.  As is well known, RSA 512 was

recently broken and so was the NTRU key, but it turned out that the NTRU key

took nowhere near the amount of work to break as RSA 512.  NTRU's assessment of

its own security proved to be false in this case, which does not bode well.

Related to that, Jim, I noticed in the minutes that the table for kinds of

applications of public key systems was recorded incorrectly.  What I said

for applications of RSA, ECC and NTRU were as follows:

RSA   Medium-high power, medium-high bandwidth

ECC   Medium-high power, low bandwidth

NTRU  Low power, medium-high bandwidth

DJ: I have no idea what such fuzzy terms as medium high mean, etc.  As such, I

do not know what it adds to the discussion and looks to me like it could confuse

things.  I know ECC is used on low power devices, where RSA key gen would simply

take too long and/or use up too much power.  One can give analysis of how many

expected bit calculations it takes for RSA/DSA/ECC of ANSI X9 minimum size as is

done in my ECDSA paper co-written with Alfred Menezes.  I do not know how this

can be done for NTRU without assuming NTRU's keysize analysis.  So any NTRU

size/power analysis needs a big asterisk footnote mentioning this assumption.

These are up for argument (as I see Don argues about in a later e-mail), but

they represent my opinion.  Don, does this satisfy your issues with the

Tuesday minutes?

Cheers,

Ari

Thursday, November 1, 2001

Gregg Rasor

Ari Singer

John Barr

James Allen (acting Secretary)

Don Johnson

Rene Rstruik @certicom.com

Agenda:

The continuing agenda for our meetings is as follows:

Roll Call

Old Business:

Open Issues:

New Business:

· Discussion of messages necessary to implement PKI for admission security, as well as data payload protection.

Adjourn
Minutes:

Called to order at 3:05 PM EST.

Rene needs to be added to the exploder (Rick, Please add him).

Singer started with his emails and documents.  He tried to summarize, in the email, where he thought we were.  Briefly, there were 6 areas listed in the email to structure the discussion.  Definitions, public key initialization, association control, association methods key exchange and payload protection. 

Singer also wanted to discuss the concept of a Piconet Security Manager (PSM) and discuss whether we all agreed it made sense.  The PSM does key distribution: including who should be associated and who shouldn’t have access. Where should it be in the network?

Rasor said the PNC and the PSM can be the same or different devices.  

Ari wants to know if the PSN and PNC are  the same device, does the security data have to be sent on the air or can it be passed between the node and the PNC internally.  

Barr asked, "If you don’t know where the PSM is, how do you find it?"  

Every one will have to know who and where they are.  

There was general agreement that they should not pass the work internally if they are in the same device.  The simpler case would be to treat it like it was not in the PNC all the time.

Gregg recommended that we recommend they are the same device in the standard. 

There was a discussion about ID and PNID numbers.  How and why they evolved.  

Barr thought that the PSM should be the PNC or an external application

The device ID is a physical layer attribute vs. a service associated with an object.  

Barr clarified that all of the association and the decision of whether a device gets in and when,  is done by the piconet controller .

Cryptographically controlled allocation: The PCN may be subservient to the PSM.    Barr thinks that this is part of the PNC DEV Host.  Singer  doesn’t believe that is what we agreed to, and wants to figure out what we actually need.  

Barr pointed out that A Piconet has a PNC and has all the association and dissociation functions onto itself.  It controls who get in and who stays out.  

Rasor reread the minutes regarding the on coincident PNC and security functions.

Barr explained the structure of piconet.  Singer's abstraction of PSM was reviewed, and it was discussed how that would work in the model.

Security would have to be in the PNC during the PNC selection process.  An issue is: do we want to use the abstraction or not, and do we want force it to be coincidence or just let it happen.   This would allow a different device to be a security manager if it were more qualified. 

Implementation constrains means it has to be coincident location. 

Rene asked if we want the selection to be fixed or dynamic - and it is already dynamic.  It was pointed out that even 802.1x port assignments are dynamic. 

Barr thinks that we need to keep the link and application security independent.  The wireless link should be simple and easy to implement.  More security can be added on top.

Rene proposed to move on and discuss this via email.  Rasor agreed and tabled the discussion. 

There is text in Singer's email about public key rational.

Association control was discussed.  Singer's feeling was that there would be a logical PSM function.  The criteria it follows may be cryptographic and some may not be. 

For the association method, there are a few ways how PSM could help the PNC control association. 

1- Open association with no security.  The user turned security off

2- Conditional with Key exchange - this means that the public key may not be held by the PSM but transmitted via the channel and it decides whether to accept the key via a number of mechanisms. 

Singer had an idea on how to create a piconet with security from a scenario where there are no pre-arranged keys - was to basically have an open association period and give me your public key and ID yourself.  The PSM decides who is in and closed the net, and gives back keys to approved devices.  The scenario is in the home, you choose what belongs to you and reject all others, exchange keys, and talk after that.  The PSN acts at a Certificate Authority.

The comment was made that this would allow us to reuse all that stuff. 

In response to a question by Johnson, Singer doesn’t know if it takes more certificates to allow reuse. 

There were two more scenarios in the email 

Johnson noted that he thinks scenario 2 and 4 collapses into 3, or 2 becomes 3 which collapses to 4. 

Singer thought the general feeling from the TG3 draft meeting was that group association was OK. 

Rene asked questions about key exchanges and group keys and how it would be handled. 

The also discussed how to handle messages that are already encrypted with a single key.  Johnson suggested we define the key hierarchy.  

Singer asked that the secretary if you have an action to figure out if we can encrypt or sign with keys other than the group keys. 

Johnson asked if we needed key separation between types of keys, which is normal methods.  There are some standard good best practices to use that we should consider.

Singer also discussed that all the material we produced would go into Rene's document.  Singer wanted to know if that was the right thing to do.  Rene said he could as we agree on the content.  Rene can make revisions as the editor.  

The discussion of how to put a security algorithm in was brought group by Singer.  The issue about how to choose the required method vs. optional ones was discussed.  Gregg asked that we table that until we get the rest of the discussions from email completed. 

Rene asked how the Piconet talks to the outside world.  

The main document about extensible security model was sent out to the committee already.  Singer remembered that we did have a discussion about an external CA.  From Rasor's model, if you have a thing you want checked, make a message that says verify this message for me and then get a response.  This is done without knowledge of the high layer entity - it just expects an answer.  

If the PMS must be the PNC we need to explain how to merge the criteria.  This is an open item.

Singer will just go over his email and then go back to the first one to which he has no background 

He described the process and it was discussed as a group. 

Implicit certificates are instantiated with the derived public key.  The public key may be separated from the certificate and stored separately by the PSM.  The PSM may only see the public key in the case where the upper layers do all the work.  We had earlier defined that standard may not say how the key is derived. 

Singer describe how we get a public key from higher layers and you just trust it or you get a certificate, but both are possible and the MAC stores the public key. 

SME may hand a key and say trust this, or some other MAC

We moved on to the next two possibilities in the process. 

Johnson had some questions.  He would prefer authentication over than encryption because it is closer than what we want . e.g. a yes/no answer where encryption gives data.   Singer did not agree.  A challenge-response system has the added benefit of a secret from NTRUs perspective.  Don thinks that this method is deprecated in the standards body and you only do it if you have no other choice, because the properties, the Yes/no answer, is not aligned.  It gives data instead.  Don still thinks this is not the preferred method.  There are a couple of modes that are accepted.  We discussed how to break the disagreement. 

Rasor reminded us that we have only two calls before Austin.  We need both groups to make a proposal.  Singer thinks it is best to encrypt better than sign because of efficiency.  They both decided that they might be able to compromise.

Is a group key, a symmetric key?  - Yes, but you can have individual keys that are not.  This would make only the public key in a network.  Johnson thinks that is strange, if my friends can see my messages.   Rasor said the piconets can be the level of security.  If you have non-trusted people in your net, you have to log off and restart your own piconet. 

We discussed the impact of that on different scenarios.  It simplifies things,  Johnson agreed.  Rasor said that if you are concerned about friends, you would put security at the next higher layer. 

What Johnson thinks would be bad is to optimize on a small design and want to expand it later, but can't. 

We should warn the designer that this might be expanded in the next go-around. 

There was a discussion about building an access control list, a child mechanism, or unique two person piconets may be the ways to do this.  The committees will consider these methods. 

Rasor asked if we could end the call because he's not feeling well.

Singer asked about the plan.  Gregg will get his part out for review.   We also need to work on what we discussed today, we need to design the protocol min. messages to establish the functions we are trying to create.  We need to make some decisions on the harder questions.  How are we going to do the architecture work?

What do we need for functional security and get that outlined?

Singer:  we need a list of issues like the Draft guys have, so we can get them resoled, and get them into the document.  Rene can stick some of the messages Singer did into the document.   We can go thorough each section.   What is René doing for the next meeting.  They have to review Singer's details, and try to include it and then describe the roles and functions. '

Gregg is out Monday but will have his document out. 

Singer, Johnson, and René to work on the documents during the interim.

Adjourned.  About 4:45PM EST.  

End of Revision 4
Tuesday, November 6, 2001

Attendees:

Rene Struik

Don Johnson

Gregg Rasor

Ari Singer

Jim Allen (acting Secretary)

Dan Bailey

Scott Vanstone

Bill Shvodian.

Minutes:

3:05 PM EST

Rasor began by recapping the major issue from last meeting.  What kind of message is sufficient to confirm entity authentication into the network?  We were centered around whether this was a binary answer or an information exchange. 

Gregg asked if this was mature enough to discuss or whether it still needs to be off-line.  Rene and Ari talked yesterday and want to outline each area to be discussed, make a list of issues and discuss each one, one at a time. 

They would also talk about the characteristics of different solutions. 

Rasor explained that we were breaking the model into two parts.  Authenticity Entities in the network (membership control, group vs. individual keys and such) and Data Payload Security.  

When we implement a protocol, there will be components all thought the stack.  [ISO is only an abstraction].  Rasor suggested that we follow Singer's suggestion to discuss process and them messages.  Where should the messages be, what should they be and how are they implemented. 

Rasor suggested we just don't muck with the core protocol too much like the PNC.  The Piconet Security Manager will reside in the PNC for the time being per last week's discussion with Barr.

Rene thinks we need to discuss public keys.  Rasor summarized some of the past discussions.  DEV host function (the CPU in the wireless node) was defined again. 

Johnson and Rasor  mentioned that DES means "designated" and the MAC  is not the security MAC, but rather the TG3 protocol MAC.  

Rasor asked, "Has everyone bought it that pubic key being the best method:?"  It was agreed by unanimous consent.

He then asked if there were any concerns about #1 in the outline.   That outline is reproduced below from document 01/489r1.

Outline:
1) Initial key set-up (public keys):

a) Hierarchy with trusted party;

b) No hierarchy, no trusted party (self-certified public keys, implied trust from higher layer).

2) Key establishment:

a) Establishment of the key encryption key (KEK).

b) Establishment of the data encryption key (DEK).

i) Key control by either party (e.g., for encrypted large file, e.g., video stream).

ii) Absence of key control.

3) Key updates (relative to a particular piconet):

a) Changes to the group structure: 

i) Introduction of a new group member;

ii) Exclusion of a current group member.

b) Changes to the PNC: we don’t care (no security functionality).

c) Changes to the Security Manager:

i) Effect: re-do everything;

ii) Public keys re-established by discovery process or certificate list recovery (use distributed storage?).

4) Trust chains (personalization of devices):

a) Device certificate by manufacturer;

b) User/owner certificate;

c) Attribute certificate for either user or device (if applicable);

5) Security services:

a) Specific combinations of entity authentication, data integrity, confidentiality (including ‘no security’).

6) Group model:

a) Group key: all devices in a piconet have access to all communications.

b) Subgroup allowance: subgroup G of devices that have access to a key: pair (G, KeyG). The group G can be represented in compressed format, provided a mapping between groups and device Ids is maintained.

7) Access control list (ACL):

a) Public key of device A is only accepted if it is authentic and if the device Id is in the access control list.

i) ACL bottom up (explicit mentioning of devices that are considered ‘friendly’). Set-up after initialization, e.g., of home entertainment network.

ii) ACL forbidden list (implicit assumption of ‘friendliness’).
Singer would like to discuss and confirm public key set up - how do we get the key, and how do we get that message defined by the dev host, and how to pass it to the network.    

Three steps were discussed:

· Public key must be defined

· Must be delivered to and from the dev host

· Public key is sent by DEV host to the MAC layer (public key delivery).  

Certificate checking at a higher layer and was agreed to by unanimous consent. 

The Mac layer has to trust the Dev Host and was also agreed to by unanimous consent

The comment was made that a best practice for security includes: Don’t pass security between layers if it's  not necessary, in order to make the most rigorous solution. 

The discussion lead to how the Mac acquires keys :There are two methods:

1-For the MAC layer a to acquire a key over the air interface by a process we will spec.  If that happens, it asks the Dev host if it trusts the key. It gets a  yes or no and proceeds accordingly

2-The other case is for the Dev host to give the key to the MAC.  This is always to assume this is trusted.

In these two methods, Singer points out that the MAC doesn't do anything with the data and therefore doesn’t make decisions.   There are two ways for the key to get into the MAC.

Struik asked, "What is the guarantee that the key from the DEV host is secure?"  Answer: it's a wired connection.  Rasor said the alternative is embedding it in Silicon like Atheros, which is hard to do.

On to bullet #2.  

We use an intermediate key (more flexibility and security and less public key calculations).  Singer asked if this is adding too much complexity that we don’t need.  It sounds to Singer like we don't need different levels of keys because we have public key.  People do this in the banking industry because they do not have public keys.  Rene said this would help if we updated the public key often.  

Rasor asked what is the vulnerability of too much public key as long as it has a life time.   

Singer thinks it is it too much complexity.  Rene gave an example of 252 devices that move around, and require lots of time to reset the public key.  (Rasor note:  I think the use of public key here and in some of the surrounding text might have been out of context, and should have been symmetric group key instead.)
The encryption and decryption keys are paired.  The PSM (Piconet Security Manager) has one key encryption key with each device individually.  So if there are n devices, there are n keys unless they are grouped.  

Bailey : did we decide pair-wise keys or one for a piconet?  Rasor:- we decided piconet wide for payload protection but would like to make general enough to make more complex, down to pairs, later.  

Rene suggested that when people leave the network, the network would usually reset the public key to prevent listening.  This may not be necessary by allowing a delay for moving in and out of the network, but still have to eventually replace the key. 

How long will the network hold the network?  Shvodian said that it is parameterized.  

Do we need a join and a rejoin process?   Singer thinks we need a model on how often we do a re-key.  How long should the key last?

When we join a piconet, it would be great if that association takes care of the trust issue.  Don clarified, we want to make sure once we do the "expensive" operation, we want to keep that state as long as we can, and hierarchical keys can do that.  It was suggested that the hierarchy could be justified by getting a new key without doing a new public key operation.  Perhaps, this hierarchy is at a high layer.  But another thought that if the MAC is already encrypting, it should continue to do it.

How often do we think we need to re-key.   Rene said that if devices are moving often, we could be doing it every second.  It if does not happen often, then we need simplicity. Rasor said we should have a simple join method to keep things simple.

Are we in agreement that we have a single joining method?  This puts the burden on the rejoining device and the PNC.  

Singer clarified Rene's question:  When a new device joins, is it OK for newly joining device to have the past key?  Don and Rene assumed it was not OK.  It is sloppy security and it is setting us up for a replay attack. 

Singer thinks the lifetime of the key is the controller.  Don thinks the key creates more key encryption, and the new keys are passed around.  Singer thinks that in the end, they have the same weakness.   Bailey thinks the misunderstanding can be explained:   If you have pair-wise shared symmetric keying and if you plan to re-key when you join or leave, then the hierarchy make sense.   This is a lot of overhead.   This is the tradeoff.

The overhead is a result of the need to determine the encryption key once.  It only shares the key with the controller.  

If we are doing re-keying, we will run into the situation where some of the devices have a new key and others do not.  The sync is a potential problem.  If the re-key is blast the piconet and start over it might be easier. 

It comes back to how long a piconet hangs around.  Don said it should be allowed to stay as long as the user wants.  Can be a long time and we need flexibility.  

Rasor suspects that we cannot predict the duration. 

Different scenarios were discussed.  How to set the security policies for flexibility were discussed. 

The application probably does that. 

Johnson reminded us that we are doing MAC security only here.  Singer said that is why he wants simplicity.  Flexibility is more important if we were defining an application layer security protocol.  For any give piconet existence, you are either in or out and deal with breaches by dissolving the piconet.  

Rene would like the flexibility.  And others are concerned about complexity.  If the PN is flexible, it has to be flexible security as well.

Rasor asked if we could agree to disagree about bullet 2a and move onto a single key discussion.  

We suspended the discussion of 2a to get to 2b and 3.  

Section 2b - Should there be an absence of key control?   This is an agreement to allow Key Agreement and Key Transport protocols. 

There will be a means to describe the algorithm cipher suit and methods so it's good to have this.

Bullet 3ai -Association impact  - we don't have an answer but we need one.  Is the disassociation command is there, but the command effects and process is still TBD.  Rasor gave a flow example that results and removal of a node from the approved access control list. 

This is the single function to allow association (joining) the network in our simple case.  -  We would like a single join process, but we still need to decide the re-key process.  Rasor offered an opinion and we discussed the plus and minuses.   Rene gave an example where you don't want an old key to give access to old data, after a new key was offered.   Using a con call number for different topics is the same kind of thing.  You would not want the new call open to old attendees.

Dynamic security membership is an open question. 

We need to make a decision on item 3, we will have to make a decision in Austin. 

The flexibility issue came up again.  You can make the more complex operations optional if you build in the flexibility to do so. 

Johnson:  Public key is expensive, symmetric key is cheap.  So only do public once if you need it.  A three level hierarchy can do lots more than a 2 level so why not do 3.

What is the complexity of this extra key?  If we use symmetric key, it's easy, if public it is harder.  We need a clear definition of the pros and cons.  Rene asked and Singer agreed (volunteered) to write the trade offs for the key encryption key via email.

Bullet 4.  Singer thinks this is out of scope by the manufacturer - per past discussions.  Put this in the annex.  

Trust chains will be trusted but are beyond the MAC implementation. 

Bullet 5 - Data Integrity, confidentiality, and entity authenticity is what this is about.

There is a logical sequence for these services::

If there is no Entity Authenticity, then there is no Confidentiality or Data Integrity.

If there is Entity Authenticity, then there may be Confidentiality and/or Data Integrity in any combination of the two.

Bailey thought that there was only a security on or off bit currently supported.  Johnson thought we need more choices like the above.  Allen said they should recommend what is necessary.

Singer wanted to know if we should due Entity Authentication as part of the public key suite that we do, or do we just allow Entity Authentication (EA) as a consequence of the key exchange.

Johnson thought that Entry Authentication may be done without security should be allowed, e.g. no key exchange.  There may be better ways to do EA other than keys, so keep it flexible. 

We will be defining EA and key exchange in the standard or say forget specifying it in the standard, and depends on the cipher suite we choose.  Johnson thinks this is a level of details we may not want to get into.

Johnson does not want to over restrict the implementation.  But we would want to require it so it is common among all implementations.  Rene thought this was a good justification for key encrypted keys. 

Table the rest of this for right now.    

New meeting will be tomorrow - Rasor will send out an email. 

For next meeting - key encryption key, the process for exchanging and rotating the key temporally,

Adjourned at 4:52 PM.

Wednesday November 7, 2001

Attendees:

Rene Struik

Don Johnson

Gregg Rasor (acting secretary)

Ari Singer

Dan Bailey

Bill Shvodian.

Minutes:

3:23 PM EST

The start of the call was delayed due to several participants fulfilling other commitments.

We initially discussed procedural matters regarding the letter ballot process and how the material we are generating will be integrated with the draft specification.

Ari Singer referred to his email relating to when and how payload protection keys within the piconet should be updated.

This discussion generally centered on the number of public key operations at a cost of 10x to 100x more than a symmetric key exchange.  2-tier versus 3-tier, extra storage required is 

NTRU 2-tier system

ECC, RSA 3-tier system

Can we include a command that selects between a 2 and a 3-tier system, accommodating the 3-tier as default and the 2 tier as a subset.

We must include a selection that determines which cipher suite is operational.

As part of the cipher suite, key updates and public key rules must be specified.

All parties agreed that elements such as SHA1, Rindahl (for payload encryption), should be used.

NTRU had to leave because of a fire alarm at 3:42 PM EST.  They did not return before the 4:02 PM conclusion.

We continued to discuss what the objective is in view of the network security model.  Particularly, we were concerned with the overall security of a protocol that does not manage the key encryption key separately from the data encryption key.  This model is thoroughly tested and is the basis for current RSA and ECC cryptosystems that are approved by the US Government (NSA, etc.). 

Adjourned at 4:02 PM.

Thrusday November 8, 2001

Attendees:

Ari Singer 

Rene Struik

Gregg Rasor

Jim Allen 

Jeff LaVell

Don Johnson

Bill Shvodian

Dan Bailey

Agenda:

Roll Call

Old Business:

· Continued discussion of key management and items 6 - 7 of page 2 in doc number 489r1.

· Open Issues:

New Business:

· Discussion of security policies necessary to implement association and payload data security.  By security policies, I mean rules that are as independent as possible of the underlying cryptographic elements, e.g., what type of public key algorithm, etc.

Adjourn

Minutes:

NTRU had a fire alarm yesterday so the first item was to summarize the result.

Rasor pushed it to the 3-tier model that accommodated the 2-tier model so we can do either one.  We need a benchmark 

Singer: can we spend 10 minutes on 2 vs. 3-tier.   Summarizing the constructive emails between Singer and Rene.

Rasor: "Yes, 10 minutes".  Johnson though that the only place they disagreed on the email was starting at 2 or 3-tiers.

Johnson thought that adding new features afterwards can cause a major rip in the architecture.  Singer wanted Rasor to reiterate the design philosophy.  Some of our decisions tend to be counter to flexibility.  E.g. adding peer-to-peer is probably not too much than adding a group key, but we didn’t do that because of simplicity.   Rasor said he would like a 3-tier approach.

Singer asked what if we tailor the 2-tier to be a subset of 3-tier and only specify 2-tier now.   Don thinks that doing 2-tier key and then finding we need 3 key is a problem, but optimizing from 3 to 2-tier is doable. 

Then should we reconsider just a group key and discuss pair wise keys if we do 3 tiers?  Don says we can have that if we look at that, and since the answer does not pop out, then we don’t have the requirements nailed down and that demands flexibility.  We agreed to be OK with 3-tiers.

Singer suggested we move to his email on the revised outline.  Then Rene can put it all into one document. 

Item one.  Rene suggested that we drop piconet from the piconet security manager.  OK'ed by the group.  This makes in nice if there are multiple security managers.

For security goals, we should add what we are doing now, what are we not doing and what might we do in the future.  

Don wanted to note that we could do these "or not" for bullets 2a1,2a2,and 2a3 -[that is, these bullets are options].   He also wants the scope defined.  Singer said this is not normative, and agreed. 

The DEV host provides the trust.  All the other features have to be provided at higher levels, it is an implementation issue.  Singer clarified that the Trust is NOT at the MAC and PHY layer.  Gregg suggested that the MAC and PHY perform security functions with keys from DEV host that are trusted.  The way we defined things is that all keys that are entered into the system are approved by the DEV Host of the device.

All the trusting happens at some layer other than the MAC and PHY layers.  This means there is an external source of initial trust.  

Singer asked if denial of service a requirement.  Rasor wants a definition of what that means.  Singer: If a device is not part of the piconet [and it puts out a lot of power] it can jam the net with RF noise and not have to joint the net.  This will be changed to say, "Jam" not "denial of service".  With this as the intent, and since we cant control it, this is OK.  The text will be fixed.

Bullet 2B: We are not providing peer-to-peer data encryption, but does piconet security.  Don wants the ability to do it later.  We're just trying to clarify it.

Trust is provided by an external source currently the Dev host.  Shvodian was concerned that it is easy to say these things that happen outside the standard needs to be defined.  Are there any places he can go to get educated.   Singer had it in section 5 where there were suggestions to be added to the annex.

Next section 3 - security framework.   The architecture that we defined, he may have used "trust" too much.

The public keys are what two devices need before they can talk security and maybe 3a belongs somewhere else.  In 3b we define what public keys are used for. 

Singer asked if this was a useful description?  It could be put in the draft section 5.  

Gregg asked it if was a MSWord.doc.  Yes.

Rene would like a section on security policy.  An email was sent earlier.  It would be written for the non-security people.  There was discussion about how to describe this.  The suggestion to explain the policy and recommendations were discussed. 

Rasor explained his experience about drafts.  Singer clarified that we may have a security policy in the MAC layer that says something specific - if this happens, then this is the reaction.  There was agreement to include a section on Policy.  Rene will do it.

Next . was section 4.  It was OK.  Several sections on "what not to do" were also included .

Bullet 5 - Singer added a lot of stuff on public keys care and feeding.  

Singer wants to define cipher suits.  Johnson thought we should recommend some of the basics like AES-CBC encryption with 80 bit output HMAC for authentication, and they are not patented and are standard for standard checks.  Everyone agreed regarding payload protection.  Don thinks that 160 bit output is overkill.  No one knew of any active patents.  

The public key must a have an authentication and key establishment mechanism (transport of agreement).  

There was long description on authenticity and the different methods to do it.  Singer was concerned that authentication and payload protection was two steps.  Don wanted them separate so it is flexible.  Rene thought this was too much for this level of the standard.  

Singer things the more tolerant and flexible, the less we actually specify.  

The devices can discuss what methods they can use after the basics are done.  

Shvodian:  Does there have to be a suite that everyone can use.

Singer thinks that association and nothing else is the basic mode.  It is wide open.  Security is done at the application layer. 

Singer,: all cypto is a MAY and the only MUST is "null, null, Null".  And all devices have to understand the basic messages.  Rasor - we need some control over association.  If the crypto suite is defined, it defines the entire thing, and is beyond the scope of the standard. 

Shvodian suggested we need a basic secure mode if two devices don’t talk the same security.  

Rasor said the "no security" mode is the only common mode in any wireless system today.   

Shvodian wants us to be able to label security so that the consumer needs to know what is supported.  This will be taken up at the Wireless Multimedia Alliance meeting.

Singer reiterated that he believes we need to be able to define what the cipher suit is.  Rene suggested this is the last step.  Singer agreed but this outline just says it still has to be done, that is: to define a cipher suite, but not define what is in it yet.  It made sense to the attendees. 

Don thought that the cipher suit public key portion is the only part that would be mandatory.  The suite explains all the details at the upper layers of security.  Rasor agreed this will be flexible and allows us to change with the industry. 

Bailey summarize that we have a message to be exchanged to allowing communicating parties to negotiate the choice of security algorithm,  including the public key, symmetric cipher, integrity algorithm and hash algorithm mandatory at the min. 

To accommodate any key size, a suite would be given another suite number, and then the internal parameters could be changed.  The first release will be only one entity authentication algorithm, one public key establishment, one hash algorithm and one key algorithm.

We will resist increasing this number unless bad things happen such as the algorithms being broken in the future.

This still won't guarantee devices can talk security without more suites, or unless they support the same suites..

Rene suggested we could also mandate one cipher suit and the null/null/null suit is "no security". 

This was the end to Singer's informative stuff

We as a group need to define the messages between the MLME , and don’t need to discuss them now.

We need to define commands, message  We should add a bullet 11 which would be for commands.   

The final comment is the cipher suites.  Rather than section 9, they should go into the Annex.  Don thought we should make a file of real important questions including we are not going to specify any specific suite so that people know they have to make this decision.

Singer also suggested that it should mention that the approach will affect the potential for controversy, or doing other algorithms could be the down side.  A mandatory public key algorithm is difficult to solve right now. 

Gregg discussed TGi problems with Koberbeos. They did make a baseline decision., and picked an offset  codebook mode. 

Rasor said that we are at a point where the document could be flushed out for D09, and can be debated. 

Singer said we are at a point where there is a lot of text to be written and details to be worked out.  

Allen asked if we meet tomorrow.   Should we divide the document to get it written?.  

Singer said if Rene sends out the outline again, we can divide up the parts and work out the disagreement in Austin.   Security has 120 Minutes on Tuesday at 1:00.  The evenings are open.   

Gregg will define tasks and get the ad hoc schedule for Austin figured out. 

Singer is willing to do work, but we need to agree on what outline we are working on.  His version tries to prevent overlap in the document sections. 

Singer thinks we should be prepared to cover the decisions, structure, were the text goes.  We also need to work with Gilb to make sure we can get the results into the document by using the correct format and file types. 

There was a long discussion on how to create the straw man.

Rasor will send out a meeting notice for tomorrow - 9:30 is probably OK.   

Actions: 

Rene - update outline, write and propose policy.

Singer will take a stab at messages from DEV to MAC and command from MAC to MAC.   Some of these may be cipher suit dependent. Bullets 7,8,and 9 and part of 10.  

Singer recommended that Rene take a look at the sections Singer and Rene wrote and asked if there was a way to map it into the new outline.  Rene will work on it 

Shvodian:  did anyone take a action to discuss the null cipher suit.  He will make a proposal and explain the risks (major risks).   Is there group consensus that a mandatory public key is the best choice?  Gregg will send out the email to the list server.

Singer has an unrelated question.  Can he call in to the IEEE meeting?  Typically not.  There is concern about the ability to write text with an incomplete staff in Austin.  Singer is willing to attend by concall if necessary.  

Adjourned at 4:42 PM  EST
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