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Security for the 802.15.3 Wireless Personal Area Network

OUTLINE

Informative Sections, Annexes & Rationale (3 Definitions, 4 Acronyms, 5 General Description, 9 Privacy and Security and/or Annexes):

1) Definitions and Acronyms

a) Entity Authentication, Data Integrity, Confidentiality, Non-repudiation, Anonymity, Availability, Trusted Party, Certificate Authority, Piconet Security Manager, Public Key, Private Key, Symmetric Key, etc.

b) CA, PSM, etc.

2) Security Goals

a) What security services are we trying to provide? - (Architecture for optionally providing entity authentication, privacy and data integrity at the MAC layer)

i) Entity Authentication

ii) Piconet Confidentiality

iii) Piconet Data Integrity

If entity authentication is provided, then either confidentiality or data integrity might be provided, or both, or none.

b) What security services are we not trying to provide? - (Trust in system relies on services provided at a higher level (Dev Host), not at the MAC layer.  Initial keys and trust properties are outside of scope for this document.)

i) Trust source (Dev Host)

ii) Denial of Service (Even if security mechanisms were foolproof, denial of service is possible using physical means)

iii) Piconet-wide security rather than device-to-device security

c) Potential Future Security Goals

i) Sub-group security (e.g. entity-to-entity as opposed to only entity-piconet)

ii) Additional methods for key exchange

iii) PSM independent from PNC

iv) DoS protection?

v) Anonymity?

vi) Symmetric trust model? (e.g. WEP-like use of passwords to initiate security)

3) Security Framework

a) Public keys as trust source - (Why we made this choice)

i) Public keys as means of Dev Host specifying trust preferences to MAC layer

ii) Trust management

iii) Key management

b) Public-key Use

i) Use of public keys for entity authentication at MAC layer

ii) Use of public keys for key exchange/key distribution

c) Symmetric-key Use

i) Possibly for completion of entity authentication (key confirmation)

ii) Payload protection

d) Group model:

i) Group key: all devices in a piconet have access to all communications.

ii) Subgroup allowance: subgroup G of devices that have access to a key: pair (G, KeyG). The group G can be represented in compressed format, provided a mapping between groups and device Ids is maintained.

e) Key updates (relative to a particular piconet):

i) Changes to the group structure:

(1) Introduction of a new group member;

(2) Exclusion of a current group member.

ii) Changes to the PNC: we don’t care (no security functionality).

iii) Changes to the Security Manager:

(1) Effect: re-do everything;

(2) Public keys re-established by discovery process or certificate list recovery (use distributed storage?).

f) Security services

i) Allowed combinations of entity authentication, data integrity, confidentiality (including ‘no security’).

4) Implementation Considerations

a) Environmental Considerations for Providing Security Services

i) Dev should support public-key management

ii) Secure storage and processing

iii) Storage requirements

iv) Processing requirements

b) Warnings to users - What shouldn't users do?  Re-iterate security risks (e.g., keys should not be communicated over the clear).

5) Public-key Management Recommendations (for Dev Host)

a) Initial key set-up (public keys):

i) Hierarchy with trusted party;

ii) No hierarchy, no trusted party (self-certified public keys, implied trust from higher layer).

b) Trust chains (personalization of devices):

i) Device certificate by manufacturer;

ii) User/owner certificate;

iii) Attribute certificate for either user or device (if applicable);

c) Access Control Policy

i) Access control list (ACL):

(1) ACL bottom up (explicit mentioning of devices that are considered ‘friendly’). Set-up after initialization, e.g., of home entertainment network.

(2) ACL forbidden list (implicit assumption of ‘friendliness’).

d) Certificates

i) Public key certificates;

ii) Attribute certificates.

e) Key hierarchy, key topology.

f) Key establishment protocols

i) Key agreement;

ii) Key transfer.

g) Encryption algorithms

i) Block ciphers (e.g., AES);

ii) Stream-ciphers?

h) Integrity mechanisms

i) Unkeyed hash functions;

ii) Keyed hash functions.
6) "Ciphersuite" Rationale

a) Key establishment

i) Establishment of the key encryption key (KEK)?

ii) Establishment of the data encryption key (DEK).

(1) Key control by either party (e.g., for encrypted large file, e.g., video stream).

(2) Absence of key control.

iii) Key Transport

Message Definitions (6 Layer Management)

7) Public-key Transport Messages 

8) Authentication/Key Exchange Messages (these are defined in the "ciphersuites"?)

9) Key Update Messages - Using KEK or Re-authenticate?

Message Formats (7 MAC Frame Formats)

10) Formats for all defined messages

a) Includes formats for PIB data items (like keys)

Algorithms (9 Privacy and Security)

11) Public key protocol "ciphersuites"

a) Entity Authentication protocol

b) Key Establishment protocol

c) Mandatory algorithms???

d) Supported algorithms

12) Symmetric key algorithms

a) Integrity Protection Only

b) Confidentiality Protection Only

c) Integrity & Confidentiality

d) Mandatory algorithms???

e) Supported algorithms

Discussion Security Policy Key Updates

1 Security model

The implementation of the security policy depends on the trust relationships between entities in the piconet. 

1.1 Role Model

One can distinguish the following roles of entities within the piconet setting:

· Security Manager. This entity is the sole source of local
 trust management. It facilitates the establishment of keying material between each pair of ordinary devices within the piconet and assumes all activities that are necessary to maintain keying relationships and to enforce the security policy.

· Ordinary piconet device. This entity is a device that is part of the piconet. The device is responsible for the secure processing and storage of keying material.

· Piconet Controller (PNC). This entity is the sole source that takes care of message control. This entity does not assume any security responsibilities.

· Portal. This entity is the sole source that ensures integration with external networks (with respect to the piconet). This entity does not assume any security responsibilities.

Besides these ‘local’ entities there might also be another entity, which resides outside the piconet:

1) External Trusted Party (outside the piconet). This entity is conceptually the sole source of global trust management. It provides each device with initial keying material and assumes all actions necessary to maintain this keying material.

Notes 

1. The role of the external trusted party includes, e.g., the initialization of public keying material for each device. As for not, this role is not elaborated upon any further in this document.

2. The roles of Security Manager, the PNC, the Portal, and the External Trusted Party are formulated in such a way as to allow a distributed implementation. In particular, there might be more than 1 security manager and more than 1 external trusted party. What is important is that these roles may conceptually be thought of as being centralized.

3. The roles in the security model are independent of the way these are actually implemented. In particular, this means that different roles may be implemented in a single device. An example of the latter would be the creation of a single device that assumes both the role of piconet controller and of security manager.
4. The piconet controller (PNC) need not be fixed in time and space. Since the device that is assigned the role of PNC might vary over time, it is not convenient to a priori assign any security functionality to it (for otherwise, trust might need to be established over and over again, at each change of PNC).

5. The external trusted party is assumed to be the sole source of global trust, since it is a party that is external to the network and might have facilities that are deemed necessary for proper trust management (e.g., secure key generation facilities, proper authentic storage of keying material, availability, etc.). 
NOTE: During the discussion of October 23, 2001, it was suggested to limit the number of devices that could assume the role of piconet controller. This might enable the amalgamation of the role of the trusted party and that of the PNC. Extreme caution is advised, however, since the trust in security services ultimately depends on the trust in the PNC.

1.2 Trust relationships

The trust relationships between the different entities are as follows:

1. All piconet devices trust the security manager in the piconet, but not necessarily each other.

2. All devices trust the external third party.

The remaining discussions will be relative to a single piconet (for brevity: group); the devices operating within this piconet will be simply referred to as group members.

1.3 Key hierarchy

The following keying relationships are in effect:

1. Public keys. These keys are used to establish a common key between devices, which can be a data key or a key encryption key. 

2. Data keys. These keys (encryption keys, resp. integrity keys) are used to secure user data.

3. Key encryption keys (optional). These keys are used to distribute data keys among devices. Key encryption keys are specific for each pair of devices.

Assumptions

1. All devices have access to each other’s public key. The means by which evidence regarding the authenticity and validity of these public keys is being corroborated is external to this document.

2. The public keys are only used to establish keying material between ordinary devices and the security manager.

3. The security manager controls the value of the data key(s).

2 Security Policy

The security policy that is in effect acts upon specific events.

Events:

1) Exclusion of a group member can be triggered in each of the following ways:

a) Expiration of membership. This refers to disassociation due to time-out (no information about whereabouts of the particular group member).

b) Cancellation of membership. This refers to disassociation due to a cancellation request of the particular group member.

c) Denial of access. This refers to disassociation of a particular group member due to enforcement of security policy.

2) Introduction of a group member can be triggered in each of the following ways:

a) Subscription of the member. This refers to association due to a request of the particular group member to join the group.

Security Rule 1:

At any given moment of time, access to information shared between members of a group is restricted to precisely these group members.

Implication:

Changes to the group structure invoke a change of the data key(s).

Rationale:

1. Introduction of a new group member invokes a change of data keys, to prevent the new member from accessing data that was communicated prior to the moment he was granted access to the key-sharing group.

2. Exclusion of a group member invokes a change of data keys, to prevent the excluded member from accessing data that would be communicated after the moment he was denied access to the key-sharing group.

Security Rule 2:

At any given moment of time, the security manager maintains symmetric keying relationships with the group members only.

Implications: 

1. Introduction of a group member necessitates the establishment of a symmetric keying relationship or data key between this new group member and the security manager.

2. Exclusion of a group member necessitates the invalidation of symmetric keying relationships previously maintained with that group member.

Security Rule 3:

At any given moment of time, devices maintain symmetric keying relationships with parties they trust only. 

Implications:

1. Introduction of a security manager necessitates the initialization of a keying relationship herewith.

2. Exclusion of a security manager necessitates the revocation of all trust relationships implied hereby.

Notes:

1. Introduction of a group member to a group can only be realized with the active involvement of that group member (no member shall become part of a group unknowingly).

2. Exclusion of a group member can only be realized due to absence of activity of a group member, notification by that group member, or a security event

Notes (Reasons for enforcing the security policy):
1. Limit impact of key compromise. Devices are low-cost consumer devices for which the availability of a trusted storage and computing unit is not a priori known. Exposure of keying material should therefore not be ruled out. The risk of exposure of keying material is minimized if exposure hereof in one device does not lead to a proliferation of exposures of keying material. If a device is excluded from the group it can more easily be brought in an environment where the keys can be extracted from the device. For the data key(s) this means that the group communication using this key is compromised. If one enforces the security policy this only impacts the information that was accessible to the compromised device anyway (because it partook in the activities of the group). If one does not stick to the security policy, this might impact information that would otherwise not have been available to the device.

2. Keep access control policy enforceable and simple. Without the access control policy in place, access to data is not precisely defined (or might differ from that assumed by human operators of the devices).

NOTE: One might argue that changes to the data key with every change in the group structure are too costly and not necessary in practice. In this event a relaxed version of this policy might be put in place [DETAILS STILL TO BE WORKED OUT].

Discussion Security Related Messages
3. Security Related Messages

The following table covers the security messages that may be used in a security-enabled device.

	Command Name
	Source
	Dest.
	Purpose

	MLME-SETDEVKEY.request
	SME
	MLME
	The SME asks the MLME to set the DEV public/private key pair (this is its own key pair)

	MLME-SETDEVKEY.confirm
	MLME
	SME
	Response

	MLME-SETPEERKEY.request
	SME
	MLME
	The SME asks the MLME to set the DEV public key of a trusted peer device and (optionally) tells it to inform the other device that the key has been set.

	MLME-SETPEERKEY.confirm
	MLME
	SME
	Response

	MLME-SETPEERKEY.indication
	MLME
	SME
	The MLME informs the SME that another device has accepted its key as a trusted peer key.

	MLME-SETSECURITY.request
	SME
	MLME
	The SME asks the MLME to set the DEV security preferences such as supported cipher suite, security manager capability, key update policy, etc.

	MLME-SETSECURITY.confirm
	MLME
	SME
	Response

	MLME-SENDDEVKEY.request
	SME
	MLME
	The SME asks the MLME to export its public key to another device.  The public key could be included in the message (e.g. within a certificate) or the public key could be extracted from the key store and sent by the MLME.

	MLME-SENDDEVKEY.confirm
	MLME
	SME
	Response

	MLME-SENDDEVKEY.indication
	MLME 
	SME
	The MLME informs the SME that it has received a device key from another DEV.  Note that the MLME will not accept the key as trusted unless the SME sends a MLME-SETPEERKEY.request with that key in it.

	MLME-ASSOCIATE.request
	SME
	MLME
	The SME asks the MLME to attempt to associate to an existing secure group.  No cryptographic operations are initiated by this request.

	MLME-ASSOCIATE.confirm
	MLME
	SME
	The MLME informs the SME whether it has been associated or not and (optionally) if it is a secure group.

	MLME-AUTHENTICATE.request
	SME
	MLME
	The SME asks the MLME to attempt to authenticate to the security manager in the piconet.  If the cipher suite includes payload protection, this includes retrieval of the payload protection key(s).

	MLME-AUTHENTICATE.confirm
	MLME
	SME
	The MLME informs the SME whether it has been authenticated into the secure group or not.

	MLME-REMOVEKEY.request
	SME
	MLME
	The SME asks the MLME to remove a public key from the trusted list maintained by the MLME.  If there is a secure connection with that device, the connection should be broken.

	MLME-REMOVEKEY.confirm
	MLME
	SME
	Response

	MLME-DE-AUTHENTICATE.request
	SME
	MLME
	The SME asks the MLME to end an authenticated relationship with the secure group.  

	MLME-DE-AUTHENTICATE.confirm
	MLME
	SME
	Response

	MLME-DE-AUTHENTICATE.indication
	MLME
	SME
	The MLME informs the SME that another DEV has ended its authenticated relationship with the secure group.  This is probably only done by the MLME of the security manager.

	MLME-REKEY.request
	SME
	MLME
	The SME asks the MLME to change the secure group key(s) for a current secure session.

	MLME-REKEY.confirm
	MLME
	SME
	Response

	MLME-REKEY.indication
	MLME
	SME
	The MLME informs the SME that a rekey of a secure session has occurred.  


2.1 Message Text

2.1.1 MLME-SETDEVKEY.request 

This primitive informs the MLME of its device public-private key pair for use in entity authentication or key establishment.  In order for the device to participate in security related operations, the device must have its device key set.  In addition, the MLME stores additional information related to the public key that may be transmitted to other devices.

MLME-SETDEVKEY.request

(

KeyID

KeyType

CurrentPublicKey

CurrentPrivateKey

IsTransportable?

IsAssociated?

AssociationInfo?

)

7.1.1.1 When generated

This primitive is generated by the SME to set the device public-private key pair and associated information.

7.1.1.2 Effect of receipt

The MLME sets the appropriate fields in its key store.  The MLME subsequently issues an MLME-SETDEVKEY.response that reflects the results of the key pair setting operation.

7.1.2 MLME-SETDEVKEY.response 

This primitive confirms the change in device key.

MLME-SETDEVKEY.response

(

ResultCode

)

7.1.2.1 When generated

This primitive is generated by the MLME as a result of an MLME-SETDEVKEY.request.  It is not generated until the change has been completed.

7.1.2.2 Effect of receipt

The SME is notified of the result of the device key setting.

7.1.3 MLME-SETPEERKEY.request 

This primitive informs the MLME of the public key of a peer DEV to be stored as a trusted key for authentication purposes of the other DEV.  If the device is not the security manager, this key will usually be the public key of the security manager. If the device is the security manager, this key will usually be the public key of a peer DEV.

MLME-SETPEERKEY.request

(

DevID

KeyID

KeyType

PublicKey

ExpirationTime?

)

7.1.3.1 When generated

This primitive is generated by the SME when it wishes the device to trust the public key of a peer device.  This must occur before the device can authenticate the other DEV or perform key establishment with that DEV.

7.1.3.2 Effect of receipt

The MLME sets the appropriate fields in its key store.  The MLME subsequently issues an MLME-SETPEERKEY.response that reflects the results of the key pair setting operation.

7.1.4 MLME-SETPEERKEY.response 

This primitive confirms the setting of a peer device public key.

MLME-SETPEERKEY.response

(

ResultCode

)

7.1.4.1 When generated

This primitive is generated by the MLME as a result of an MLME-SETPEERKEY.request.  It is not generated until the change has been completed.

7.1.4.2 Effect of receipt

[1] The SME is notified of the result of the device key setting.
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