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Update the following sections as they relate to 802.15.3 security and privacy [ref: D08]:

Excerpted from 514r0:

1.1.4 Security/authentication issues

—69

—76

—27

—28

—41

—70

—101

—26

—29

—30

—31

—332

—233

—264

—302

The following list addresses these issues and other outstanding sections for Security and Privacy.

5.6.2  Joining

“Coordinator” should it include the PSM.  The PSM will be hosted by the active PNC.

6.3.4  Authenticate

Issue 26.  - Comment:  Authentication Process needs to be defined.  Currently, TBD.

This mechanism supports the process of establishing an authentication relationship with a peer MAC entity.

Resolution:  See following sub-elements for resolution.

6.3.4.1 MLME-AUTHENTICATE.request
Issue 27.

Resolution:  DeviceID 6 bytes, “AuthenticationType” should be cipher suite selection based on IEEE P1363: Standard Specifications for Public-Key Cryptography, et seq..  AuthenticationType - 48 bytes for OID selections... is that enough?  Plenty of room to grow, I hope.  AuthenticateFailureTimeout - 2 bytes.

This primitive requests authentication with a specified peer MAC entity.

MLME-AUTHENTICATE.request
(

DeviceID,

AuthenticationType,

AuthenticateFailureTimeout

)

6.3.4.2 MLME-AUTHENTICATE.confirm
Issue 28.

Resolution same as Issue 27.

This primitive reports the results of an authentication attempt with a specified peer MAC entity.

MLME-AUTHENTICATE.confirm
(

DeviceID,

AuthenticationType,

ResultCode

)

6.3.4.3 MLME-AUTHENTICATE.indication

Issue 29.

Resolution same as Issue 27.

This primitive reports the establishment of an authentication relationship with a specific peer MAC entity.

MLME-AUTHENTICATE.indication
(

DeviceID,

AuthenticationType

)

6.3.5 De-authenticate

Issues 30, 31.

This mechanism supports the process of invalidating an authentication relationship with a peer MAC entity.

Concern:  Until we define an Authentication Policy there is no point in defining MLME-DeAuthenticate.xxx signals and their parameters.

This uses the existing prototypes in 6.3.5.1 MLME-DE-AUTHENTICATE.request and 6.3.5.2 MLME-DE-AUTHENTICATE.confirm.  Authentication policy is part of Section 10, Security.

Resolution:  leave as is.  Policy to be defined in Section 10.
6.7.1.3  Security Services

Insert the relevant completed security policy from 489rX, pp. 6 et seq. in r2.

There needs to be some type of information about the current state of the piconet symmetric group encryption key, in the beacon possibly to accommodate power savings.

7.2.1  Frame control field

The frame control field consists of the following sub-fields: protocol version, ACK policy, frame type, pad octet, frame position, frag-start, frag-end, retry, Del-ACK request, SECurity and repeater. The format of the frame control field is illustrated in Figure 9.

[image: image1.png]Figure 9—Frame control field




Leave as is.

7.2.1.9  SEC field

The SEC field is one bit in length. It is set to 1 if the frame body field contains information that is encrypted.  When the SEC bit is set to 1, the frame body field contains the encryption fields as defined in <TBD>.

Comment:  what is meant by the “the frame body field contains the encryption fields?”
The <TBD>, I assume, is the security policy from Section 10.
7.3.4 Data frame format

Issue 256.
The length of the encryption field is either 0 or <TBD>. The length of the data field is 0 to aMaxFrameSize-4-(

length of encryption field), inclusive.
Resolution:  It is zero.

7.4 Information elements

The information elements are listed in Table 65. Individual elements are described in the following sub-clauses.
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7.4.3 Capability information

The SEC bit is set to 1 if the DEV is capable of supporting encryption for its data streams. Otherwise SEC bit is set to 0.
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Figure 19—Capability field format





7.4.7 Security parameters element

Issue 101.  Security Parms are TBD.

Issue 264.  Clause is TBD.

	Octets: 1
	1
	48

	Element ID
	Length (=1)
	OID (cipher suite selector)


Resolution:  Algorithm OID (object identifier) is 48 bytes and defined by IEEE P1363: Standard Specifications for Public-Key Cryptography.

7.5 Command types
Related to 6.3.4 Authenticate
Issue 41 - define authentication frame type and structure.

Resolution:  AuthenticationType is the OID, 48 bytes.

MLME-AUTHENTICATE.request
(

DeviceID, (48 bits in frame)

AuthenticationType, (48 bytes in frame, OID)

AuthenticateFailureTimeout (2 octets)

)
7.5.2 Association request command format

Issue 70 - same disposition as above.

Issue 76 - same disposition as above.

Issue 277 - Comment:  …that is described in TBD

Resolution:  Eliminate challenge response placeholder in FIG. 29 and reference at, line 21, page 98 D08.
Only a DEV that wishes to associate with the PNC of an already existing piconet shall send this command.

The ACK policy shall always be set to request immediate acknowledgement.

The frame position, frag-start, frag-end, retry, Del-ACK request, SEC and Repeater sub-fields in frame control field of the MAC header in this command shall be set to zeros and shall be ignored upon reception.

The DA shall always be set to all-zero address, meant to indicate the PNCs address. The SA shall always be set 0xFE to indicate the association-address.

The PNID values is set to the PNID of the piconet to which the DEV is attempting to associate.
7.5.4 Association response command format

Resolution:  Eliminate the challenge/response text element.

7.5.18 PNC handover

Do we need cipher suite info in this command?

Resolution:  Since the new PNC knows the cipher suite from the security parameters element, this can probably stay as is.

7.5.22 Stream management

Not sure why SEC is in here at all.

Resolution:  Eliminate references to security.
8.2 Associating or starting a piconet

See sub element clauses under 8.2.

8.2.3 PNC selection process

If security is required, then it is a complete disqualification of a candidate if not present.  Does the existing policy implement this condition?

8.2.4 Authentication

Authentication is described in clause 10.  This is relative to the selected cipher suite and security rules.

8.2.5 Association

Issue 69 - Comment:  authentication Process needs to be defined before we have a valid association policy.

Issue 323 - Comment:  The text reads:  When the PNC receives a valid association request command,

it shall send an association response command, indicating that the DEV has been associated and its

AD-AD or that the request has been rejected with the reason for the rejection, as defined 7.5.4.

Resolution:  See 7.5.2 for association format.  Association command does not involve security, thus, the only thing valid about an association request is its intrinsic format and the fact that it is formed with regard to the command’s requirements.  See section 10 for the security policy that defines authentication process.
8.2.7 Coordination handover

Issue:  On coordinator handover, the piconet security manager (PSM) function must move to the new PNC.

Resolution:  If privacy is enabled, keying policy is in effect.  Existing piconet members are not required to re-associate on coordinator handover.

8.2.8 Broadcasting DEV information

Related to broadcasting DEVs public keys.

Issue 143:  Does this mean that all the devices originally associated with the first AC now have to reassociate themselves with the new coordinator?  Or does the new coordinator use the same PNID as the original coordinator?  If it does reuse the PNID does this represent a security problem?

Issue 332.  …PNC handover if allowed by the TBD security policy.  Coordination Handover is dependent upon a defined Security policy.

Issue 233.  Need to add text describing how the PNC can review the capabilities of associating Devs and decide to perform PNC handover if the new device is more capable.  Need to address Security Implications.  

Resolution:  Already finished except for the cross references to the security procedure which defines authentication.  See previous comments in this matter.  Authentication is defined in section 10.

10. Privacy and Security

The complete document is to be generated (completed) as determined by WG chair.
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