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Minutes: Security Committee

November 29, 2001

Gregg Rasor

Rene Struik

Bill  Shvodian

Ari  Singer

Dan Bailey

Jim Allen

James Gilb  

The agenda was to discuss where we are in the process and the stability of the approach.

Will it offer usable security?

We discussed the minimum features required for the standard.    

Rasor proposed security framework we already vote on was the minimum.   There was a long discussion about what specifically needs to be done to go to LB.   

Rasor thought the text would not be done until next Tuesday, but pieces would be sent to Gilb beforehand. 

It was asked if we need doc. numbers for the draft text.   Allen said no.  These are the details for text that was already approves and since this text will modify draft, the draft becomes the actual document.   Use email as needed.   

What do we do about the Cipher suite?  The messages have to have interfaces defined for the suite object.   The parameters defined in Austin are too specific for the range of possible suites.  A Blob is defined and the message passing with type, length and value need to be defined.  This resolution is broader and more flexible than the Austin resolution.

Can we use external references?  Yes, if a specific document is being referred to, reference the Rev. number and have a copy archived.   What if the document is not done yet like 802.1X.   That's a problem.  We'll consult Gilb.    Gilb later indicated that the documents we were concerned about are not necessary to the standard so we can reference them later when they are complete by amending the standard.

Singer thinks that some things may need to be changed and will send out an email with the issues.  We can discuss them this afternoon.

Singer also had some specific questions that applied to his next task.   

Shvodian - do we have to get more approvals if the changes were counter to the agreement in Austin.   Technical changes do need to be approved, but we will wait to see what the changes are before we'll know what to do with them as a committee. 

Singer suggested some name changes and review them, including SendDevKey,  SetPeerKey, Authenticate.response, Authenticate.confirm  MLME messages. 

He also asked whether the public key only gets used by the DEV host - Yes.    Is the MAC layer going to do the payload inscription and integrity encryption, and the upper layers to the authentication?  Rasor - Yes.

Since this discussion is about the MLME, Rene left to work on his documents.    

There was a discussion of where different security processes take place (and how it affects messages). 

Gilb attended to discuss how to reference other works out side of the standard.   The one in question is not done and is not required so we would amend the standard later when it is done.

We discussed what is needed to define a Blob to interface with the Cyber suit.   The TLV is required since the details will depend of the cyber spec. 

All  MLMEs need to be to James by Close of Business on Friday Nov. 30th. 

Document 01/530 MLMEs, are has some problems in it, can we add or fix them? - Yes as long is it is in the spirit of the vote and group's intentions.   We have to do it right.    

Rasor clarified, to a question, that KEKs are encrypted, not in the clear.    There was more discussion of where things happen in the MAC and or DEV Host.   Singer wants some more discussion about his preferences of how is should be implemented, but for now, it will be done as voted in Austin for the draft.   

Singer also asked who defines the command messages that accompany the MLMEs, how are they added and when.  Rasor address the question and referenced Section 7, which shows samples.  The authors have to make up the command type, length and value.  Contact Gilb for more information.

Everyone needs to get the results to Rasor ASAP, especially the MLMEs.    Message sequence diagrams are secondary.

Adjourned at 11:24 PM EST. 

November 30, 2001.

Agenda: 30 minute conference call to discuss status and weekend work. 

Gregg Rasor

Dan Bailey

Bill Shvodian

Jim Allen

James Gilb

Ari Singer

Rene Struik

Gregg called to order 3:28 EST and asked what was the progress and what does Gilb need to complete the document. 

Gilb asked for documents in whatever shape they are, and still hasn’t seen text.   Needs what ever we have NOW so formatting can start.  

Rasor asked if there were any reluctance to release this by today.   - No.

Jim will send out email to group about the process for obtaining the documents [done].

We discussed the location of security services and that some of this has to be decided elsewhere and at a later date (like the cipher suites).  

Gilb advised them to think about whether it should be in the PHY/MAC standard or not, not where it is physically implemented by a developer  (such as in the MAC or DEVHost) .

There was discussion in Austin about a call for proposals for the cipher suite.  It was explained that Allen and Barr will publish a process and call when Barr returns to the States.  One will be picked as mandatory. Shvodian was concerned that Allen would put that process in the WMA marketing organization that is not formed yet.  Allen corrected that that was one possibility, but that an IEEE method would be better and is being figured out.

Rene is concerned that some of his work may not be relative anymore because we generalized the entire security section.   Singer pointed out that that specific details at the interfaces are done when we present solutions and focus on the winning implementation, after the LB goes out. 

Gregg brought up a few concerns and they were discussed.

Gilb said that comments would be considered from non-voting members.

Rasor will send out a list of who is doing what and what has to be done. [Done]

Rasor is waiting for MLMEs to do the frame -work.  

Rene is writing the technical description for section 10

Singer is suppose to come up with the list of MLME commands to support the 01/530r3 Austin documents and work with Gilb on any fixes that are needed.  James will make sure everything conforms to the Austin agreements.  Refer to the email Rasor will send out for details.

Singer said the first 7 MLMEs are done and the rest of it gets sent today, so Gregg can get started. 

Document   01/530r4 is going to be used and send it for posting, and Singer's name will be added.   Rasor will do the revising.  By 6:30 PM.

Adjourned at 4:05 EST.

December 3, 2001

Jim Allen

Bill Schvodian

Rene Struik

John Barr

Dan Bailey

Bob Stengel

Ari Singer

James Gilb

Gregg Rasor

Minutes:  

2:30 called to order by Barr and Rasor to discuss Security status for D09.

Based on the email traffic, Barr discussed his concepts of the high levels protocol, high level definitions, and what was it that has to go into D09.  This will keep us focused.  

No new frames should be in there.   Can't include items that are different implementations than the agreements in Austin. 

Gregg summarized our status as he saw it.

Rene talked about taking his large document and making it more general and smaller.  

It was stated that the Security Manager definition should be put in section one.   Rasor will send a note to Gilb asking him to do that.

Discussed incorporating the 1x stuff .  Allen went back to the minutes to clarify that it will not be referenced until it is done.

Discussed MLMEs such as the MLME authenticate request.   

Gilb joined, - Barr summarized where we were.   The standard will be able to do all the things we want as best we can.

Singer explained what he did with MLMEs.  Barr asked about the new messages he included.  Singer felt these were needed as he was told to clean it up as best he could do in the spirit of Austin's agreements.   Singer and Barr discussed some of the details.  There was a discussion on where to use these some of these different messages and was clarified.   

Rene asked about MLME commands and the sequence on page 4 of 530r4.  A discussion of public key processes was ensued about when the key is known and or derived.   It was not intended to rule out implicit certificates, (which might save a message or two) but we already decided a means in Austin for D09.

Challenging the PNC was also discussed and clarified. 

Discussed the method of getting the cipher suite chosen and what can be done after the D09.   

There is concern that optimization is cipher suite dependent and that this standard will be very general and perhaps not efficient.   We will look at it after DO9 is done and we can look at it all together. 

Barr clarified to Singer what needs to be done to his current draft of text.   A clarification of the elements on the Blob or what to do with it in section 10 is an example.  Type may be removed in the object types because the MAC does not need it.   If it is used as an option, we don’t have to support it anyway. 

Barr said that inputs to Gilb also needs instructions on what to do with the text so he can implement it (e.g. replace section sss lines yyy with  zzz. )

Rene's input will be 6-7 pages.

Barr asked about Clause 7, but three was a frame that did not have a graphics.  Gilb will do the graphic if he has to.

Tuesday is the deadline. 

Singer will send out in 2 hours for Rene and Gregg at the minimum.   Singer updated 530r4 and send it back to Rasor who will format it and send it out as r5.

Adjourned at 3:32 PM. 

[Ed. Note - See TG3 minutes for other security discussions outside of the committee.]

December 13. 2001

Attendees:

Matt Welborn

Bill Shvodian

Rick Roberts

Jay Bain

Ari Singer 

Mark Schrader

Jim Allen (secretary)

Rene Struik

Richard Wilson

John Barr

James Gilb

Gregg Rasor

Bob Stengel 

Welborn discussed what the PHY can do to help with the certification issue where there is not network for certification.  The document is 02020r0 and is about PHY cooperation in security certification.  How can the PHY help in a WPAN environment in the trust process.  The document was described.  The PHY would be able to provide a more secure mode that the MAC could call if it needed a more secure channel for the certification process.  Examples are in the document.  One example is to back off transmit power, to avoid long range problems.  This is "Wisper Mode"  The other alternative is some kind of ranging or security mode..  The third is a combination of the two.  It includes a short discussion of the processes.  The problems were also discussed.

The question is to figure out how to build it in.  We discussed some ideas for discussion and how to put into the standard.   Roberts added that it came up because we stated that upper layers were going to do security.  UWB can resolve range because the narrow pulses are sent out. 

Can you measure by Pico second - under a meter resolution to as small as10 cm.   The autocorrelation pulse width and other factors affect that.  Rene thought it was good thought but was worried about how it is used.  Roberts gave an example of bringing a new device into the a house close to the source and once close enough 

Can someone with a strong signal break it.  Yes, depending on how it is implemented.  Binding the device to the other device is the goal.  Barr is concerned about stealing the data. Gilb showed that you could spoof the message.  There was some concern that there is still some work to do on the concept before it could be considered.

Rasor arrive at 2:21pm

Allen called the roll

Rasor thanked everyone for getting the draft done, and will sent the agenda for Rasor thinks we need a formal work. 

Rasor wanted to start with Struik's concern about transferring the security data from the old PNC to a new one. 

Gilb reviewed the comment forms to create TR comments. These are the things we want to look at. 

Gregg wants to work within the framework to use in D09.  Gilb wants all comments to have text to support it.  Section 10 is the template and summary and then drill down to the detail into the other sections.

Singer said that the cipher suite selection process needs to be determined to avoid later difficulty.   Barr indicated that Allen and Barr are working out the issue. 

Gregg asked for agreement on the outline framework.  In section 10.2.2 we define the list to work on.  Does anyone not agree to this list?  Struik had some questions and relationship with what Bluetooth did.  The proposal will cover instead of transferring identifying units in the secure mode using a secure hash so you can not easily identify the mfg source and device id if you are not trusted.  The implication is threat the device ID becomes a number, which is the hash in secure mode.  Gilb said the size of frames change between secure and non secure modes.  Gilb wants it to affect everything if it gets in. 

Ari thinks that a bruit force hash of 48 bits is easy for a hacker newbie to break.  There was a discussion of the implications of different methods. 

Gilb wants a written text for anything submitted. 

Rene suggested we see what BT received for criticism in their method. 

We tabled this discussion until we get a requirement and a proposal. Barr Agreed.  It can also force anonymity to a higher layer.

Anonymity may make us change the way we do device ID's.  We will stick with these three issues  until someone submits a forth on anonymity. 

Section 10.2.3 items 1 and 2 necessary and sufficient - does anyone disagree?  A question about neighbor piconets was asked.    Will a child or neighbor need to be authenticated?  Is it optional or required?  Gregg suggested optional.  Gilb said it was not defined.  There is no content relationship between neighbor nets.  The implications were discussed.  The piconet just assigns time in the frame to allow time for other devices.  Gilb asked if we get agreement that neighbors do not have to authenticate.  Gregg says that this is a way to create jammers and would be a concern.   Barr and Gilb reiterated that this coexistence feature is important and that preserves the ability to have a dumb network that can not do security and just wants basic time. 

Are there any other reasons to be concerned?  No - except for denial of service. 

Gilb asked if there is any opposition to say that a neighbor network is not required to be authenticated to get a time slot.   No opposition.

Rene suggested that the PNC guards the resources of the PN, and neighbors can prevent the PNC from controlling resources.  Gilb clarified the operation.  The PNC remains in control. 

Restriction of the number of commands a neighbor can send should be entered by Barr as a comment. 

The key shall not be distributed to the subnet or other device.  It has to go thorough the PNC.   Rasor took the action of where to put the text.   It goes in clause 6.

3:05 PM -  

Rene suggested some more comments, and Gilb indicated that there is meat missing on how to do it on this section.

Disassociation of a DEV from a piconet was discussed - it may be a violation of policy as written. 10.3.4 is where all the SHALLS should be focused. 

3:12 PM - Barr mentioned that we are doing cryptography for security , not the XSI work, so he opposes the concept of spending our time to talk about it right now.  Singer said that most security sections are defined as a whole system, so we need a clear definition of what is in Scope.   Gregg understands but understands that we have a limited time limit.  If we get trapped into changing architecture for this, it will clause us to be late. 

Singer asked, when we are not done with the complete security review by January. He is not comfortable with the potential for glazing over things we have not time for.  Barr said that we need to have time by making sure we stay focused.  Rene thinks that all security is outside of the MAC and that is a problem.   The SME is really part of the MAC. A discussion on in scope and out of scope ensued, including what is needed and where it will be.  Barr asked for the security team to write a model for the draft so we could use it to guide these discussions. 

Gregg said the Message sequence charts will be essential for this.  Singer wrote two charts and asked what was needed to get it into the document.   

01/530r5 is the flow description in text format.  Rasor will send an example to Singer to create a MSC that meets the standard. We will use that to guide the discussion. 

Barr asked for correct document process.   

Next call is Tuesday, same time.  Gregg will set the agenda next week. 

Adjourned.  3:34 PM. 

December 19, 2001

Attendees:

Bill Shvodian

Ari Singer (Secretary)

Gregg Rasor

Bob Stengel

Rick Roberts

Matt Welborn

Minutes:

Started approx. 2:30 pm EST

Rasor - I put this list of issues together based on discussions with John Barr.  Is this the right set of issues?

Rasor - We have to pretty much go along with what James and John think is in and out of scope because the technical editor determines what is a TR and what is not.  James can say what is out of scope.  Can push issues that we raise out of the document and say that they should go into an amendment.  Scope may not turn out to be a big issue.

Rasor - Scope of security framework - We need to have a full example of how it can work from the beginning to the end.  We need to address the use cases.  We need to be able to clearly say what the vulnerabilities are in the document as well.  Can the security group address this?

Rasor - We need words and pictures for association and disassociation, change in PNC, etc. so that people can clearly see how to implement the security.

Shvodian - Do we need to look at the bigger picture?  I bought a device and I brought it home, now how does that work?  We don't necessarily need to discuss this specifically right?

Rasor - We have never figured out what the actual scenarios are.

Roberts - There were a few documents in 2000 that talked about the possible usage scenarios.  We can go back and reference them.

Roberts - If we can leverage off of those applications and derive deployment models and we can agree on it, then we can go from there.

Rasor - Kiosk example and "dumb" speakers example should be included in the use cases.  Lucas film may be a customer, for instance.  They want to be able to send streaming content to devices.

Singer - The use cases don't matter if the public key life cycle issues are out of scope, at least in terms of what is normative in the standard.  I think this is getting into the issue of how you trust a public key, which leads you to defining certificates and the like and I don't think that is what we are trying to do here.  The use cases are all the same once you assume trust in the public key.

Roberts - The voters need to see how things work.  We can't say that you have to plug into some other big infrastructure.

Rasor discussed what WEP is doing.  Everything that you do to make the card to do the security is outside of the scope of WEP.  This may be the same kind of thing.

Welborn - What are certificates tied to usually?

Singer gave some examples.  It would be tied to things like a person's name or a company name or an e-mail address or something.  Existing certificates aren't tied to device IDs right now, so if we define the certificate formats, no existing certificates will work.

Struik - The certificates must be tied to something in the device.  The device is the only entity that will know its private key.

Welborn - The PNC needs to know which device it is talking to.

Rasor - Personalization information will tie the device directly to the person.

Shvodian - on the personalization issue:  Both the PNC and the DEV need to know how to pass information to something that tells them what to trust.

Singer - You don't need to necessarily put the device ID into the certificate.  In your authentication protocol you can include the device ID and tie it to the use of the private key.  SSL is an example of that where all of the messages are signed (or MAC'ed in the symmetric-key cryptography sense) at the end so both entities know they saw the same protocol.  We can simply insert the device ID into the protocol and prove that the person who knows the private key claims to have that device ID.

Rasor - You must have a trusted third party.

Struik - I think that we need to define how to do all of the steps in the public-key life cycle in the standard.  We shouldn't push it off to a higher layer.

Shvodian - PGP does something different from certificates.  You go into a room and you physically contact someone and decide to trust their key.  This would not be allowed if we required the use of certificates.

Singer - That's exactly the kind of scenario we have been talking about.  That's why I think the certificate management has to be outside of what we require in the standard.

Struik - You can't transfer devices.  If the private key is held by that device, no other device can have it.  When the certificate is created, it should have something that identifies the device in it.

Shvodian - I want to raise an issue.  We talked about having our security solution peer reviewed.  Can we have this peer reviewed?  I don't think we have time for this if it has to be decided in January.

Rasor - No.  We really don't have time for formal peer review.  We discussed this before and it would require a submission to a conference and acceptance and the process might take a year or more.  We just have to do the best we can.

There was a long general discussion about whether certificates and trust in public keys should be defined in the standard or not.  Struik and Singer seemed to have different views on the direction we should go.

Struik thought that if we don't define the public-key certificates and how they are used, then we are not providing the full security solution and we can't guarantee interoperability.  The problem with a lot of standards is they only solve part of the solution and then when people go and implement it they don't have all the information and they can end up doing it wrong.  As a cryptographer he thinks that all the security can and should be done in the MAC and we should specify how to do it.

Singer thought that we are opening a huge can of worms if we define an entire PKI structure in this standard.  We shouldn't (and I don't think we have the capability to) mandate in the standard how the public key becomes trusted.  If we do, we have to define access control lists, certificate formats and basically the whole infrastructure of a PKI.  This also severely limits the way security can be implemented, unless we leave the possibility open for all these different scenarios, which becomes a monumental task.

Rasor indicated that Gilb and Barr wants us to put as much security as possible in the MAC and not push things up to a higher layer.  [After the call, Barr indicated that: "We want to ensure that the frame formats and the MLME commands that we have specified are sufficient to implement well known security methods to accomplish our goals.  Whether it goes in the MAC or not is an implementation issue and is not something that we can specify."]

Struik - There may also be some advantages using implicit certificates in specifying the certificate information in the standard.

Singer - If we want to allow the MAC to only use the public key and not care about the rest of the certificate once it is verified, then implicit certificates are the same in principle as any other kind of certificate.

Rasor - The one issue that Barr said he thought was out of scope was bullet c) of the "consideration of security associations" section, which says:

"between devices and the external trusted party (for initial key establishment)"

Singer - I think that is the same issue as the "public-key life cycles issue", which is exactly what I am saying is out of scope.

Singer - I think at this point it is clear that Struik and I have a difference of opinion on this point, but it is a critical one to be resolved because everything else pretty much hinges on this decision.  Perhaps we should just call this an impasse and have someone record Struik's comments as a ballot comment and have someone record my comments as a ballot comment.  Can I take a straw poll to see what people here think?

Rasor - I think maybe there is something in between your two perspectives.

[Rene Struik had to leave the call]

Welborn - I guess I am thinking that certificate authorities are outside of the scope.

Singer - Something that Dan Bailey mentioned is the possibility of NTRU hosting a security sub-group ad-hoc meeting.  It seems like it is very difficult to get stuff done, particularly getting text in the conference calls and being face to face may be better.  Is that a possibility?  

Rasor - Yes.  That's a possibility.  I like the idea.

Singer - Does anyone from XtremeSpectrum think they might send someone to that if we have it?

Shvodian - Yes.  I think someone would probably go to it.

Call ended approximately 4:00 pm

January 16, 2002, 

2:30 PM EST

The continuing agenda for our meetings is as follows:

Roll Call:

Open Issues:

Letter ballot comments are due today (16 Jan 2002)

by 2300 EST!

New Business:

Discussion of security as it exists in the draft and any

issues that can be classified as a show-stopper for

voter approval and more importantly, acceptance by

manufacturers and consumers.

Adjourn

Roll Call:

Attendees:

John Barr (Secretary)

Gregg Rasor

Bill Shvodian

Rick Roberts

Dan Bailey

Rene Struik

Jay Bain

Ari Singer

Bob Huang

Jim Allen (very late)

2:35 EST Meeting Called to order by Gregg

Make sure everyone gets their comments in correctly.

Any show stoppers we need to address in Dallas.

Dan – Handle them in Dallas. Bill Shvodian will include as part of his comments.

Will security be done earlier than Wednesday? Maybe, but most work will be done starting with the security session Wednesday morning.

Bob – Will there be a number of security options? 

Gregg -Cipher Suite use an option.

Bob – All or just one? 

Gregg - Most likely just one.

Bob – Manufacturers don’t like choice. Added cost for multiple would be wrong.

Ari – Define in commonalities so the basic structure is the same. 

Rene – Security Architecture first, then cipher suite selection.

Ari – Don’t expect cipher suite selection to be done in Dallas.

John – Need to be able to designate a mandatory cipher suite, may not need to select one now.

Bob – MM market will need an assured security architecture.

Gregg – We are doing security and privacy, not necessarily content protection.

Bob – DRM necessary. Will need method for validating devices. Will bring view of potential impact on not having a baseline cipher suite.

Dan – Interoperability will require a single cipher suite. Difficult to chose one.

Bob – Make sure DRM solutions will work well. 

Ari – Discussed some requirements for cipher suite selection.

Dan – Need to know what a cipher suite looks like and then make the best selection.

Rick – Contains a MAC level security implementation?

John – We have the ability to authenticate and keep the link private uses public keys.

Bill – Everyone in piconet uses the same key.

Dan – Security decisions have not been well documented. Group keys only, not peer-to-peer.

Rick – Documented where?

Rene – Draft is current state, need to add some more detail.

John – Explain process on how to improve the draft.

John – Are their any good examples of good wireless security?

Gregg – Not any real good examples that we can directly use.

Rene – December call created list of items required to correct current draft. December 19 email from Gregg. Should be reviewed by people interested in the security issues.

Here is the text:

The following outline is representative of issues that need to be considered and / or resolved before the next (interim) meeting.  Our goal is to examine each of these issues with respect to what D09 has implemented, and if absolutely necessary, propose changes to D09 that will allow a solid security and privacy model for 802.15.3.

1. Scope of security framework.

This should include each of the following:

- public key life cycle issues, including the generation of public keys (by the device itself or at manufacturing) and verification of their authenticity by each device.

- symmetric key life cycle issues, including key updates due to

     (a) changes in the group structure of the key-sharing parties.

     (b) changes in the roles each party plays.

- consideration of security associations

     (a) within a piconet;

     (b) between different piconets (piconet, child piconet, neighbor piconet);

     (c) between devices and the external trusted party (for initial key establishment).

- management of administrative data, including

     (a) authentic list of devices that are part of the piconet.

2. Anonymity of devices.

This was a major criticism of the original Bluetooth specification. One distinguishes the following issues:

     (a) tracking of devices and thereby their users (this privacy issue, advertised on the front cover of the NY Times, led to a change requirement by Ericcson).

     (b) traceability of the manufacturer of the WPAN-chip (this might lead to passively monitoring which devices are owned by whom (e.g., for device theft)).

3. Robustness of the solution.

Changes to the PNC now invoke a re-establishment of all public keying relationships which might be too costly (e.g., if 240 devices need to negotiate new public keys and each key establishment costs half a second, this requires a down-time of 240/2 = 120 seconds= 2 minutes, during which no data can be communicated.

4. Access control lists.

Access to a piconet is now based on an authentic public key only. This might lead to inclusion of devices one does not want to participate. Instead, it should be based on users or device usages.

In order to take this into account, one has to study access control lists in each of the following scenarios:

     (a) no user interface (e.g., speakers).

     (b) user interface (e.g., Palm-like address book).

One also has to associate users or usages with the device Id.

5. Flexibility of message formats.

These formats should not prevent certain solutions, e.g., 3-pass key establishment protocols (e.g., MQV with key confirmation).

2:03 PM CST - Adjourned
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