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1 Introduction

This document includes diagrams and accompanying descriptions of security protocols that are implied by P802.15.3 D09.  This information is not intended to be included in the draft standard unless the protocols are accepted by the working group and is only being provided as an informational submission to the working group.  This document should not imply that these security protocols are recommended by the author.

Based on the information provided in this document, it should become easier for balloters to comment on the protocols that are represented in the document.  It may be appropriate to reference this document in ballot comments, however this document is not normative and should not be considered part of the draft standard.

2 Protocols and Descriptions

The following sections give brief descriptions and diagrams of security protocols that are implied by the draft.  The diagrams include MLME messages and commands sent between devices.  Each of these messages and commands are described in the document.  For each diagram, solid arrows are used to represent required messages and dotted arrows are used to represent optional messages.  For timed out message sequence charts, the protocol should be viewed from the perspective of the device that determines a time out has occurred, so it may not know if certain actions were taken by the other device or not.

2.1 Successful Authentication

When a device wishes to join a secure piconet, it must authenticate to the PNC.  The authentication process starts with an authentication request.  When the PNC receives the authentication request, it checks to see if it is willing to allow that device into the piconet and, if so, it generates a challenge for the DEV so that it can prove it is who it claims to be.  If the DEV provides a legitimate response to the challenge, the PNC sends back a confirmation that the DEV may join the piconet.
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2.2 Timed out Authentication (DEV side)

When the DEV attempts to authenticate to the PNC, it sends an authenticate request.  Until the authentication process is completed, the DEV is not granted the rights of an authenticated DEV, so the DEV should not wait indefinitely to get an authentication response from the PNC.  While the DEV is waiting for the authentication response, it may participate in a challenge response protocol with the PNC or it may not.  In either case, if the DEV does not receive an authenticate response within a reasonable amount of time, the MLME should return a timed out response after which the DME may choose to attempt a new authenticate request or choose not to authenticate to the PNC.
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2.3 Timed out Authentication (PNC Side)

During the authentication process for a particular DEV, the PNC sends a challenge to the DEV for it to prove it is who it says it is.  As with any other time a challenge is sent, the PNC sets a time limit for how long it will wait to receive the response.  One reason for this timeout is to free up the resources of the PNC that are being used to save the state of the challenge protocol.  If the challenge times out, the PNC should send an authenticate response message to the DEV informing it that the authentication process failed.  One scenario in which this might occur is if the DEV requests authentication but then moves out of range and does not receive or is unable to respond to the challenge from the PNC.
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2.4 PNC Rejected Authentication

During the authentication process, the PNC may choose to reject the authentication request made by the DEV.  This rejection may occur at different times for different reasons.  When the PNC first receives the authentication request, it may reject the authentication immediately because it does not trust the public key of the device that sent it or it does not wish to allow the device to join the piconet.  If it rejects it at this point, the PNC will not send a challenge to the DEV and will simply return a failed authentication response.  If the PNC decides to let the DEV attempt to authenticate, it will send a challenge to the DEV.  If the response to the challenge fails the test, the PNC should send a failed authentication response.
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2.5 Successful (and Unsuccessful)  DEV to DEV Challenge

When a DEV wishes to authenticate another device in the piconet, it may send a public-key challenge to ask it to prove it is who it claims to be.  When the other DEV responds, the DEV that sent the challenge can decide whether it trusts the other DEV or not.  Note that there is no confirmation sent to the DEV that received the challenge as to whether or not it was accepted, so the flow for both cases is the same and is represented by the following diagram.
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2.6 Timed out DEV to DEV Challenge

When a DEV challenges another DEV to prove its identity, it maintains a timeout function before which it must receive the response in order to trust the other DEV.  One reason for this timeout is to free up the resources of the DEV that are being used to save the state of the challenge protocol.  It is not known to the DEV that sent the challenge whether the challenge was received and processed by the other DEV or not, only that it did not receive the response within the allotted time.
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2.7 Successful (and Unsuccessful) Key Request

When a DEV wishes to obtain a key, it may send a key request to the PNC.  When the PNC receives the request, it should either send the key to the DEV if it is authorized to obtain the key or send a response indicating that it refuses to send the key.  In either case, the message flow is described by the diagram below.
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2.8 Timed out Key Request

A device may choose to request a key because it is currently unable to participate in a secure piconet in which it is authenticated.  In this situation, if the PNC does not respond to the key request within a reasonable time, it may want to time out the request and send another in case the PNC did not receive the first request.
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2.9 Successful (and Unsuccessful) Key Distribution

When the PNC changes key or needs to send a key to another DEV, it may send a key distribution request to a DEV.  When the DEV receives the key distribution message, it automatically sends an ACK to the PNC informing it that it received it.  There is no indication in the ACK as to whether the DEV was able to decrypt and use the key that was sent.
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2.10 Timed out Key Distribution

When the PNC sends a key distribution message, it may want to be sure that the DEV received the message.  As a result, it may set a time out for the message and if it times out, the PNC may choose to send the distribute key message again.
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2.11 Successful De-authentication

When a DEV wishes to end an authenticated relationship with another DEV, it may send a de-authentication request.  It may choose to end its relationship whether or not it receives the ACK in response or it may wait until it gets the ACK to be sure that the other DEV is aware that the authenticated relationship has been ended before it ends the relationship.
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2.12 Timed out De-authentication

When a DEV wishes to end an authenticated relationship with another DEV, it may send a de-authentication request.  Before it stops keeping track of the relationship, it may set a time limit to hear back from the other DEV and if it doesn't it may choose to re-send the de-authentication request to make sure that the other DEV knows that it is de-authenticating.  The DEV that sent the de-authentication request will not know if the other DEV received the request unless it receives an ACK.
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