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TG3 Minutes - Dallas Interim

Monday, AM, January 21, 2002

Called to order by Barr at 10:52 AM.

Barr reviewed the agenda for the week to get approval.  Several document approvals were added to the Monday agenda.

DuVal asked what application is required to be able to read the draft comments.  Ans: Microsoft Access.

Barr indicated that Singer was not at the meeting and Bailey was available to present his presentation.  Barr asked for a motion:

Motion to allow Bailey to make security proposal rather than Ari Singer.

Moved by Allen seconded by Gilb, approved by unanimous consent. 

The document "Security Architectural Issues" from Struik is in the document number database OK, but it is wrong on the agenda for Wednesday item 8.4.  It was corrected. 

DuVal contends that that our agenda overlaps with SG3a and that we should give it some time.

She would also like to stop at 9:30 PM.  Barr reminded her that there is already a vote at the end of each day to set the end time each day.

DuVal moved to amend the motion to amend the agenda to recess at 9:30PM and to remove the vote to continue the discussion from the agenda.  She said she would consider changing her motion to allow one late night.  Gilb commented that this process allows us to vote depending on how we do each day.  The motion stood:

Motion: to amend the agenda to recess at 9:30 each night and to remove the vote for extending the day from the agenda.  DuVal moved, Shvodian seconded.

Procedural (50%) 

10 Yes/  7 No/ 3 Abstain.   Motion carries.

DuVal moved that we change the agenda Tuesday and Thursday so there is no conflict with SG3a.  Gilb said that we normally do all of this in parallel and we agreed to this SG based on it not impacting the LB progress.  He added that he has scheduled PHY resolutions for the overlapped time at Robert's request.  DuVal would like visibility as to what will be done and when so she can plan better.  Gilb said that we will delay any resolution that needs someone in the SG3a session until after that session.

Motion:  Modify the agenda to make the only issues to be resolved shall be on the 2.4GHz PHY issues.  Gilb said this is too limiting and that we approved the group based on not impacting the LB.

Procedural (50%)

5Yes/ 11 No/ 4 Abstain.  Motion does not carry.  Special time will not be made available.

The Tech. Editor reiterated that he will make as much effort as possible to work on topics that are not affected by the SG3 group being in their own meeting and will send a runner if issues arise.

Shvodian suggested we schedule time for power management.  Gilb will try to schedule this for Raju's, and Schrader's availability.  This will also give Bill and Raju time to work on text.  

Allen made a motion 

Motion: to move the approval of security minutes, Item 1.2b, to Wednesday AM because it’s not yet on the server.

Procedural (50%)

Moved by Allen, Seconded by Rasor 

No objection.  Approved by unanimous consent.

There were no more comments on the agenda.

Internal motion to approve the agenda with modifications.  Approved by unanimous consent.  Revision two (r2) will be posted to the server. 

Shvodian wanted line 837 of the minutes that were ascribed to him, was actually is interpretation of what NTRU said at an earlier meeting.  That change was made live after which Barr made the: Motion to approve the minutes.

The minutes were approved by unanimous consent.  

Barr asked Gilb to comment on the resolution database and the process.  

The comments will be updated in document 02/040rN each day.

DuVal asked how does a commenter get told they are being told to be in the room when they have other commitments at this meeting to other LBs.  

Duval will be going away on Wednesday and offered to help resolve her comments before she leaves.

Gilb clarified to the group that we will contact the submitter to get the OK.  That is why we asked for cell phone and contact data in the comment. 

Editorials will not be discussed unless they are questioned in which case Gilb will contact the submitter. 

Reference:  02048r0 is the NextCommentPrioritization.PDF.  Heberling asked how this list was put together.  Gilb put some simple ones first to get us rolling and then tried to save some ones that need negotiation for later in the week.

Allen announced that as acting secretary, he will rely on the comment data base instead of detailed minutes.

Gilb asked Heberling when the SDL work will be done.  Heberling indicated the maturity of the draft was a problem.  It may take 3 to 6 months to get the SDL done.  Gilb suggested we delete this section and then add it.  Shvodian suggested that we make sure the SDL gets done so we can see the operational problems.  The lack of an SDL can hold the standard up doing two normative systems in parallel and the time it will take.  Gilb explained procedures to change it afterwards. 

Roberts agreed it might be prudent to remove the SDL to get going.  Shvodian asked it SDL was required for ISO.  Allen indicated that they do that when they start their project.  It was suggested that ISO's version may be a way to get the SDL into the system if it is not part of TG3. 

It was suggested that we might have time to put it in before LB but Gilb indicated that it is counter to reducing the amount of open work to just add it at the end. 

Shvodian suggested his reasons for wanting PICs (reduce confusion and simplify test reporting). Gubbi arrived and a discussion on his time units (Kus, kus, ms) comment began.  Each commenter had an opposing TR comment regarding which to use. 

Recessed for Lunch at 12:13 PM.

Monday, PM, January 21, 2002

Reconvened at 1:05 PM

Gubbi asked if there were any other standards that have SDLs?  IEEE802.15 .1 has it but  IEEE802.15.4 does not.  He is concerned that a sponsor balloter may want to see the SDL.  So noted.

The secretary volunteered to record the item number and person to be contacted to make sure there is a call action list.  The numbers will begin with the pound sign.

#1364 
need to contact Shellhammer

#88
need to contact Cypher.

Gilb asked who would help with the PIC drafting.  Bain and Gubbi agreed to help on specific sections.

#89 : need to contact David Cypher

1:33 PM.   A and C sections are done. 

#96
contact DuVal that we replaced the text with the wording from definition 3.39.

#98
contact DuVal

#1357 
contact Shellhammer.

#1719 Song-Lin had a comment about whether each mode has to be a PNC.  Roberts said there is a document that he wrote a few meetings ago that explains the justification and suggested the commenter read that and for us to return to this comment later. 

#112 discuss off line with DuVal.  

DuVal arrived and the comments were checked and recorded in the database.

#799 needs to be discussed with Kinney.

#130 - DuVal wants a state diagram.  Gilb will do it because attendees are lacking VisioPro. 

Recessed around 3:00 PM
Reconvened at 3:32 PM
Item 440 - The QoS layer is a bit thin to stay in the section and wanted to get rid of 9 and annex A.  There are several comments to delete it.  Service flow should be "beefed up".  Roberts asked what we were trying to do with this.  We were trying to define the QoS but we reduced the comment when we decided to use convergence layers.  Much of the QoS is in section 8.  Heberling agreed. 

#975 contact Jeyhan 

#1354 contact Mike Seals

#1353 contact Mike Seals.  The number should be 8.

Item 1393 will be addressed wild adding new MLME text.

Recessed at 5:35 PM.
Monday, Evening, January 21, 2002

Barr called the session to order at 6:40 PM. 

Started with item 1401.   There was discussion on how the system can be abused by aggressive vendors.  We skipped this one for now.

1403 is a "Shvodian editorial" related to a comment we just resolved.  He wanted to address it because it probably needs technical input.  We'll go back to it later.

Heberling asked if PNIDs are persistent.  Gilb said, "Yes". 

8:21PM  On item 566, we resolved it and Roberts said we would see it again, so let's just reference this number for the other ones he knows is in the data base.  That was OK with Barr who is recording the resolutions in the database. 

Item 1412 was a comment about assigning field strength for the channel.  Gilb said that there are may aspects of determining this that make it complicated and suggested we just rate the channels from top to bottom worse to best and return that data. This makes it relative and abstract and more PHY independent.  Heberling suggested that this will modify the nature of the Scan function. 

Recessed for 5 minutes 

In comment 571, the AD-AD is changed to DevID.

9:10PM  Item 576 was tabled.  Heberling said that they did some simulations on the SDL they were using that the Dev Info table is a lot to send.  There was a discussion of how to fix this and Heberling has some MSCharts to review first. 

Item 454 deletes 6.3.4.5 and it's sub clauses.

Shvodian wanted to end with item 1441.

Recessed for evening at 9:32 PM
Tuesday, AM, January 22, 2002

Barr called the meeting to order at 8:10 AM.   

Announcements:  Some documents are missing and if not posted by 9 am, their presentation will be cancelled.  Documents 02/029 and 02/030 are missing.

Document 02/046 is on Mars.

We began resolving comments.

We rejected #424.  We couldn't not reference rules not already approved by the FCC.  The Digital Modulation report and order has not been issued.  The commenter withdrew the comment.

In item 1109, there was a lengthy discussion about the channel plan.  Roberts would be OK with the channel plan if the text included the process by there the PHY scans all 5 channels and picks a channel that determines one of the two channel plans.

Allen asked if we needed to continue to support the 4-channel plan.  Gilb asked if the reason was to make the channel plan match 802.11 for coexistence.  Yes, but it also makes channel selection easier.  Gilb indicated that this is currently a requirement.

#1254: contact Roberts

Item 1255 is about temperature range. This requirement was determined by considering the applications.  Gilb pointed out that this is a min and not a max.  Implementation can be wider range.  This is the "type one" range for .11b.

Recessed 10:14 AM.

Reconvened 10:35 AM.

#1355 is a coexistence issue and will be reviewed with the other Coexistence issues. 

There was a discussion about repeater mode as initiated by Shvodian's comments.  

11:39AM - item 78 was accepted to remove repeater function.  Gilb asked if anyone objected to removing repeater.  No objections.

Item 294 was discussed regarding the TBD for stream security.  We deleted it pending a response from the security team.  The policy and bits will continue to be reserved.

11:55PM Recessed for lunch.

Tuesday, PM, January 22, 2002

1:05 PM - Reconvened by Barr

Item 37 had a long discussion in regards to whether devices could exist without being a PNC.  These devices should be the type that is normally used in conjunction with a device that would normally provides PNC capability. For example: a stereo receiver and wireless speakers.  The WiMediaTM branding will have to address this. 

The question came up about what can the group do to try to change a comment's "type".  E.g. How can we change a TR to a T or some other type?   The first step is to discuss the issue with the commenter and make a case for a different type.   If the group is unable to convince the commenter, the TG Chair can raise the issue for resolution by the WG Chair to the 802 level.  

Item 38 engaged about assigning class devices.  Roberts suggested that this is a risky task as applications change over time. 

2:58PM - Recessed.

3:31PM. - Reconvened.

Gilb asked if PICs were required and normative or informative.  Jennifer Longman and Yvette  (IEEE) were called and it is apparently up to the TG to decide.  

Item 79, 82, 83, 85 will be reviewed with Security. 

Item 495 caused discussion about reserving bits.  HiperLAN reserves blocks of addresses for private an public addresses.  Others thought that 252 addresses are too many and giving some away is not a big deal.  This was adopted as submitted. 

Roberts asked a procedural comment.  If we have text required to close an item, is it open ended and will it affect our re-circulation?  The answer is that someone will write it before the re-circulation or it will be changed back to an open status.  

5:32 PM - Recessed

Tuesday, Evening, January 22, 2002

6:45 PM - Reconvened by Barr.

Heberling identified where 30 of his DevID comments were so Barr could correct them on the break.  After the break, we reviewed each item and validated its closure.

#1719 contact Song-Lin

The question of whether Piconet was trademarked came up.  The 802.15.1 draft was opened and no "marks" were found.  We decided to keep piconet in the draft. 

Number 1548 elicited a suggestion to add:  If the Dev finds another Dev with the same ID, it generates a new unique one and tests again. 

Item 1828 was discussed at length.  There is no proposed remedy.  We talked about it for a long time and reached no conclusion.  We rejected this until there was a proposal.  

Steve Shellhammer was present so we addressed his 10 comments.

9:45PM - Recessed.

Wednesday, AM, January 23, 2002

Called to order at 8:02 AM by Barr.

Security minutes document 02/026r2 was moved to be approved.  No opposition.  Passes by unanimous consent.

Barr began presenting his security presentation document 02/034r0.

On slide 5, Barr discussed messages.  Keys are put into the products by the manufacturers.  The keys are pre-assigned by an agency [such as WiMedia] and can affect how secure devices know each other and may include recognition of devices made by the same manufacturer.

Shvodian said that what is missing is how a device knows it wants to, or can, join a piconet.  How does a node get on someone's control list.  That is the nature of security.  The process of OK'ing a node on the list is beyond the scope of our standard but can be addressed as part of the upper layers.  Shvodian would feel better if the process for doing this for simple devices were better defined. 

Questions.

· If the device sends its own key, how do you know it's the right key?

· Since commands are sent in the clear, how do we prevent someone else from entering the piconet with a spoofed IDs .

· We generically use a cipher suite and it's not clearly defined.  That causes confusion.

8:36AM  - Bob Huang  

Document 02/044r0 is an overview of consumer electronic needs for security.  Content will be video and digital transmission of that video.  This involves Copyright issues on the content.

They may not allow things like wireless DVD, or video distribution.   He believes we need built in security that prevents people to easily get into the content but is only a first line of defense in a larger scheme. 

Encryption and Digital Rights Management are also aspects but are beyond our scope. 

We worry because the digital video market is a huge market per his slides. 

Low cost is important and he would like a single main cipher suite and allow optional suites.  Devices will come from different manufacturers so for interoperability, there has to be a single security default.

If we take too long, they will continue to look for alternative solutions. 

8:50 PM - Dan Bailey presented 02/046r0.   Primary goal is to talk about the document 02/045r0 and to encourage all to read it.  PLEASE READ 02/045R0  !!!

There were several questions, and we will come back to details this afternoon.  

For 55 Mbps, there will need to be a 2GHz ARM or hardware implementation for the symmetric Key.  They want to know what this will cost.  

Shvodian noted that the value for some key cipher suite parameters are in the standard as ">1".  An implementer might make the wrong choice for he size and have an impact on the design.

There is a lack of requirements and need to work with manufacturers to get it.  Struik suggested that we get verification from the Crypto industry.

9:07 AM.  Struik presented document 02/030r0

This is not a focus on where it goes or which one, but rather the general architecture.  

9:30 AM - we began comment resolution for the security section. 

Item 1643:  Huang does not think that limiting the number of cipher suites is a good idea. 

Bailey said that if we put any details within the MAC and PHY, it would limit the number of suites that could be eventually implemented.

Barr - No one made any suggestions in any of the Letter Ballot security comments about what has to be done for a valid security architecture.

Huang wanted to expand on his prior comment - he doesn’t want to support all suites, but he doesn't want to limit the suite right now.  He doesn’t want to be limited by the architecture.

Dydyk thought we asked for a recommendation, and Gilb said yes, but now we need to work on comments to direct the discussion.

Discussion ensued between Dydyk & Gilb related to moving the cyber suites into an Annex (informative).  Bailey was concerned that if this happens then not all of the cyber suites would be part of the Standard, but rather simply for information purposes.

Gilb wants to add the possibility of tying key generation to authentication.  In addition he wanted to change all of the text to informative language and place it in Annex B.3

Item 1832

Rasor wants to incorporate a more flexible security model. Gilb agrees in principal to the comment.  Rene agrees but it can make the framework more complicated.

Roberts said that there are 3 security experts in the room and they don't agree. He says it is difficult for this committee to accept these changes to the draft. He wants them to go off and come back with a compromise security solution.

Gilb agrees and wants the security subgroup to go off and compromise and then come back to the group with a proposal.

Barr asked those involved to meet now in an ad-hoc security session and report back when the group reconvenes. He wants to get some resolution to help move this portion of the comment resolution process forward.

10:02 AM - Meeting recessed.

Wednesday, PM, January 23, 2002

Birds of a Feather Coexistence meeting - work recessed to attend and present at this meeting. 

2:00 PM - Reconvened by Barr.

2:28PM - In DuVal's comments on coexistence, she asked that the editor provide a reference to the TG4 draft in his response.  The reference is Section 6.9 D13 draft from TG4. 

Item 1478- Shvodian took an action to write an answer to this.

Item 853 - Shvodian said that their designers recommended that this be done so it can be implemented in hardware and not just software.  They thought this was a bad idea because the order and/or the existence of it can change, making it complicated.

5:43 PM - Recessed for the social.
Thursday, AM, January 24, 2002

8:20 PM - Called to order by Barr.  Due to SG3a meeting, we will focus on coexistence and issues not requiring the missing members.

10:30AM Recessed.

10:46AM Reconvened.

Power management clause authors went into a subcommittee meeting to work on an explanation/compromise for the comments they received.

There was a length discussion about changing channels dynamically.  Heberling is worried about what happens if the beacon went away.  Document 01/410r1 from Heberling was reviewed (sections 6.3.1.19).  Remote scan was added to retrieve data and the MSC will be break up the function into smaller elements.

Thursday, PM, January 24, 2002

Reconvened by Barr at 1:12 PM

Gilb mentioned that security and the clarification of what is needed out of all the possibilities that might be possible, may justify making the PICs normative.

1:20PM Barr turned the chair over to Gilb so he can attend a balloting process meeting.

Yeong-Chang Maa arrived to addressed number 1772.  Gilb clarified that even though four comments form Inprocomm commenter were the same, all he had to vote on was his ballot.   Text of the resolution was sent to all four commenters.

Gubbi presented 01/384r2.  Schrader agreed that most of this proposal for a very basic mode (simple mode) is an OK addition.  Bain agreed that if it is only one class of power management, it can be a reasonable subset of a fuller feature set.  Gilb added that this simple approach works when you are asleep for long periods but not when you're active.  

Gubbi asked how we go from there if we all agree to the basic level.  Gilb said that we are getting agreement on the basics and shall write the draft based on the agreed direction.  What is that direction?  A DEV that wants to sleep sends a message to the PNC that has how often you want to wake up and how long it intends to be asleep (max sleep time).  If the device wants to sleep longer, it can ask to sleep longer and the PNC can deny permission if it wants to coordinate the net, [e.g. for a broadcast].  The MSCs (Message Sequence Charts) are missing but the current MLMEs support it.  The sequence is: Request sleep, approve sleep, check sleep, request sleep again if you want more time, and/or decline sleep request.  It can decline by setting the time low.  The reason code may not be in here and may not need a denial response. 

Hand over in progress; looking for a new channel may be reasons for power management to be coordinated.

Raju has some text in document 01/383r1 even though this document has aspects that will not be incorporated.

The idea is that there is a time-out and a periodicity factor.

Gilb asked whether he was opposed to other sets that are optional, and Bill didn’t see the value in it.

Roberts can't find 01/384r2.  Gilb will make sure it's on the server.

Gilb summarized the next step.  We now have a basic power management mode.  Now we can talk about extensions.  This is OK if they are optional.

Schrader presented 02/067r0 notes on a compromise.  A compromise was added to slide 7.  If the PNC is AC powered, it should support 4 EPS modes. Bain thought that some AC powered low cost device may want a low number of sets and should be allowed for.

Gubbi was glad to have this compromise but is also worried about the flow of the text for the reader and implementer. He suggested a team of four to help make it better.  Gilb said he would welcome the four editors to write and agree among themselves before submission.  Bain agreed to lead that process and Gubbi said that he would talk with Bain about it.  The draft has to be submitted in two weeks. 

Gilb also suggested we address the overloading of fields.  This makes them hard to understand.  The result should be easy to read like the notes Schrader showed. 

Shvodian is worried about a burst of devices all asking to be awakened at the same time [ed note: e.g. flash synchronized cameras].  He suggested allocating periodic slots in the super frame to handle them.  A discussion followed. 

Gilb asked what has to be mandatory, optional or semi mandatory.  Schrader suggested that semi-mandatory (mandatory for PNC only) or optional to support the EPS sets is a better a description.  

Gubbi asked if the PNC had a choice - No.  He supports 4 sets.  One object for the set.  One byte for every Dev.  It is assumed that you cannot wake all devices at the same time. 

Heberling asked if the old text would be use.  Gilb: "No, new text, and new structures".

Shvodian suggested we needed to take a vote on this direction.

Motion: That we adopt the power management compromise proposal based on document 02/067r1 and 01/384r2 plus the minutes and assigns the clause editors to generate the text reflecting the compromise.

Moved Schrader, Seconded by Bain.

Technical (75%)

Yes12, Opposed 3, Abstained 0, Passes. 

Heberling does not want to resolve his power management comments until he sees the text, so we put those on hold.

3:02PM - Recessed for break.

3:30PM - Reconvened.
4:38 PM - Barr took the Chair back and returned to the agenda for the day.

Status 1851 total, 554 TRs, 346 remaining TRs from 12 voters.  

We made an observation about the ballot tool:  It is not possible to record if a T commenter was notified or not, and we would like to do that to make sure everyone was involved.

Barr presented a draft of document 02/051r0.  

We filled out the agenda for the next meeting and discussed the ad hoc in February. 

A question came up on how to archive responses to letter ballot resolution.  Heile said that any archive process would work, such as a CD.  They don’t have to be on-line.

Heile is doing the SA ballot pool work.  Most of the work that needs to be done involves updating the list with current contact data and sending the invitations.  Most of this is done by the WG Chair and the Sponsor. 

As a matter of process Heile said he can ask for an ExCom LB to request to move the draft to Sponsor Ballot, if we're not read to ask at the next plenary.

It was asked what the SG3a schedule was:  They want to submit a PAR to WG in May with approval in July.

Allen asked how much comment resolution time is needed in March.  Ans: probably the entire time.  How much time is needed for the SG?  Roberts estimated time for 4 presentations and 8 to 12 hours of other work.  

Shvodian asked, "How long the re-circulation is good for."  Ans:  The length of the PAR.

Recessed at 5:42 PM. 

Thursday, Evening, January 24, 2002

7:15PM  Barr called to order after we moved rooms. Barr gave Gilb the floor as chair so he could comment on the security discussion.

Gilb continued the resolution process. 

Bob Huang asked to for the floor to give an update about security.  He announced that they would work after the closing session in order to make progress.  Given a framework document, how can they move forward in a timely fashion?  Whereas significant unresolved comments exist regarding the security clause in D0-9, and whereas multiple presentations have been made regarding a framework in Bob made the following motion:

Moved that the 15.3 TG direct and empower the security subgroup to:

1- Generate a call for Proposals for candidate cipher suites with specific requirements based on the submitted security framework presentations.

2- Submit this CFP for a 5 day TG3 review on the reflector and after resolving comments

3- Issue the CFP with the intention of having cipher suite proposal presentations at the February interim meeting in Schaumburg.

Moved by Bob, Seconded by Rasor,

Procedural (50%)

Discussion:

Struik was concerned about the time to do the framework and then do the CFP.

Gilb asked what was in the content of the CFP.  

Rasor said the framework is the minimum mandatory framework to support a mandatory cipher suite.  

Huang said that this would be the draft document and we need to be a little flexible when the suites are submitted.  

Barr recalled two documents from this week that had examples of proposals.  Huang said that 02/045 might be the starting place.  Barr and Gilb liked that document. 

Heberling wanted some idea on the timeframe. 

Huang suggested they make significant process on the framework tomorrow, Friday.  

Barr asked about payload protection and association protection - are we adding things or are we sticking to the original intent for security? 

Huang said that the framework allows for the solutions but does not detail the solutions. It will be flexible enough to support the CFP.  It will include the minimum, and anything else may not be required. 

Shvodian expressed his opinion to want to support peer-to-peer security.

Gilb wanted look at it to make sure we don't preclude it as opposed to including it.

Barr thought that the opinion on peer-to-peer was an opinion, but our primary goal is to protect devices that protect the piconet, not any specific channel.  Peer-to-peer was more application specific and not in our scope because it is end to end. 

Struik referred to an email of 12/5/2001 where he stated he wanted peer-to-peer.  Gilb corrected the nature of opinion vs. direction for the good of the group. 

Huang asked Struik how it affected the motion, and he said it doesn't if we want to focus forward. 

Barr said that the different documents that will be uses are very different and contained some features that were beyond scope.  Huang said we had a chance to do that today and did not do it.  This is a proposal to make progress and to get words on the table.  

Gilb would like to set some basic requirements from the group right now so it's a little more constrained.  

Gilb asked that we moved to table the motion until 9:00 PM, Alfvin seconded, 

Procedural 

Yes-9, objections-2, abstains-3.   The motion carries.  The motion is tabled.

We will now try to build support for the motion by looking at the draft (suggested by Struik), Singer's document 02/045 and other related documents. 

A discussion about the requirements was lead by Gilb. And the motion was updated.  

Gilb wants the ability to change cipher suites so we don't run the risk of "killing" the standard if a suite gets cracked.  Does everyone agree?   No one disagreed with that.

Struik asked how does this fit in to the requirement to require one suite.  Barr said we need a default vs. mandatory suite.  A default to use security means you use the default if you have security; a Mandatory is needed even if you don't plan to use it.

It needs to be in 10.2.3 as a way of authenticating devices joining the piconet, and a way of communicating between identified parties at low power, low complexity, and low cost, 

Herold said that all strong security systems might be done above the MAC.

Bailey said that once a MSC nails down the security suite, it limits options. 

This framework direction makes sure the MAC supports multiple cipher suites. 

Shvodian also wanted the requirement of tying the PNC and Security manager.  

Struik wanted to know why this improves security.   Ans: It creates fewer points of failure. 

Shvodian gave examples of the value of keeping these logical pieces together.  

Gilb and Shvodian gave examples of how easy it is to break a piconet when PNC and SM are separated.  Barr thought that if we split them, security would immediately be outside the scope of the standard.

Huang suggested that if the builders of these systems don’t plan to implement separate PNC and SMs, we should just put this issue to bed. 

Gilb asked the floor for more requirements comments.

Struik would like to ask about the policy for Key updates.  Gilb asked what the requirements should be.  10.3.3 is an example of a policy and we need a proposal.  

Rasor suggested we use requirements based on services we want to offer.  They are broader than these requirements. 

Huang moved we lift the tabled motion.  

Huang moved the amend the original motion to" 

That the 15.3 TG direct and empower the security subgroup to:

1- Create a security framework document based on the requirements in the minutes, which will be submitted to the reflector and web archive for a 5 business days review and comment period

2- To make a call for proposals for cipher suites with specific requirements based on security framework updated with comments from above step one with the view to reviewing presentations on security proposals at the February ad hoc meeting in Schaumburg, IL. 

Moved Huang, Seconded Rasor, 

Amendment approved by unanimous consent.

Motion approved by unanimous consent.

Heberling wanted a motion to add dates to this motion.

Struik wanted to make sure the contributors had time to do this.  

Barr suggested that we make the deliverable for the ad hoc meeting be just an initial look see, and the actual presentations be done in March where we will have a quorum.  

RSA conference is the week of the18th   which will take contributors time. 

Again, this is only an initial look, and the formal presentations will be in March.

Gilb said that this would require all of us to read the documents over the weekend.

Motion the call for proposals go out Feb 1st and the papers will be due 5:00 PM CST on Feb. 21st, 

Procedural

Move Heberling, Seconded by Barr

Unanimous consent

Motion to have the final security presentations available to the web site noon CST, March 8th.
Moved by Heberling, seconded by Barr,

Passed by unanimous consent. 

Struik asked about how the date was set for this ad hoc meeting because it may not fit the schedules for those that have to contribute.  It was announced before the meeting at the con call, and twice at this meeting.  It is normally set 30 days from the end of this meeting, so there is still time before the next meeting in St. Louis. 

We moved on to item #727.  There was a long discussion on why or why not make the cipher suite mandatory.   

In response to a question from Struik, Heberling mentioned that Dunkin from Intel gave us a presentation at a meeting that concluded the 802.11 security policy was inappropriate for WPANs.

Shvodian reminded Barr that we need to have upgradeability, which means security should not have to be done only in hardware.  We discussed how the weakest security link reduces the protection for the entire network.  Barr said that the PNC will decide that, as an implementation issue. 

Struik believes that multilevel security in one network is not implemental from practical experience.  Gilb suggested we limit to one level of security as managed by the PNC.

Herold said that as a consumer, he doesn’t want to have to be careful about buying systems with the same security in order for them to work. 

Gilb asked for Herold and others to send a confirmation email on his comment's resolution.

#822 - Contact Gunter.

Barr resumed as chair and thanked Gilb for his effort this week.

Motion to adjourn moved by Allen, seconded by Gilb, passed by merciful (unanimous) consent. 

Adjourned at 10:02 PM.
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