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	Abstract
	The following submission is a call for participation from the IEEE, Industry, Academia, and past participants to the IEEE P802.15 Working Group for draft specifications to address the provision of a security suite for the 802.15.3 draft standard. Proposals are to be considered at the February ad hoc meeting of 802.15.3 with a view to approving a security proposal in the March Plenary meeting.

	Purpose
	This is submitted for the review, approval and release by 802.15.3 to solicit security suite proposals for consideration at the February ad hoc meeting of 802.15.3 with a view to approving a security proposal in the March Plenary meeting.

	Notice
	This document has been prepared to assist the IEEE P802.15.  It is offered as a basis for discussion and is not binding on the contributing individual(s) or organization(s). The material in this document is subject to change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor acknowledges and accepts that this contribution becomes the property of IEEE and may be made publicly available by P802.15.


802.15.3 Call For Proposals for a Security Suite

This submission is a call for participation from the IEEE, Industry, Academia, and past participants to the IEEE P802.15 Working Group for formal draft specifications to address the provision of a security suite for the 802.15.3 draft standard. Proposals are to be considered at the February 25-27, 2002 ad hoc meeting of 802.15.3 in Schaumburg, IL with a view to approving a security proposal in the March 11-15, 2002 IEEE802 Plenary meeting in St. Louis, MO.

802.15.3 Call For Security Suite Proposals 
Candidate contributions are requested by IEEE P802.15.3 for proposals to complete a security suite for the IEEE 802.15.3 Draft Standard. 

Proposals are solicited for presentation at the 25-27 February 2002 ad hoc meeting of 802.15.3.  Meeting details can be found elsewhere in this announcement. 

Considering the foundation of contributions to and discussions in the security subcommittee, 802.15.3 considers it possible to approve a final security proposal at its 11-15 March, 2002 meeting.  Responsive proposals will recognize this and have appropriate and complete standards text ready for approval.

CFP RELEASE DATE: 5 February 2002 
FIRST PRESENTATION DUE DATE: 21 February 2002, 5PM CST

FINAL PRESENTATION AND DRAFT TEXT DUE DATE: 8 March 2002, 5PM CST

IEEE P802.15 is a Working Group chartered to create a standard, based on the following PAR Scope & Purpose statements:

Scope of Proposed Project: To define PHY and MAC specifications for wireless connectivity with fixed, portable and moving devices within or entering a Personal Operating Space (POS). A goal of the WPAN Group will be to achieve a level of interoperability which could allow the transfer of data between a WPAN device and an 802.11 device. A Personal Operating Space (POS) is the space about a person or object that typically extends up to 10 meters in all directions and envelops the person whether stationary or in motion. The proposed WPAN Standard will be developed to ensure coexistence with all 802.11 Networks.

Purpose of Proposed Project: To provide a standard for low complexity, low power consumption wireless connectivity to support interoperability among devices within or entering the Personal Operating Space (POS). This includes devices (see examples below) that are carried, worn, or located near the body. The proposed project will address Quality of Service to support a variety of traffic classes.  Examples of devices, which can be networked, include Computers, multimedia gateways, Personal Digital Assistants (PDAs)/Handheld Personal Computers (HPCs), printers, microphones, speakers, headsets, bar code readers, sensors, displays, pagers, and cellular & Personal Communications Service (PCS) phones.

This call for proposals is for a security suite to be added to and integrated with current draft standard P802.15.3. For guidance in preparing a proposal, please refer to current draft standard P802.15.3, recent documents concerning the resolution of comments submitted on P802.15.3 D09 (02/030, 02/034, 02/045, 02/046, 02/071) available on the 802.15.3 WEB site at http://grouper.ieee.org/groups/802/15/pub/2002/Jan02/.
Any IEEE 802.15.3 security solution shall follow the following guidelines.  

The two primary security goals for 802.15.3 piconets are:

1. Only authorized devices may join a secure piconet

2. Communication between identified parties only.

The security solution shall be guided by the following:

1. Secure admission into the piconet shall be controlled by a single entity (the PNC).

2. The PNC may accommodate establishing a cryptographic trust relationship with an external (outside of the piconet) authenticating authority. 

3. Public-key cryptography shall be used for authentication of devices. 

4. Payload protection between devices within the piconet shall be provided.

5. The binding between a device’s identity and its public key shall be verified. 

6. Devices shall verify using cryptographic means that the peer device holds the private key corresponding to the public key bound to its identity.

7. Devices shall use cryptographic means to transfer the payload protection keys to peer devices and update those keys when necessary.

8. Consideration should be given to the ability for devices to protect their commands.

9. All data in a secure piconet should be cryptographically protected to insure confidentiality and data integrity. 
If desired, the previous techniques may be implemented on a peer-to-peer basis. This approach allows for additional payload protection for selected streams in the piconet.

In addition to the security goals, a security solution shall also have the following properties:

1. Low cost increment for security implementation.
2. Low complexity required to implement security algorithms.
3. High performance. (e.g., Minimal increase to the time required for association/authentication and ability to encode/decrypt 55 Mbps data streams.)

The following list of security considerations is provided as broad guidance to proposers.

1. Algorithms.  Cryptographic algorithms in a security suite shall have received scrutiny from the academic community.

2. Key management.  A security suite shall provide for adequate protection for keying material.

3. Computational efficiency.  All components in a security suite including cryptographic algorithms must satisfy the efficiency requirements of implementers, including the ability to process payload information at data rates of at least 55 Mbps second and perform processing of security algorithms to allow secure association to the network of each device in less than one second (This is our target. Proposals shall identify cost/complexity and performance of proposed solution so that committee can select one that best meets our goals. The target time does not include time allocated for external entities to enter/confirm information.).  Consideration should also be given to upward data rate scalability.

4. Memory requirements.  The memory required to implement a cipher suite must satisfy the memory requirements of implementers.

5. Manufacturing cost.  The cost to manufacture a secure 802.15.3 WPAN device must satisfy the requirements of implementers.

6. Intellectual property.  A security suite and all its components must have fair, reasonable and non-discriminatory licensing terms for all components as imposed by IEEE 802 submission rules.

PRESENTATIONS

All submissions shall be provided in accordance with the IEEE 802.15 document submission guidelines found at http://grouper.ieee.org/groups/802/15/pub/Submission.html. Proposed P802.15.3 draft text and supporting figures shall be submitted in MS Word or FrameMaker 6 using templates provided by the IEEE 802.15.3 technical editor (James Gilb at gilb@ieee.org).

Time has been set aside time during the next IEEE 802.15.3 ad hoc meeting to review security suite proposals.  This time will include up to 90 minutes for each proposal. Anyone requiring additional time to present his or her proposal must request an extension from the chair before February 21. This meeting will be held on 25-27 February 2002 at:

Motorola Corporate Offices

1303 E. Algonquin Road, IL01
Schaumburg, IL 60196




To assist in the deliberations of 802.15.3, responsive proposers will present their proposal at the ad hoc meeting. The intent of the Task Group is to review the proposals with a view to deciding on final security text at the 802.15.3 Plenary meeting in March 2002. Presentations at the February 25-27 ad-hoc meeting will serve to inform the task group about appropriate security solutions and allow the task group to provide constructive comments to the proposers that might help with their final presentations in March. Final proposal presentation and selection will occur at the March 11-15 IEEE 802 Plenary meeting. Final presentations in March will be limited to 60 minutes each.

All submissions should be forwarded to the IEEE 802.15.3 Task Group Chairman who can also assist in obtaining any of the required reference documents:

Dr. John Barr
1303 E. Algonquin Road

Schaumburg, IL 60196

Phone: (847) 576-8706

Mobile: (847) 438-6822

Submit via email to: John.Barr@Motorola.com
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