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[Editor's note:  Action items were put in bold so they would stand out.]

AM, Monday, March 11, 2002

AD HOC SESSION

Called to order at 8:11 AM EST [about 30 attendees are present].

Gilb began comment resolution.  

Gilb announced that document 02/075 r15 is closed because it is too large.  It is continued in new document 02/129r0.

Gilb asked if there were any objections to the email resolutions covered in document 02/075r15 and due today.  Gilb summarized where we were.  There are only a few Ts and TRs.  The main topics included new PNC selection, power management, SIFS, Security, Cap, Stream management and so on.  

No objections.  Accepted.

We then started comment resolution with document 02/129r0.  [Numbers leading a paragraph represent the database item number.]

301 - Accepted, no opposition. 

1628 - Tabled until contributor is available. 

56 - Suggested that this be rejected but Bain stepped out for a moment.  The suggested response is "The PNC is not obligated to respond to the CTR within 4 Superframes.  If the piconet is already busy, the PNC will hold the CTR until the channel time is available.  Also, since the PNC is in charge of allocation uplink and downlink MTSs, it is able to allocate the necessary MTSs for either stream management or channel time requests. 

We began the CAP Discussion:

1346 - Add text to 8.4.3.2 that says "The PNC shall not allocate any MTS or Dynamic GTS within xref aFirstGTSGap following the beacon except with the PNC DEV as the source" and Added to table 73 a parameter aFirstGTSGap with a value of 100us.

There were no objections.  Bain accepted this resolution. 

57 - Addressed by 1346

56 - Back to this.  Bain is concerned that there is no limit on how long this will take.  Shvodian gave a case of 252 nodes trying to get attention and the PNC not being able to stay up.  The discussion followed.  Tabled.   Bain will work on text by Thursday morning.

Gilb reminded him to reference CTR but not to explain how CTR works.

1529, 597 - Gilb discussed his responses to the Piconet Shutdown element issues.  He suggests using the disassociation command.  The concern with broadcast is that a single command could shut the network down.  Shvodian is concerned that a command that is used in serial may take too long and perhaps a means to dump the network and restart it at a specific time is better.  It was pointed out it's not a good approach because we still have to allow a handover. 

Accepted in principle.  Add a new sub-clause to 8.2 (probably 8.2.8 ) named  "Shutting down a piconet" with the following text.  "A piconet ends when the PNC shuts down, either abruptly or in a controlled manner.  If the PNC wishes to shut down and there are no AC capable DEVs in the piconet, the PNC should disassociate all of the DEVs in the piconet with the reason code that indicates that the piconet is shutting down, xref 7.5.2.3. 

This is done in the DME so we don't need a MLME if it is done without an information element. 

Waiting on responses from Odman and Heberling by this Tuesday morning. 

41 - Gilb discussed his responses to the recovery from incorrect beacon comment by Bain. Suggest accept. (See item 1210).

1210 - Gilb discussed proposed response to EPS DEV error condition recognition. 

Add text "An SPS DEV recognizes that there is an error condition when it does not receive the beacon that was expected. The DEV will take different actions depending on the setting of the MACPIBPowerManagementRecovery. If the PIB value is set to 0, then the DEV will simply wait until its next scheduled AWAKE beacon before it listens for the beacon again. If the PIB value is set to 1, then the DEV shall attempt to re-synchronize with the piconet."  Also add a new MACPIBPowerManagementRecovery as indicated in document 02/118r0.

Discussion followed. Kinney thinks this is not needed, as does Gilb, but Bain would like to have this as useful to include. There was agreement that it was useful. 

We will review the text from Bain Tuesday morning.

This resolves comment 41.

41, 1201, 1213 are also accepted in principle as indicated in the resolution of comment 1210.

1633 - Accepted in principle, "The next AWAKE beacon parameter has been extended to 4 octets in all cases and the DEV is able to determine if the beacon has passed and using SPS interval determine when the beacon when the DEVs in the SPS set will next be AWAKE."  This is documented in 02/118r0 and will be added to the Draft.  We are waiting for document to be posted and reviewed, resolve at 8am Tuesday March 12th, 2002. 

Discussion and real time email response from Odman was discussed. 

1584, 1209 - These were discussed at length.  Gilb recorded the following options:

a) PNC buffers all broadcast frames and forward them when the SPS wets are wake.

b) The source of a broadcast frame repeats in all of the super frames necessary to communicate with all of the SPS sets.

c) The PNC has broadcast SPS sets for which all SPS DEVs are also a member.  Broadcast is done when the broadcast SPS set is AWAKE.  Add the text "SPS set 0x0 is the broadcast/multicast SPS set.  The PNC sets the parameters of this set.  SPS DEVs may wake up to listen to broadcast frame during the AWAKE beacons of this set.  Likewise, DEVs that wish to send broadcast/multicast messages that they want SPS DEVs to listen to should send the broadcast or multicast messages that they want SPS to listen to should send those frames during the AWAKE beacon for the broadcast of SPS. 

d) Broadcast is not supported when there is one SPS DEV in sleep mode.

e) No provision made to ensure that SPS DEVs receive broadcast messages. 

The discussion continues about whom and when the want to be woken by broadcast frames.

Added text "Note that DEVs in SPS SLEEP state may not receive broadcast messages.  If a DEV wants the SPS DEVs in Sleep state to receive the broadcast frame, then the source DEV should send the frame in as many super frames as required to reach all DEVs in their AWAKE beacons.

10:07AM - Recessed for 30 minutes. 

11:26 AM - Reconvened

1210 - Revisited.  

We modified the previous comment to read:

Add text "An SPS DEV recognizes that there is an error condition when it does not receive the beacon that was expected. The DEV will take different actions depending on the setting of the MACPIBPowerManagementRecovery.  If the PIB value is set to 0, then the DEV will simply wait until its next scheduled AWAKE beacon before it listens for the beacon again. If the PIB value is set to 1, then the DEV shall attempt to re-synchronize with the piconet."  Also add a new MAC PIB element, Managed element = MACPIBPowerManagementRecovery, number of octets = 1, Definition = "determines what action to take when a beacon is missed by an SPS DEV, as defined in xref 8.13.3, Type = dynamic. 

Accepted in principle with the above resolution. 

This addresses 41, 1201, 1210, and 1213

1724 is still pending data. 

Revisited items 1584, 1209 - These were discussed at length.  Gilb recorded the following options:

a) PNC buffers all broadcast frames and forward them when the SPS sets are wake.

b) The source of a broadcast frame repeats in all of the super frames necessary to communicate with all of the SPS sets.

c) The PNC has broadcast SPS sets for which all SPS DEVs are also a member.  Broadcast is done when the broadcast SPS set is AWAKE.  Add the text "SPS set 0x0 is the broadcast/multicast SPS set.  The PNC sets the parameters of this set.  SPS DEVs may wake up to listen to broadcast frame during the AWAKE beacons of this set.  Likewise, DEVs that wish to send broadcast/multicast messages that they want SPS DEVs to listen to should send the broadcast or multicast messages that they want SPS to listen to should send those frames during the AWAKE beacon for the broadcast of SPS.” 

d) Broadcast is not supported when there is one SPS DEV in sleep mode

e) No provision made to ensure that SPS DEVs receive broadcast messages. 

After discussion, we focused on "c" and "e".

Straw poll:  Gilb wants to know what people prefer. 

"c": 4  

"e": 6

Don’t care: 1 plus the peanut gallery.

Shvodian will also ask Odman via email.

1564, 1464, 1151 are tabled until we get text.  

378 - Accepted in principle.  Delete the sentence "in all stream management… as originally requested." And all other references to the direction field in the draft. 

1567 - Accepted in principle," Change all references to timing with a SIFS to be that it happens on a SIFS, not before a SIFS or after a SIFS.  Retain the definition in clause 11 that the SIRS is a range, currently, 10-11us.   Technical Editor will post all the other comments changed by this for review."

12:06 PM.  Barr asked if there was a motion to adjourn the Ad hoc session.  Moved by Herold, seconded by Gilb.  Passed by unanimous consent. 

PM   Monday, March 11, 2002

3:38 PM Barr called the meeting to order.  There were about 50 people present.

Alfvin reviewed electronic sign-in process.

Barr reviewed the agenda for the week.  

Motion was made to approve the agenda

Moved, Gilb, 

Discussions

Huang asked to be added to the agenda (02/126r0), seconded by Gilb 

Rasor spoke against this presentation as constituting a third proposal

Welborn spoke for presenting Huang's presentation because it represents his opinions as a user.

Struik said that this is already presented as the summary of the Schaumburg meeting.

Allen asked if this were a committee document or Haung's.  Ans: Huang's.

Barr explained the scope of the document. 

Huang asked if Barr thought this was a proposal. No.  Gilb clarified that if it isn't voted on, it is not a proposal.   Barr said that anyone is free to submit his or her opinion documents.

Rasor made the statement that he didn't mean it was a proposal; but that it was so biased it was not right to allow it. 

Welborn said that we should not prejudge the presentation.

Point of order: Gilb asked if there would be time allotted to this.  Huang would like it, but only as time is available.

Roberts asked if there was enough time to hear the proposals if this were allowed.  Don't know.  

Struik was concerned that this presentation essentially doubles the presentation time of the competing proposal. 

Gilb said that we have to set the time limit on this presentation. We have set limits during the discussion phase in the past. 

Huang asked if it were possible to withdraw his previous request and only present for 20 minutes at 8:30 pm with no discussion.   Gilb asked him to cut back the time.  Ans: 15 minutes.

Struik asked to modify the agenda.  

Rasor was concerned that the group as a whole was not informed that this was a possibility and would have had time to present.  Rasor was declared out of order.

Motion:

To amend the agenda 02/083r3 to schedule the document 02/126r0 for presentation at 8:30 PM Monday for 15 minutes. 

Moved by Barr, seconded by Gilb (procedural)

For 19

Against 2

Abstain 5

Passes. 

Any more comments?

Motion:

Gilb moved that we extend Monday's time to 10 pm to allow time for security. 

Seconded by Alfvin.   

Passes by unanimous consent. 

Motion: To allow 15 minutes for a security suite proposal by Rasor on Wednesday morning at 8am with no more than 30 minutes of optional discussion.

Moved by Rasor

Seconded by Herold 

The motion was amended to include this and the previous motion:

Amended Motion:

Formal presentations, by each Huang and Rasor will be scheduled on Wednesday for 15 minutes each followed by 30 minutes of discussion.  Presentations to start at 8 am.  

Are the amendments accepted by first and second - yes.

Discussion - no

No objections, unanimous consent. 

Certicom goes second by coin toss. 

Barr reminded the presenters that the presentations had to be posted by 8am Tuesday morning, which is 24 hours in advance. 

The Motion is still on the floor to approve 02/080r4. 

No discussion, no objections, passes by unanimous consent. 

Motion internal to approve Dallas minutes document 02/012r1.

No objections, approved by unanimous consent. 

Motion Internal to approve 02/078r4

No objections, approved by unanimous consent. 

Motion Internal to approve 02/128r0

No objections, approved by unanimous consent. 

Motion Internal to approve 02/117r1

Discussion: Bailey asked to move page 10 line ….less expensive than the RSA approach. Barr made the change and put 02/117r2 on the Incoming folder.  Rasor had more corrections and will send them to Allen.   

Move to table this document and document 02/122rn until Thursday.  

Moved by Gilb, Seconded by Gregg,  No objections.  Approved by unanimous consent. 

All comments are needed today.  Allen will modify the minutes and post r3 for a vote.

[ed note: no comments were received.]

Motion to approve the agenda as modified to version 02/083r4.

No objections, approved by unanimous consent. 

Barr reviewed the objectives.  There was a discussion on IP rules - Ivan clarified that patents include filings, not just allowed patents.  Barr and Allen explained the procedure for patent letters.  They need to be given to Bob Heile.   The patent letter process is the only format that counts toward the IEEE rules.   Comments during meetings are not sufficient. 

4:47 PM - Huang presented document 02/121r0.

5:04 PM - Gilb began comment resolution. 

Dydyk asked if coexistence was resolved in Schaumburg.  No, but it was addressed in Dallas.  Dydyk will take the action to get TG2 and other interested parties together.  

Gilb flipped through document 01469r3. 

There was an exchange of MSC (message sequence chart) corrections and suggestions. 

This proposal only supports bipartite. 

The MSCs were discussed in detail. 

An unresolved issue is: how long does the PNC wait for the channel time response to happen so that a "request" race condition doesn't happen.  This is in figure 3 of section 6.3.14.3. 

Can the target DEV terminate a stream?  No, except by the disassociation command.  Gilb suggested other means to allow termination.

5:31 PM - recessed until 6:00PM Sharp.

Evening, Monday, March 11, 2002

6:15 PM - reconvened (the secretary was late).

Bailey started presenting his proposal number 02/132r1.

7:30 PM - Questions began.

The questions are mainly clarifications of the proposal.

7:45 PM - Struik began his presentation of 02/114r4

8:50 PM - Questions.

Heberling asked Struik about MLMEs and if the MLMEs are completed.  Struik has to ask Rasor.

Gilb asked what methods do you propose to prevent replay attacks?  An explanation was not given but the comment was made about the size of the sequence number is TBD.   Barr asked if this was the same for both proposals.  Probably not.   

A potential counter synchronization problem for distributed systems was discussed.  Each combination of sets and devices has a sequence number, and the discussion was about how to keep track and how complex will it be. 

Reede suggested that applications need features from both of these proposals and we need to consider them all.  Bailey said that's why things happen at upper layers.  Reede wants us to address whether we need to find a way to allow all of these.   Later Reede suggested how the same memory might be reused to store certificates or for access control lists.   He wants to know what is needed to make each proposal implement the other person's proposal.

Welborn asked, "What if the key is compromised?  The damage is limited to the device.  Bailey disagrees.  Clones are possible with the key systems.  Rasor suggested that this case is limited to a small part of the market.  In a distributed model, each group has to be broken individually.   The comment was made that Key Management policy has an impact on the robustness of either proposal. 

Slide 45 in document 02/114r4 shows a 3-pass protocol. NTRU has a 5-pass protocol.  You can take public key without binding by removing the certificates.

Gilb spoke as technical editor, that NTRU's text was furthest along for the draft and would prefer to use it as a reference to which all changes are proposed.  

Allen asked if we need stop this discussion in order to prepare for tomorrow?  No. Questions continued.

Rasor asked, in response to Gilb's preference, that this following exchange be entered in to the minutes:  Rasor suggested that this was an issue about pretty vs. content (NTRU's contribution being "pretty").  Gilb disagreed and said that it is not an issue format, but rather content.  Rasor said he could convert his thoughts to FrameMaker fast.  He also said that he thought the NTRU content was lacking.  Gilb said that he knows what is necessary to do the work better than anyone here [because he is the technical editor] and wanted to work from the draft NTRU text that was not lacking [in his opinion].  Furthermore, the lacking parts were thin specifically because some of them allowed the insertion of the details from either suite.   Heberling expressed his frustration that the text from Struik was not done as was agreed to in Schaumburg.  Gilb recapped that the MAC took over a year to get to this stage and the security text needs to be written so that people can comment.

Huang had a question.

Point of order:  It is time per the agenda to recess.  

Huang had asked a question and had the floor but was interrupted by the privileged order.  Barr allowed him to start at 8:00 AM tomorrow with his comment.

10:02 PM - Recessed 
AM, Tuesday, March 12, 2002

8:10 PM Barr called the meeting to order.

Barr started with an explanation that he thought that the business from yesterday was to be restarted at the beginning of the security section at 10:00 AM but the Secretary recorded 8:00AM.

With the agreement Huang and the others in last night's question queue, the discussion is moved to 10:00 AM.

We began working on document 01/469r3 MSCs.   Page 16, figure 6.   In order to terminate an asynchronous stream, it is not sufficient to leave the CTA out of the beacon.   Heberling will contact Odman for comments.   Several other scenarios were discussed that need to be addressed.   With sub-rates and other features it is not sufficient to rely on the beacon anymore for streams.  Heberling will work out the details.   

Schrader wanted to clarify the terminate command time units being set to zero.  He also wants to know how to determine new from modified streams.  We also need to identify isochronous and asynchronous.  It doesn’t have to be implied, if there is a bit available to do this.

Gilb summarized how we got to this point.  The ability to number asynchronous and isochronous is there and might help solve the issue.  Shvodian thought that doing a stream request for asynchronous takes too long.  Discussion followed.  Shvodian explained how that affects the overhead, especially for asynchronous data.  Index zero was discussed and determined to be right.

Heberling just finished with the issues on isochronous and is just beginning the work on asynchronous and its special problems.  It assumes you have a means to keep track of your asynchronous queue.  Heberling will work to get text this week. 

Heberling thinks that 802.2 is broken because there is no way to pass indexes up, but the rest of what's needed is there.  Everyone is having problems with 802.2.  Heberling has asked for documents to suggest the fixes.   Shvodian wants to use our terminology if we recommend the fixing.

Section 7.5.10.1.  There was a discussion about creating several CTRs with Figure 8.    The current format only has one Target DEVID.   That would have to be changed in this document, by Heberling.

Shvodian suggested that there be a limit on Asynchronous channel time allocation to make everyone be fair.  Using a distribution scheme to make the PNC.  Document 02/100r5 will limit the CTR unit for Asynchronous traffic.  

Heberling will define the UnassignedStream value.  New streams will be similar to the associate process.  Gilb asked if we should align the stream bits to put similar functions close?  Heberling will raise the question. 

Section 7.5.10.2 was discussed.   There is a little confusion on Time unit and time units that needs to be clarified.   Setting the CTR Time Unit to zero can be used to terminate the stream. 

Stream zero is always there. 

Barr wanted a terminate command, but the function of commands, and combinations of functions were shown as difficulties for a single command. 

The Bit CTR-EPSType was changed to CTR-SPSType.

It was suggested that the CT response commend can be changed to Channel Time Status command so that it is made generic.   Gilb suggested we add a forth reason code “Stream Terminated”. 

Section 8.6.1 was reviewed to accommodate some of the suggestions.  Heberling commented that we might need to convert the document to all decimal or Hex, e.g. the references to 0d254 or 0xFE.  

In page 25, a comment was added: What do we do with a DEV that sends a command but is unassociated, especially if it is an adjacent piconet with the same PNID?  Disassociate does not work right.  Does disassociate request require the PNC address?

The PNC is unable to fulfill the request because the target DEV is unassociated, or if required, unauthenticated then the PNC shall send a channel time status command to the originating DEV with the appropriate reason code.   This has to be considered.  We can set up a stream for asynchronous for bulk transfer so we need to make sure the terms are coordinated.  Shvodian and Heberling to review this. 

We need to have three sub clauses to better explain the possibilities.  Heberling will add isochronous stream, asynchronous stream, and asynchronous non-stream. 

Stream modification was reviewed and looks OK.   Heberling may need to change the PNC description to be an xref or describe PNC response in only one location.

Stream termination needs to be updated from previous comments.  

Schrader asked if priority field is enough to establish isochronous vs. asynchronous.  Making the other parameters redundant.    Steam and non-stream and within that, streams have priorities or not.  This might be easier. 

10:02 AM Recessed

10:32 AM - Reconvened.

Mandatory suite discussion began starting with the questions from last night.  The questions were moved to the end of the presentations.

10 minutes of opening questions from both. 

Scott Vanstone began by coin toss. 

Scott wants to spend his ten minutes discussing the security if the underlying security schemes because the previous discussions have all been about architecture.  

· Has not seen and independent study on key size.   

· NTRU has been involved in security methods but most of that activity has been in the signature area and not the stuff proposed for this proposal

· No commercial deployment

· Likes what NTRU is doing to get technical review.

· Vanstone emailed colleagues asking about their opinion about NTRU.   He selected schemes on most popular and widely accepted.  Vanstone has his permission to use these comments.  The general comment was that NTRU is a promising company but it's too early to rely on their crypto approach.

10:44 PM - William Whyte began by thanking Vanstone for his comments.  He then stated that he preferred to focus on how we're going to get to completion.  

· He wants to discuss centralized vs. distributed, and have a suite and architecture that is useful for both

· By setting peer to peer, it can do central or distributed.

· They would like to use their text and have the committee add changes as required.

· Can't base 802.15.3 on DRM as set by the group. 

· Performance not shown for Certicom but in a previous document it was 1sec.

· With NTRU, a 1600 gate implementation was shown.  But ECC gate size was not presented.  An older ECC presentation from the web was 160k gates for generic ECC. The reference will be on the document when it hits the server. 

· TI is already shipping chipsets.  Not in the hands of consumers yet.

· Also being used in ID tags.  They are cost, speed and power sensitive

· Have been at shows with 4 ID tag manufacturers. These are just demos, but are precursors to products.  Atmel, Digital Media on Demand and others were referenced.  Other announcements are pending.

10:53 AM - Barr discussed Process for the question period.

Barr Apologized to Huang for cutting him off last night. 

Barr will keep list of people who want to ask question.  Raise hand to put on list.  List starts with yesterday's list.  Limits on time will be two to five minutes.  One question per person per slot.   Process to end at Noon today.  This time is for questions, and not the time to make statements.  Barr explained that non-voters will be put on the list and maybe skipped over if there are voters in the queue.

Huang yielded the floor to get to the discussion. So did Shvodian and Gilb. 

Allen (acting secretary) announced that this conversation will not be recorded unless convenient or requested by the speaker because the secretary cannot keep up [as evident from yesterday's presentation comments].

What is Vanstone's opinion of building public key screens.  There are not very many because there are lattice reduction attacks.   Ten years of maturity is the period of time it takes for the industry to become comfortable with a security suite.   Whyte indicated that NTRU can do large lattice and Japanese companies are happy with it.   Struik said that is not the crypto community.  Whyte said,"Yea, but these are the companies using the equipment."

Heberling said that performance is a big seller for NTRU's approach but your document (02/130)  shows a need to do 4 commands [corrected from yesterday's "5"] to do this.  Struik's shows a MSC for 3 exchanges.  Is three the length of Struik's sequence?  Yes.  What other processing is necessary in the steps.  In the NTRU performance table, is the encryption and other functions all in the performance table.   Is Struik's the same?   Comparing it to NTRU 80 bit (they recommend 128 bits) they need the same amount of time for 128 bits was discussed and will be in document 02/144r0 that will be open tomorrow for 128 bit.  Whyte says there is a bit vs. byte problem that needs to be worked out but Struik said they about the same.

Shvodian asked, "How does the application know who is in the group and how does it get to the application.  Struik - it is extracted from [set-up and group parameters].  

There were two questions about the button manual certification.  Welborn asked if, form Struik's page 9, can the trust be transferred?  It says online certification only. Gregg said that is an error. Struik said that it is combined with a signature so that it is secured. Can't transfer trust without certificates.  Whyte explained how the trust models and if you have trust either method works.  Struik disagrees - there needs to be a means to make sure its not modified.  Whyte countered with a "weakest point" response.  Rasor talked about not transferring the list.   A rapid discussion followed.

Gilb asked if Crypto is the best of all possible means or will other methods work OK for ad hoc applications.   Reference documents 02/107r0 NTRU certificates issue, and 02/114r4 Struik certificates issues.   Document 02/114 says it is the toolbox, and 02/107 says is it is a means among others.   Whyte says for baseline you should not need it.  He said that Rasor and Struik also agree for manual registrations.  They don't argue that certificates are not useful, but they are more expensive, have to be managed, issued, and so on.  Bailey added that certificates are not sufficient - that someone has to pick which of the certificates are allowed for each network.  This can be a manual process and is potentially difficult.

Struik says that NTRU uses a Non-crypto means to establish an identity.  His architecture limits exposure for a short period.   Whyte said they do not "only allow" for Struik's suggestion, but rather prefer the baseline be simple. 

Huang said this approach goes to cost and interoperability.  Can we avoid the cost of certificates for either proposal, and what is the issue about interoperability.  Struik says that 

NTRU said if you believe there is no extra cost then you're not used to embedded devices. 

There was a debate on the gates vs. memory tradeoffs.  Huang did not get an answer and asked:  If I do not use the certificate, will I be guaranteed to get interoperability with another device?  Yes, if it is mandatory.

Gilb read both documents for the text.  NTRU's document does not specify the problems. What prevents us from adopting 02/130r1 as the starting point?   It needs more descriptions.  The basic elements are there.  Rasor questioned if Struik knew if this is the document.   Secure heart beat is missing, lack of binding identity.   Gilb said that he did not understand the response and asked if Struik reviewed the other parts necessary to get the draft done.

Whyte says that the ACL is the way the identity is bound to the key.

Rasor asked if there were any known defects in the NTRU commercial product.  No, not in the commercial product.  In the algorithm?  No, not in the shipped version. 

Welborn asked about the time would it take to get an accepted algorithm and the methods crypto guys really use to prove hard problems.  Are these enough to reduce the test of time problem?  Vanstone said, "No, there is a difference between testing the algorithms and testing a full implementation.  The full implementation is riskier."

Shvodian verified that each proposal needs a manual association in the home and then wants to know the value of certificates on top of that.   A discussion followed on the methods.

Heberling said, "…Barr made it clear that there appears to be a need to allow both.   The architecture that NTRU submitted appears to support both.  Is that true?" Whyte: Yes.  Heberling then made a point about eCommerce and Home approaches to security.

Motion:

Move to adopt document 02/130r1 as the baseline security architecture for the TG3 draft standard, to be modified by the group in such a way that it supports the adaptation of either of the two security proposals.  

Technical

Moved by Gilb

Seconded by Rasor

Discussion:

Does the document identify mandatory and optional.   Gilb said that it does not identify the method, just the structure.  The mandatory will be done Wednesday. 

No objections

Passes by unanimous consent. 

Barr summarized.  Whyte asked if this means that he has to write the certificates part of the text.  No, it is a group activity.

Barr thanked the panel. 

12:00PM - Recessed

PM, Tuesday March 12, 2002

1:11 PM Meeting called to order by John Barr

Meeting turned over to Gilb for comment resolution activity. Using Document 01/469r3 comment resolution for page 26, section 8.6.3 stream termination.

Odman by phone commented on establishing a Asynchronous Stream.   It does not appear that it would break if this were kept in; regardless of if it is useful.

Comments were added to 01/469r3 appended the file name with "JPKG".

Discussion on the SPSC and PSSCS.    Shvodian suggested that the architecture that Odman proposes is because ATM has small packets, and is always fragmented.  We should probably put our stuff in the MAC in the TG3 case.   He called Odman back to check.   Gilb wanted the Common Part Convergence Sub-layer to go below the MAC SAP because things can change dynamically.   Odman thought that the statistics that control this are in a higher layer.   Shvodian said that they are actually in the DME PIB.    Odman thinks we might want to also vary the channel time.  Gilb had a problem with higher layers controlling fragmentation for the PHY in a highly dynamic channel. The LLC does not get a bad packet or retransmission data.  If it does not affect interoperability (such as extra interfaces), it should not be in the standard.  Discussion followed about what is in and out of a standard.  Gilb said that the fragmentation algorithm has to be in the standard.  

A list of questions was generated for Odman in response to his email. 

· What if we get 1000byte packets and you want to send them out full size and burst ACK them in groups? 

· Can you fragment something if its No-ACK'ed.

Shvodian suggested that if we do a burst ACK, how do we request and use it.  If we do, lets look at TGe's approach. Heberling said that some of that is in here.

What is the 802.2 layer and where does it go in our model.  Discussion followed.  Heberling didn’t want to get into a dependency on 802.2 if it could be avoided.  

Figure 11 should contain the 802.2 interfaces.  PSSCS could be 802.2.    If we put the definitions in the MAC, it would be easier from a standards perspective.  If you wanted to add it later, you could write the new convergence layer. 

Generally we wanted to keep the CPCS details below the MAC SAP in the MAC.  It does not have to have a name anymore.  Where does security happen?  After fragmentation so its above security.

The question about security keys and how to load and process keys on a per packet basis was considered. 

Recessed until 3:30PM.

3:32PM Reconvened.

Barr took over for Gilb.  He discussed document number 02/118r0, text for power management was reviewed.  

Bain used Gubbi's text for APS with little change and he added clause 6 and tried to integrate the functionality.  Some of the SPS has content from Gubbi and from Schrader.  Bain does not think he got all of the details from comment resolution in document 02/075r14 but Gilb wanted it on the site for review.   Bain quickly reviewed the structure and overviewed the document.

In 6.3.2.3.4 - comment was that the method for variable length list of devices should be made the same as in clause 6.3.2.2 Table 4 in D09.

Schrader also noted that in section 6.3.2.4 MLME-SPSINQUIRY.response, the SPSSetindex is missing after SPSinuse and before SPS interval elements.

The parts between SPSindex to DEVidlist repeats for as many sets as indicated the SPSinuse parameter.   Barr is concerned with it being unbounded.  It is bounded: We have a max of 16 sets, on for battery and 4 for AC power.

Heberling mentioned that the probe command allows more concatenated CTAs than can fit into an MTS.  Especially fragments.  We need a limit on the number of devices in a set.  It impacts the frame size because it cannot be fragmented.   Bound the sets by the max sizes.  It is written like a service discovery in terms of potential size and approach.

Barr is doing a search for the section editor's comments so he can be directed.

4:05 PM Gilb returned and suggested that this element has to be fragment-able.  Ways to validate/check the data were discussed.  Gilb suggested we pick one that always works and worry about the bandwidth later.   DEVidbitmap, a bit map approach, was suggested because it is 16x32 bytes max size.  It is deterministic.  It’s only a quarter of a packet anyway.  

6.3.3.2.2 MSC was discussed.  Figure "xx" needs to add PNC to the diagram. 

Barr saved this as 02/118r1.  

In 6.3.3.2, this section will be deleted. Its functionality is done by the Beacon indicate.  The MSC needs to be redone.  The PIB for the PNC and DEV also has to be updated.

On page 7 there is a PS note.  This has already been taken care of. 

Next awake beacon shows 4 F's and needs to be 8 Fs (from FFFF to FFFFFFFF).  

MACPIBPowerMagementWakeIndicationEnable in the table needs to be deleted. 

Section 7.4.3, there is a PSAVE bit and Bain was wondering why Gubbi had it in there. 

Gilb said that as defined, it couldn't be used.  It was suggested that this may have been covered in a previous resolution.  Check document 02/076r15.   After a long discussion, we agreed to drop PSAVE everywhere page 104, line 8,9, page 139 table 68 line 45 and page 103, figure 22 bit B11.  

The next editor note was in 7.4.13 regarding figure 34.  We resolved to delete it and all references to it.

Next editor note is in 7.5.7.1.   The stream index is unique but limited to 252 devices.    The "stream index change to" will be changed to "stream index" and "to change to" was deleted.

There was a long discussion on steam indexes in section 7.5.7.1, below the PowerSaveInfo table.

These documents need to be marked up by the committee

The Stream index value of 0 should be OK for this section.  This following section does not seem to have an application to APS.

Shvodian asked if we need a done bit so a DEV doesn’t have to listen if the data is done.

We'll hold this until later in the document where it is discussed. 

7.5.7.2.3 - APS Sleep Reject editor's note:  This will be cleaned up as a sleep response and 7.5.7.2.2. APS permit is now called APS Sleep.  Section 7.5.7.2.3 APS sleep reject section is deleted and added to the new APS permit section. 

8.13 - Shvodian suggested that if a superframe has two packets for a DEV, there might be a problem if the DEV misses the first packet.  Changed the editor note in this section to reference changes pending due to comment resolution.   Gilb agreed with Bain that the informative text is useful.

The sentence "for both APS and SPS…. Superframe" will be amended to be a "Shall follow the same requirements for DEVs that have missed a beacon as defined in xref 8.x.x note that this is from the resolution of a comment" instead of "is expected to" in order to help the systems designers.

Acronyms  - need to fix PNID definitions.

8.13.1 was corrected and commented in 02/118r1, which will be put on the server. 

We need to revisit this 8.13.1 section when we restart the comment resolutions.  There is conflict between what Schrader thinks is the operation and what the group thinks is necessary within the proposal. 

5:36 PM - Recessed. 

Evening, Tuesday, March 12, 2002 

6:45 PM - Called to order by Barr.

Gilb opened document 02/129r1 and we began resolving comments.

1434 - Accepted in principle.  See page 54 in 02/469r4.

1120 - Accepted by Schrader. No objections. 

1563 - Accepted in principle in clause 8.  "The stream negotiation will be simplified as indicated in document 01/469r4.

602  - Accepted in principle.  "The functionality of MLME-Channel -Time.xxx has been replaced by MLMRE-Create/modify/terminate-stream.xxx as indicate in document 01/469r4.

726 - Accepted in principle.  The stream management command functionality will be replaced by the channel time request and channel time status command as indicated in document 01/469r4.

1716 - Gilb asked that Heberling send a response to Song-Lin to resolve this. 

Accepted in principle, "The channel time request command and the stream management commands have been merged into a single command, called the channel time request command.  This command is the only one used to request or modify asynchronous the isochronous streams.  This change is documented 01/469r4. "   No objections. 

1209 - 1584 - this power management item has 5 choices at the moment.   

How does .11 handle broadcast when things are sleeping.  Bain looked up references to this in the 802.11 standard.   Section 11.2.1.    

In general:  to broadcast means to send out to anyone with a receiver that is tuned in.  Broadcast is not unicast, multicast, or anycast.  Shvodian thinks "e" is the best option for cost.  

Accepted "e" in principle.   Add in sub clause 8.13  " Note that DEVs in SPS mode will not receive broadcast messages.  If a DEV wants to have the opportunity to receive all broadcast streams, it should not use SPSmode.  If a source DEV wants the SPS DEVs in SLEEP state to receive the broadcast frame, than the source DEV should send the frame in all of superframes required to reach the SPS DEVs in their AWAKE Beacons.  [ed. Note: to understand the choices, go back to the a…e bullets earlier in the minutes.]

1529, 527 - We had a discussion about these and how to solve it.  A recommendation will be in document 02/037 due tomorrow.

SSID and PNID are next.  We pulled up 02/147r0 for Shvodian to review.  

Heberling will review security and figure out how to do the association process with this process.  There was a lot of discussion on how to take these various recommendations in 147r0, security, and association and merge them together.  

Barr wants to make sure that the method of creating the next PNID is not the same so different devices don’t keep picking the same PNIDs. 

7:50PM Recessed to the UWB panel session.

AM, Wednesday, March 13, 2002

8:05PM CST - Called to order by John Barr.

The agenda (02/083r6) was corrected to reflect the minutes due to an error in the presentation order.

Roberts asked what vote process will be used.  Barr indicated that we would vote on the selection and try to get a 75% confirmation vote.  If we don't reach 75%, the Technical Editor can select and get the vote during re-circulation or by LB.

Huang presented 02/126r0.   It will be revised to r1 to catch some editorial errors.

The security is probably going to be ok but the protocol is the potential problem spot.

Must have a mandatory suite and may (would prefer to) have an optional based on his use cases.

Slide 17 was corrected that distributed is more secure from a network exposure (how much of the network it can affect) but he was not sure if breaking into individual nodes was easier for either case.

8:22PM - Rasor presented 02/144r1.

Non-certificate based architectures will lock out certificates at a later date.

8:39PM - Discussion began and will go until 9AM.  Gilb yielded 10 minutes of comment resolution to the discussion.  The following are some (not exhaustive) comments and questions.

Roberts: If security is so important, why has not anyone proposed it for SG3a.  

Barr: because that is a PHY study group and everyone expects the systems work is being done here.

Bailey - Document 02/150r0 is on MARS [the server] that shows how to implement certificates.

Huang had an issue with the Chair's comment - that we should focus on the work being done for TG3 and worry about the market space for SG3a later. 

Gilb, is there a work-around for implicit certificates? 

Barr changed the process so that we could get directed responses as requested by the questioner.

Rasor asked NTRU to respond to the claim that is in May's paper.   The response was that the paper was not related to encryptions failures, and explained the paper and it's effect.  1 in 10^21.

Key spaces have to be selected for any system, not just NTRU's.  

Welborn commented that there are some truly compelling applications that require digital certificates and that the standard is crippled if there is not the preferred mandatory selection.  In yesterdays SG3a discussion, there was upper layer security proposed in some applications.  Certificates are not mandatory.

Point of order - Ivan Reede:  802 is to consider patented or IP controlled solutions after all other solutions have been exhausted.  Bain indicated that the rules are being changed.  

NTRU made comments refuting Certicom comments.

Point of order - Someone asked that the question queue list be put on the poster board.

Huang would like to know from each proposer: how long would it take to provide the complete text, including the optional suite.   Bailey - all of the required material is posted on the server as of this morning   02/150r0.  Rasor - he would have to read what is posted by Dan because it may be enough.

Gilb - Access Control List allows that remote control.   Struik says this confuses two different matters.  

Rasor wanted to re-address the requirements from customers.  He is concerned that if we lock out his customer's needs, it’s a problem.  The location of the functions is less important.

Heberling - does NTRU's process allow persistence?  Yes, via local certificates, or the Security Manager can store it.  Really one method is not any better than the other.  Struik said he was glad that Bailey said that certificates are a good method. 

Gilb - said that crypto is not equal to secure.  To say that a thing is not cryptographic is a process issue, not a security issue. 

NTRU indicated that there is a problem with crypto guys like him designing systems, which is why we need more systems people to make sure all hangs together.

Gilb allowed the discussion to run into comment resolution. 

Rasor responded to NTRU's comments about systems design experience.  NTRU is not approved by IEEE1365 yet, and referenced the email comments from Monday.   He said that Task Group I couldn't believe we were considering adopting NTRU.

Reede - wanted to distinguish between MAC level and Application level security.  He described several applications and problems that illustrate the differences. 

If we run up to 500Mbps, what is the impact on the security?  Is the symmetry scaleable?  Rasor had confidential material that answered the question.  Allen said he couldn't share confidential material.  Rasor said he would change this to be nonconfidential and will post the data.  Bailey said that they calculated this in their analysis.   It's a trade off of gates, delays and speed, and both are scaleable.  The level of security is different but sufficient.   In 2003, most systems will have to be 128 bits. 3-DES is only up to 112 bits.

Gilb asked for fixes to the adopted draft text to make sure what's needed there is in there.

Shvodian asked about the impact of security on the MAC.  What are the interactions and how complex is it.  

9:27AM   Comment resolution began. Using document 02/129r1

Heberling is working on document 02/037.  It is still being modified.

1633 - This was accepted in principle and we asked Shvodian for his approval.  Accepted by Shvodian. The document is available.  No opposition.

1629 - accepted per documents 01/384r2, 02/067r1, 02/118r1, 02/100r4, 01/469r4.  This last one was suppose to be posted last night and will be done today. 

Accepted by Shvodian.

1724- Accepted.  Need to ask Rofheart to accept - Shvodian to do.
Is anyone opposed to 1629 and 1724?  Shvodian is concerned that we now have two power management rather than one complicated way. Can he meet off line with Bain and Schrader to see if this can be fixed prior to Re-circulation?  Of course. 

Yesterday we discussed piconet ID.  We have a power point document (02/147r0) but no text yet.  There are only a few issues left to discuss prior to the text being written.  

We're going to draft the text or the SSID.  We changed section 7.3.1 table 60  "device identifier to be "piconet BSID" (add BSID to be Beacon Service ID, also called the Bill Shvodian ID).

Document 02/147r0 was displayed and the SSID discussion was quickly explained.  Reede asked, "When does the real MAC address get exposed?"   This helps limit the ability to track someone but Reede is not convinced.    If this needs to be common, we need it in the beacon.

The real answer is that it has not been decided.   A long discussion followed.  

How does the PNC learn the BSID of the neighbor or child? More discussion followed.

Hand over of the child piconet is missing too.  Sony thought it would dissolve and reform.

Agenda for today is to recess until 1:00 PM.

10:06 PM Recessed.

PM, Wednesday, March 13, 2002

Called to order at 1:14PM.  

Document 02/129r1.  Comment resolution run by Gilb.

Gilb entered in a clause as 7.4.2 describing the BSID.

Added a clause 8, a new clause:   "8.2.9 Setting the BSID"

The BSID is used to provide a way to identify the piconet.  The BSID is set via the MLME-SET command and is stored in the MAC PIB item MAPIBBSID, {xref 6.x.x}.  The BSID shall be persistent for the duration of the piconet.  This means that the BSID is preserved in the PNC handover process.  However, the PNC is able to change the BSID via the piconet parameter change command, {xref 7.x.x} using the process described in {xref 8.x.x.}.  The BSID may be persistent when the PNC restarts a piconet that ended, {xref 8.x.x.} without an AC to handover control to an AC."

"The PNID is chosen by the PNC when it starts the piconet and shall only be changed if the PNC detects another piconet wit the same PNID.  The same PNID may be persistent.

"If the PNC detect that another piconet is using the same BSID, it may change the BSID using the piconet parameter change control.  If the PNC detects that another piconet is using the same PNID, it shall choose another PNID and change it via the piconet parameter change command.  "The PNC shall not simultaneously change both the PNID and BSID unless it detects that an adjunct piconet is using the same PNID and BSID."

The real text changed a lot in this live drafting session so document 02/129r2 text, not these minutes, is correct.  The text will be added to 8.2.5 and 8.2.6 that after the association and prior to sending its CTR the child or parent AC shall send a probe command to the PNC with is SDID, i.e. between the 2nd and 3rd paragraphs in 8.2.6, add this paragraph:  "If the neighbor AC is associated by the PNC, it shall then send a probe command, to the PNC with the BSID that it will use for the neighbor piconet.  Many more changes were made.  

The BSID is changed with the BIP commands.

The network receives the change information from the beacon.

Note also that in the resolution of other comments, we added that the PNC should periodically not send the beacon in order to listen on the current channel for other piconets that have moved into its POS.

Can the child network use the same BSID as the parent?  Yes, leave it an option.

MLME will change to match the name changes in the text added to 02/129r2.

There was a discussion about making a device that moves into a net, and has the same ID as a device already in the net, change its IDs before requiring a device that is already there to change its ID.

Gilb suggested that he would put this document on the server tonight.  Also, we'll probably circulate D10 before we do D11 for the re-circulation.  Shvodian asked how we would handle the comments.  Just send them to Gilb.  There may be a more formal process later. 

1524, 1467, 800 - There were no other comments on these from the assembly. These are accepted in principle in conjunction with the final text in 02/129r2.

Status summary:  22 are left unresolved, with documents being written for each one.

Dydyk asked what we were doing on coexistence.  Gilb is working with Rob Poor on what a min. model may be.  We owe numbers to Shellhammer in order to close his comment. 

Dydyk is looking for help modeling from Lansford, and Allen will look for funds.

Dydyk asked whether we really need to answer this with model data. Yes.  We need this for ExeCom too.

How much time do we have to get this done.  We need it in less than a month.  Dydyk thought that was too short.  Barr and Gilb said we need to get it started.  

Barr reviewed how we're going to vote at 3:30 PM and suggested we read document 02/096r2.

3:00 PM recessed.  

3:35 PM reconvened.

Barr explained our confirmation vote and then vote on the suite selection. 

Huang asked clarification on the confirmation vote for accepting the text accepted on Tuesday.  

There was another question about if this vote is needed and if this is voted out.  There will be two open votes.  Barr said that this first one is a confirmation vote so we do everything the same.  Reede said this was irregular.  Huang was concerned that this procedure would allow the undoing of previous votes.  Roberts was under the impression that we all had the chance.

No one here was missing form the original vote.  Since there was no opposition to reconsidering this motion as passed Tuesday morning, then this is accepted.   There is no motion on the table.  This was put here just to confirm the vote to adopt the NTRU text that was taken out of order Tuesday.

Barr then set up the process to do three votes.  Are digital certificates required, the Symmetric Key method, the Public Key Method.   The motion took the elements out of both proposals as separate votes.

Rene wanted to reword this to say the supporting of digital certificates shall be mandatory.   Huang was concerned that since this represents elements of the proposals, can the elements be mixed and matched or do they have to be taken as a total suite.   Bailey said he designed the suite as a whole and would prefer a vote on proposals vs. parts.   Struik, speaking as a cryptographer said that the bit level needs to be consistent and compatible.  Is it possible?   Yes, it can be mixed and matched with solutions from either company.   Erik (Philips) had a problem with the selection structure and a discussion followed.  Reede mentioned that TG4 was concerned about the mandatory nature.  This comment was called out of order.   An NTRU person gave an example of a confusion factor.  

Huang inquired about making a motion to vote by proposal vs. component level votes.  After discussion, it was dropped.

The method of selection of these pieces was discussed.  Both presenters said that any sequence is OK.

There was additional discussion about what "mandatory" means. 

If the intent is that we MUST use a digital certificate, we need to vote, 

Motion to table this issue until Thursday at 2:00. Reede moved, Gilb seconded

Tabled.

No objection - No.  Passes by unanimous consent.

4:22 PM - Roberts - point of information:  Roberts will recess SG3a to make the vote.

Next, We have to pick security suites.   Barr summarized the need.  

Symmetric Key method will be selected.  Either the Two-key Triple-DES in document 02/131r0, or AES in document 02/135r0.  

Struik corrected SHA-1 should be SHA-2 and the company name was corrected. 

It was corrected that this vote is a selection process vote, which picks the plurality (largest vote), not a majority (>51%).  

The ballot vote is Vote A for two key triple-DES and vote B for AES (128-bit) per document 02/096r3.  

4:35PM - Barr asked if anyone else wishes to vote.  No responses, so the vote was closed. 

Results:

 10 Two-Key triple-DES

 16  AES (128 - bit)

  3  None of the Above

  9 Abstain

Result:  Barr declared that the plurality was for AES.

Roll call to confirm - 94% For, 6% against.  17/1/21

Barr asked for any more comments.  None were heard.  The roll was closed

Barr declared AES passes and is confirmed. 

Public Key Method was next.

Ballot key is Vote A= NTRUencrypt  and Vote B = ANSI X9.63-2001 (ECC)

4:52PM Barr asked if anyone else wanted to vote.  No response. The ballot is closed

Results:

A= 10

B= 23

None of the above= 0

Abstain = 6

We have selected the option B ANSI approach.

Confirmation vote:

Barr asked for any more comments.  Akahane changed to against.   Are there any other comments.  The roll is closed.  

The Confirmation was only 73% For.

We then asked the No voters what it would take to change from a no to a yes vote.

Akahane - No, I can't agree that this is the right technology unless the text is more complete. 

Allen - I would change if there were enough resources to complete the text in the time set by the group.

Gilb - would like an individual in the company to be assigned by the company to write or manage this.

Huang - needs to see text to satisfy concerns.

Richards - would change to a yes if there were a means to start at lower complexity solutions and get to more complex if we want.   His products need it.

Tsuguia - Wants a better text. 

Schrader - wants to see implementation for embedded systems more like NTRUs.

Sugaya - The implementation is too heavy.

Takamura - wants the current text to be written by the same company and wants integrated text .

Welborn asked about the no-to-yes conversion process.  We asked for one issue, what if there were more issues.  Barr asked if anyone else wanted to add additional issues to their NO comments.  Huang wanted to do an analysis first.  There were no other "no" comments.  

The winning presenter was asked to respond to the comments.  We asked the no commenters to state what it would take to change the no to a yes vote.

Gilb's comment - Rasor agrees to produce the documents needed for Motorola and needs Vanstone to commit.   Gilb would not change his vote until the commitment.  The history of delivery of document has been poor.  If this is a forum for individuals why should a company be held responsible?  Shvodian also wants the SDLs to be included.  

Roberts asked what we do with less than 75%.   We can do LBs or do it in re-circulation.  

Point of order: Reede said that without the confirmation vote the editor may not add this material.  Heile said that this confirmation vote was not necessary.  Gilb and Heile explained that this was to get buy-in so this is not contested in the re-circulation and result in delays.   Reede will contest this with SEC if the material was added without 75%.  He prefers we address the issue this week so it is stable. 

We will bring this discussion back at 2:00PM Thursday. 

Heile reminded us that this does not have to be at 75% to move forward.   Discussion followed.

Reede suggested that we have one document on which we can vote.  The editor disagreed with this because the authors have not been able to do this for the past 3 months. 

5:32PM Gilb moved to recess.  Seconded by Reede.  Recessed until tomorrow.  We will pick up the confirmation vote tomorrow.

AM Thursday 14, March 2002

[Notes from Mike McInnis]

8:10am John Barr recessed the meeting until 8:30am..

8:32am John Barr called the meeting to order.

Gilb has the floor.

Discussion ensued between James Gilb and Ivan Reed concerning the resolution of comment 547

547 - Accept in principle: Due to the change that will be made in the adoption of a security framework and mandatory security suite, all of the text in clause 10 will be replaced by the text that is approved by the task group as the security framework and mandatory security suite.

A decision was made to add the following text as resolution to this comment.

The committee would like to note that according to the LMSC rules, in a re-circulation ballot, all changes to a draft standard from the previous balloted version are open for comment.

9:07am Channel time request (CTR) for asynchronous traffic was discussed. Bill is asking if the group will approve the concept prior to developing the text to resolve comment 1628.

9:12am Channel time request command (CTR) for concatenation was discussed. Bill will  submit a presentation on this.

9:12am Data frame fragmentation was discussed. Upper layers vs. at MAC was discussed.

9:14am Began work on delayed-ACK request comment resolution.

9:57am James Gilb recessed the meeting until 10:30am.

10:38am Rick Alfvin called the meeting to order.

10:38am Meeting was turned over to James Gilb to continue comment resolution.


10:38am Continued work on delayed-ACK comment resolution.

11:10am  Allen Heberling arrived with work he wanted to review on comments he had worked on.

[Notes back to Allen]

12:00 PM - Recessed

1:00 PM - Reconvened

Barr asked for a motion to wave the presentation posting rules so Rasor can respond to the comments.  Rasor had prepared responses to the comments in 02/152r0.

Moved by Reede,  Seconded by Gilb,

Passed by unanimous consent.

Point of order - Kinney - Discussion about process and options for resolving votes. If things we previously voted on, are changed as a result of changing no votes to yes votes, will we take a full confirmation revote?  Not in this step.  If the basis is changed we will, but we won't have to unless there are no conversions.

Point of order - the secretary suggested we read the No vote comments and then have Rasor respond to each in turn.  The chair asked if anyone of the No voters wanted their comment read.  No response.  The Chair then ruled that we will let Rasor speak to the minutes before addressing the No voters.

Rasor presented 02/152r0.  

One of the bullets is that April 5th is the date for the completed draft text, by 5PM April 5, 2002, or at a date agreed to by the technical editor.  Heberling has a problem with credibility of this schedule. 

Slide 5 - "you don’t have to use Certicom certificates".   Delete last "s" in this slide. 

Barr said the other question is the nature of embedded applications.  The material is confidential and Rasor made a comment about maturity and embedded examples.

Kinney asked for a ruling on whether the presented comments represented a technical change.  Barr explained the mode levels and that the 3rd item, certificates, are still an open issue.  Shvodian asked if mode #1 had command protection.  No - all open and no security.  Gilb and Reede thought that that was a technical change.  Reede suggested that a straw pole would be sufficient to address any compromises made to get a YES votes.  Gilb said that, as stated, this presentation is technical change.  

There was some confusion on process we were following because we discussed the current activity but there was uncertainly about the entire process.    Heile took the floor as acting chair and parliamentarian to help with the process.  The process is that we will read each of the No votes.  We will let the No voters comment.  The presenter can make a comment or accept the suggestion.  At the end of that process, we will determine if technical changes have been made.  If tech changes were made, we will hold the entire confirmation vote again.  

Reede, asked why do we have to go through this again.  We did it yesterday.  Heile wants to be conservative and make sure we do this right.  Heberling said that just like suspending the posting rules for 02/152r0, this is another example of a document that is being used without being posted.  Heile said that this process is picking up a working document on an open action from yesterday and that it will be posted after its business is done.

We resumed the No vote roll call and comments:

Akahane - No, I can't agree that this is the right technology unless the text is more complete. 

He wants to see more text, to support optional NTRU security suite option included.  He wants to see as document by a deadline and if it is not ready, he wants NTRU's proposal adopted as first choice.  Also, the change that Rasor presented needs more information. 

Rasor's presentation was shown again.  Rasor asked, "What details do you want?"  Rasor reminded the group that the re-circulation is another place for comment.   Rasor explained the process and scope of the proposal.  There was concern that there was a reference that may contain Certicom technology hidden within it.

Rasor proposed a change their slide 3, security levels by removing ANSI referenced.  And the document 02/152 was changed to r2.  That was accepted for that issue.  Barr asked if that satisfied his comment.  Akahane said, (as rephrased by Heile) that he also wanted to see the document for April 5th, and if it fails to be delivered, the group will go forward with the one in place and both will go in if they are in.  

Point of order - Reede asked again about the process and Heile said we are only collecting information at the moment.  

Rasor said he can't resolve this request because it is a group decision.    However,  Akahane indicated that he would change his No to a Yes if his other Nos are resolved. 

Allen would change if there were enough resources to complete the text in the time set by the group.  The resolution was to add dates and conditions to the confirmation motion.

Gilb - would like an individual in the company to be assigned by the company to write or manage this.  Gilb restated this as his requirement to change his vote and would be satisfied with Akahane-san's resolutions.

Huang - needs to see text to satisfy his concerns.

Huang said one of his concerns is that the presentation of ECC said that it was royalty free, and he needs to be able to build this proposal without encumbrances.  He asked Rasor if that were possible.  Rasor said that no one could clear infringement with unknown implementations [the text had not been written yet].    If he can't get a low cost solution it goes against the PAR .    Heile asked, "Are you aware of implementations that would not infringe?" Rasor said, "Yes".    Huang asked, "I just want to be sure, is it possible to implement ECC without infringing IP.  Rasor said, "Yes, and such an implementation would be allowed.  It is published."

Gilb begged the chairs indulgence to go back to his comment.  Barr gave him the floor.  Gilb said he can't use this proposal for the text because this presentation does not allow button push without cryptology.  The ACL mode 1 was not in previous text.  Delete one in order to change his vote.

Motion to postpone this decision until 6:30PM 

Moved:  Reede

Seconded: Chuck.

Called the question 

Objection 

Yes,

Motion was friendly amended to recess at 3:30 by Gilb,  The amendment was accepted.

34/1/3/ Motion carries. 

Motion to postpone this discussion at 3:30.

We continued with the current discussion until postponement time.

Richards - would change to a yes if there were a means to start at lower complexity solutions and get to more complex if we want.   His products need low complexity.

Heile asked if these changes were moving in the right direction.  Yes, but he has not seen enough yet.  He is looking for a solution using NTRU for which he is persuaded, by the presentation, is the simplest and moves to more complicated later.   Heile asked if the current flexibility satisfies that.  In the interest of compromise he is interested, but needs to see more text.

Tsuguia - Wants a better text.

Schrader - wants to see implementation for embedded systems more like NTRUs.

Mark is concerned about complexity at two levels - embedded.  Privately Rasor has convinced him that is can be implemented in an embedded systems.  Other wise simple solutions are not possible.  He also said that in the end, the market would decide,  So he would be willing to change from a no to a yes if the NTRU option was fully explained in the text so that if it were included, that it sufficient for interoperability.   If both are complete and in there, and is a true alternative he would change his vote to a YES.  

Sugaya - The implementation is too heavy.   He indicated that Akahane's resolution would change his vote to a yes.

Takamura - wants the current text to be written by the same company and wants integrated text .

His needs are covered by previous considerations. 

Heile indicated that there is a remarkable degree of alignment.

Is there anyone who would object if we accepted the proposed amendments? 

Reede, Schylander (Erik). Would like mode 1 inserted.  Gilb is concerned that there is no text for ACL.  ACL is defined in 02/130r1 and verified by Bailey.  Schlylander said if the text it's not in there, we need it, and he is concerned about deleting text because he's not sure what it means.  Others explained that it was meant to generalize the standard.   The deletions make things too general.  Also what does "support" of the certification mean.   Is this technical support or publicity support or something else.    The support question was answered.  ACLs is not fully defined like formats, passing, policies, so it needs more text.

Gilb is willing to leave the ACL mode in for a privacy mode. 

Reede said that if we leave mode  #1 in, he agrees that we have work to do to leave it in put the text needs to be modified.  Heile asked if we can add a simple sentence to clarify the motion.   

Huang suggested text.  Heile said that this is part of a second vote and is on the agenda. Let's summarize the basic elements to convert the votes:

· Review the proposed modes,

· need more text, 

· April 5th deadline, at which time it is in or NOT based on what is received and 

· We go forward with what is delivered.  

Barr clarified that there is an option but there is a mandatory one 

Reede moved to recess until 6:30 so we could work out a compromise.   Heile suggested that we should spend our time finishing this action and asked if there were a second.

No second. 

Motion to delay recess until 4:00.

Moved Kinney, Seconded Rofheart.

Discussion - Roberts objects to the delay of SG3a.

Huang spoke against the motion.  Called the question

No objection to call the question. 

6/lots  

Motion failed.

We are still in order.  Point of order - Barr asked if any of the no votes changed to yes.  Heile said that all voters listed what they wanted to convert the vote.  

Barr wanted the acting chair to ask if there were any changes from no to yes without conditions. 

We ran out of time and recessed on schedule. 

3:30 PM - Central Standard Time  - tabled the vote discussion until 6:30PM per a previous motion.

Continued comment resolutions.  The notes are in Gilb's comment data base summary document.

Will hold off the 1394 presentation until after the votes

5:41PM - Recessed.

Evening, Thursday,  March 14, 2002

6:39 PM     Chair called to order.

We summarize the needs of the No voters.  The interested parties met and wrote 02/096r4 slide 18.  

Confirmation Resolution allows us to:

Place complete security suite descriptions for ANSI X9.63-2001 and NTRUEncrypt in the draft.

ANSI x9.63-2001 will be mandatory when security is enabled.

NTRUEncryp using ess251 ep1 will be optional

Complete draft text due to technical editor (copied to the TG3 chair) for both items by 5PM PST, April 5th.

If complete text specifying the implementation for the ANSI x9.63-2001    security suite is not received on time, the draft will proceed with the alternate proposal as the mandatory security suite. 

Add a security mode that allows for the selection of a set of devices allowed to associated via user-configured means.

Heberling asked what is required to declare that a document is or is not complete.  Ans: The technical editor is in charge of this.  This will include the items in 02/130r0, any changes that are required to complete the text.

Discussion on the pending motion:

Kinney - wants to correct the text to say mode 0,1,2,3.  Gilb suggested we reference the specific page used this afternoon.  Barr asked for a straw pole if anyone objected to adding the level 02/152r2 references.  No objections.  

Erik has the same concerns. Security enabled looks like mode one so he would like the motion integrated.  Under what conditions is NTRU optional?  Always option but will be in the draft.

Other comments:

The text was changed to read "NTRUEncrypt using ess251 ep1 will be optional when security modes 2 and 3 are enabled."

Erik also said that "if complete text specifying…….security suite".  The words "alternate proposal" will be replaced with 02/131r0.  If we get neither, what happens?   02/131r0 is already complete.  Gilb makes the initial call on completeness and the voters have the final say.

Welborn said that his impression is that ANSI is ambiguous regarding details.  He thinks that there are multiple suites in this document and someone can pick and choose the parts of ANSI without control of the group.   Barr asked if there is a more formal description?  Rasor said we are voting on something a little different.   Whyte said that ANSI specifies at least 9 options and that Certicom's and other techniques in there.  Barr asked again, which is being selected for the draft, is it MQV or Station to Station?  Rasor said that the one selected will not known to be patent encumbered.  Rasor could not know for sure that what the encumbrance is.  "It's out of scope for us. "  

Struik asked for a point of clarification.  Is either group is responsible for their own  text or the complete text?  Ans:  what ever it takes to do their own.  They would not be required to include NTRU's optional suite text for example

Reede - Last bullet item was changed to say "Add mode one…"  Gilb asked who is writing the text for this?  We’re not sure so if it is not delivered, we won't put it in.

Roberts asked about what is in the second vote.  It was answered.

Huang asked if in ANSI x9.63-2001 it was said that this method was unencumbered. 

Heberling asked the first bullets to say  "descriptions based on ANSI x9.63-2001…".   No opposition.  Same for the sub-bullet.   Also, "If the complete text specifying an implementation based on ANSI x9.63-2001…." was added.

No opposition.

Shvodian said that mode #0 is implied, does that make mode one and zero the same?  Can we get rid of mode one?  Barr and Gilb asked Erik if instead of adding a mode, can we just consider it as base rather than a special layer?  Gilb asked if we can just accept using the ACL access list rather than to make is a specific method.   We then changed the last bullet to add the ability to use access control lists without security enabled to allow for the selection of a set of devices allowed to associate via user configured means.

No objections

Rasor said that we need to nail down the IP statement more carefully.

Reede asked that the comments say " is not received and posted to the 802.15.3 on time, on time…".

What happens if we default into the NTRU with IP?  Huang said that we have received strong assurances that the Certicom submission will be considered on time, so it's unnecessary to discuss.

If I use public key crypto, can we use manual in conjunction?  Yes. 

Welborn asked if ACL could be used with each mode.   Yes, all higher modes can use the lower means as well.  The mode list was updated. 

Any objection to adding this.  No objections.

Struik asked about slide 18.  He thinks it is unusual for the restrictions on the Certicom team.  If neither comes in time, both should be optional.  ECC was represented as having IP.  

Alfvin said that the restriction was placed on this because is it is mandatory.   In the event that both were optional, both would have been treated the same.   Barr clarified that this text was a resolution of a comment by a no voter and not original text.

Huang does not understand why there is a discussion about a deadline to provide text.  He is concerned that if a person committed to provide text, is worried about what happens if they fail to deliver, it might be a foreshadowing of events.  

Regarding this issue, no more opposition. 

Heberling said that one team was ready and one was not.  Barr ruled him out of order. 

Rasor wants the comment added that the parties will disclose any patents they know of once the text is submitted.  He asked for changes to make the scope "Worldwide IP", not US and EU.  Heile said the working comment should be "no known patents to this body". We cannot ask anyone in these meetings to declare IP but they would be wise to do so if they know of any.  

There are two issues - today's knowledge and again later when the document is done.  

The IEEE policy was discussed. Rasor wanted to make sure they were not responsible to clear the design of all IP.  It was clear that the IP issues it is limited to the knowledge of the proposers and the Working Group membership.

Rasor said that they would work to not have IP.  Gilb said that it was represented that a solution could be done without IP.  Rasor asked if he could just insure best effort.   Heile suggested the members we ask for what we want and let the process follow.   We will add:  "The goal will be no patents. " Rasor objection to its inclusion. 

Shvodian asked if it was IP on parts or all parts. [no response was heard by the secretary].

Final resolution of this comments were:

Place complete security suite descriptions based on ANSI x9.63-2001 and NTRUEncrypt in the draft.

A security suite based on ANSI x9.63-2001 will be mandatory when security modes 2 and 3 are enabled, the goal of the mode selections will be to have no IP encumbrance.

Ivan moved that we accept this motion as a means to resolve the issue.  Seconded Gilb.  No discussion Heile called the question.  No opposition, the question is called.  Technical vote. 

No objections - passes by unanimous consent. 

Now we want to take the roll. 

Since we had a unanimous vote.  We can have this confirmation stand.

Reede would like a roll call vote.

Alfvin called the roll.  Unanimous yes.    No abstains   

Everyone vote?  Yea.  Anyone wish to change? No,  The ballot is closed.

39/0/0/ Barr said the confirmation Passes

We went back to the Digital Cipher Suite.

Motion is in document 02/152r3, slide 5. 

Motion internal. 

Discussion:

Kinney wanted "MAC" made to "MAC Standard".  Reede said that 802 drafts and standards do not "ensure interoperable".  It doesn't guarantee.    The word "Insure" was changed to "Promote".  

Welborn said that certificates have IP.  This is not optional as written.  We want support but it is not necessary to use them.  The text was clarified to Wellborn.

Shvodian asked what it means to be "preferred"?  Gilb said the standard will say "Should" for these comments. 

Reede pointed out a clarification.  We started giving security option numbers. And we should replace mandatory with "security option 2 is selected."  No oppositions to the change.  There has a goal to have at least one unencumbered means.  

Reede asked what implicit means.  Rasor said it means a patented means by Certicom.   Barr pointed out that mode 3 is optional.  Certicom has the best on the market and is patented.  The one that is proposed will be as clear as they can make.

The final motion:

In order to promote interoperability and scalability, the MAC (MLME message and frame formats) of the 802.15.3 draft standard shall support the use of certificates.

Devices shall not be required to use certificates, and the type of certificate shall be selectable by the security suite. When security option 3 is selected, implicit certificates and an alternative certificate method that is unencumbered by intellectual property will be specified as options for the required certificates. 

This implementation allows selection of either a manual, challenge and response authentication mode, or an automatic, certificate based authentication mode.   

No more comments. 

No discussion

Any objections to accepting this motion?

No objections - passes by unanimous consent. 

Shvodian wanted to make a motion to submit.  Arbaugh said something about IP.  

Rasor suggested we align with TGi in this area.  With the clarification, Shvodian withdraw his motion before it was seconded. 

We began comment resolution.

8:18 PM Recessed for a fast break before comment resolution. 

8:39 PM - Reconvened  

The chair declared that at 9:10 PM , we will review 02/157r0, the 1394 presentation to be resented to by Gilb and Grandoflo next week.  This is left over from the afternoon agenda.

Began working on document 02/037r2

02/129r2

670, 704, 723, 724, 1526 Accept in principle. "change the PNC selection process to the one described in 02/037r2.  Delete other referenced to the PNC selection process.  Move table 68 and associated text to the coordinator handover sub-clause. 

174 - Accept in principle. "Change the PNC selection process to the one described in 02/037r2.  Delete other referenced to the PNC selection process.  Move table 68 and associated text to the coordinator handover sub-clause.  Because of this, figure 78 will be deleted. 

1722, 30 - Changed the resolutions of these from rejected items to accept in principle.  These were unsatisfied technical comments. Bain submitted text earlier today.  And Gilb added the text into this document for clause 8.   It is called the piconet service field.

"An optional piconet services field is provided in the association command and association response command.  An associating DEVs may inspect the capabilities field returned by the PNC to determine information about other DEVs in the piconet prior to completion of the association and authentication process, and if required, authentication process Associating DEVs may place information about the other DEVs in the piconet prior to completion of the association and , if required, authentication process.   Associating DEVs may place information in the piconet services field of the association command to the PNC.   If a DEV has a need for privacy, it may not desire to provide information that would be available outside of the security operation of the piconet.  Likewise the PNC is not required to provide this information if it violates the security of the security policy as set by the MAC PIB.

Gilb asked if anyone objected to this change.  No objection, accepted. 

Only two issues are open.  Delayed ACK and 

9:18 PM - Gilb and Grandolfo presented the 1394 presentation document.    02/157r0  

We made several changes to this document creating 02/157r1.

Motion to adjourn, moved by Allen, seconded by Gilb

No objections, passed by unanimous consent.

10:02 PM - Adjourned.
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