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10. Privacy and Security
10.1  System overview
In this section, we recapitulate the security-relevant characteristics of the WPAN technology and state some restrictions this wireless technology imposes on the security that could potentially be provided within the wireless PAN context. 

10.1.1 Characteristics of the 802.15.3 WPAN

The 802.15.3 Wireless Personal Area Network exhibits the following security-relevant characteristics:

1. Communications technology. Data and voice communications is based on radio transmissions operating at 2.4 GHz between static or moving objects that are, typically, at most 10 meters apart. Data transmission rates are above 20 Mbps.

2. Devices. The network is intended for short-range communications between consumer devices including

· Computers, PDAs, handheld PCs, printers;

· Digital imaging systems, microphones, speakers, and headsets;

· Personal and professional video streams (e.g., set-top box output to TV, security camera);

· Barcode readers, sensors, displays, pagers, mobile and PCS phones.

Each device has a unique Id (the IEEE device address).

3. Personal Area Network (piconet). Communication takes place between a collection of at most 255 devices (nodes) that operate on close distance from one another, in a so-called piconet. Communication can be in one of two forms: peer-to-peer and broadcast. One device, the so-called piconet controller (PNC), has a special role: it takes care of message control and regulates admission of devices to the piconet. Typically, the PNC is one of the more resourceful devices in the network. The PNC does not need to be fixed in space and time: PNCs can wander around and be assigned dynamically. Similarly, nodes may connect and disconnect in an ad-hoc fashion.

4. Interaction with the outside world. Communication of data between a piconet and other networks, such as wireless LANs and fixed LANs (e.g., IEEE 802.3), takes place via a so-called portal, which communicates MAC service data units back and forth.
In the sequel, we will restrict ourselves to communication behavior between WPAN-enabled devices. Communications with the outside world should be addressed elsewhere and is considered to be out of scope.

10.1.2 Security constraints imposed by the 802.15.3 WPAN
The 802.15.3 WPAN imposes the following security constraints:

1. Untrusted devices.  Devices are low-cost consumer electronics devices. Secure and authentic storage of keying material in such a device can therefore not be assumed a priori, nor the presence of a high quality random number generator.

2. Devices with limited capabilities. Devices are low-cost consumer electronic devices. Thus, one has to take into account limitations on computing power, memory constraints, and power drain. This might limit the choice of cryptographic algorithms and protocols, esp. given the relatively high data rate required. 

3. Short-range communications only. The communications technology only allows communications between devices that are relatively close to each other. Thus, one cannot rely on on-line centralized key management, since the trusted party might be out of range. Off-line involvement of a centralized trusted party, however, could still be realized. (This situation is quite similar to that experienced with typical CA services in use at present, where the validity of certificates might be checked off-line rather than online, to lower the communication overhead.) 

4. Short-lived relationships. Devices communicate in an ad-hoc fashion and might never have met before. Thus, initial establishment of trust between these devices needs to be addressed.

10.2  Security requirements

In this section, we introduce the security requirements for the 802.15.3 Wireless Personal Area Network technology. The security requirements are based upon a discussion of potential security services that might be required and a critical assessment of limitations of the wireless PAN technology.

10.2.1 Potential security services

The security services that need to be provided might include a combination of the following:
1. Entity authentication. Evidence to a communicating device regarding the identity of its communicating party.

2. Data Integrity. Assurances that communicated data and control strings have not been altered in transit.

3. Confidentiality. Guarantee that communicated data remains private to the parties that knowingly partake in communications.

4. Non-repudiation. Binding of a communicating device to its commitments and/or actions, such that these cannot be denied later on.

5. Anonymity.  Non-disclosure of the identity of communicating parties to any third party.

6. Availability. Assurances as to the continuity of service delivery (here: security services).

The actual security services that are required (or desirable) depend on the actual application at hand. A short discussion exemplifying the potential need for a (combination of) security service(s) follows.

Confidentiality of data is required to prevent exposure of potentially sensitive data, such as Pay TV signals and personal data synchronized between a PDA and another device trusted by the PDA user. Integrity is needed to ensure that data is received accurately and completely, such as personal data and video streams communicated by a security camera. Source authentication is required to assure the receiving device as to the true identity of the sending device, such as a PDA or, again, a security camera. Destination authentication is required to assure the sending device as to the true identity of the recipient, such as the computing devices a PDA synchronizes to and TV monitor and speakers with copy protection circuitry aboard a set-top box or other home entertainment box communicates to. Non-repudiation is required in settings where denial of previous commitments should be prevented, such as ordering Video-on-Demand services, software upgrades of digital TV capabilities, and downloading of music. Anonymity might be required to prevent linkage of data trails to individuals, such as to respect privacy of individuals or simply to comply with privacy laws. Availability is desirable to ensure quality of service.

Some of the security services cannot be met in the 802.15.3 WPAN setting or are more appropriately realized elsewhere. Availability assurances cannot be given, since the radio signal transmissions in a piconet can easily be overruled by powerful jamming equipment. The requirement for anonymity might conflict with the need for entity authentication in networks where devices might never have met before. Non-repudiation might be more appropriately realized outside the MAC (Medium Access Control) and PHY (Physical) layer, e.g., at the application level. The same remark might apply to some of the other security services, e.g., confidentiality and data integrity. All security services ultimately depend on the availability of some secret piece of information at every user device and, hence, require a trusted component that allows the secure processing and storage hereof. Moreover, many cryptographic operations require a high quality source of randomness, to prevent attacks that exploit the predictability of part of the protocol messages to derive information on secret keys. The availability of a trusted processing and storage facility and some good source of randomness might, however, not be a given in a low-cost consumer device. Without this, no cryptographic security can be provided.  

10.2.2 Actual security services

The security services that are to be provided include the following:
1. Entity authentication. Evidence to a communicating device regarding the identity of its communicating party.

2. Data Integrity. Assurances that communicated data and control strings have not been altered in transit.

3. Confidentiality. Guarantee that communicated data remains private to the parties that knowingly partake in communications.

A short discussion follows.

Communication within a piconet takes place between semi-autonomous devices that may connect to the piconet in an ad-hoc fashion and might never have met before. Regulation of admission of these devices requires evidence as to the true identity of the devices that comprise the piconet. Message control requires monitoring of the devices that are alive within the piconet. In both cases, entity authentication is required. Confidentiality is required to prevent exposure of sensitive data to unauthorized parties, in particular to those parties that do not take part in the piconet. Integrity might be required to ensure that message traffic and control data are received accurately and completely by their intended recipients.

With these security services in place, the assurances that one has come to expect of wired networks – i.e., confidentiality, integrity, and authentication – carry over to (inter)networking between WPAN-enabled devices.

10.2.3 Actual security requirements

For each piconet, its security requirements include a specific combination of the following:

1. Joining of authenticated parties only. At any given moment of time, admission of a device to the piconet (association) must be based upon evidence regarding its true identity and proof that the device itself corroborated this evidence. 

2. Communication between identified parties only. At any given moment of time, access to information shared between members of a group of piconet devices must be restricted to precisely these group members. As such, this includes access to integrity information.
The security requirements can be realized by cryptographic means, via security mechanisms that implement the security services specified in §10.2.2.

Remark

We have deliberately been vague about what we mean by a ‘group’ of piconet devices. Conceptually, it refers to any subset of the devices that constitute the piconet and, hence, it includes peer-to-peer (end-to-end) communication, multicasting, and broadcasting. In practical scenarios, we will be interested mainly in the peer-to-peer and in the broadcast scenario.
10.3  Security architectural framework
In this section, we introduce the security architectural framework for the 802.15.3 Wireless Personal Area Network technology. The framework is based upon clearly stated security assumptions, a classification of devices according to the role(s) these assume, and a description of the security policy in effect. 

10.3.1 Security assumptions

The security provided by the security architecture depends on the security of the public and symmetric keys it operates upon and on the security provided by the cryptographic primitives involved. Thus, trust in the security architecture ultimately reduces to trust in the secure initialization and installation of keying material and to trust in the secure processing and storage of keying material.

10.3.1.1.  Trusted device

We assume each entity to have access to a privately held trusted device, trust being relative to the environment in which the device is to be operated. The trusted device is the exclusive source the entity calls upon for the processing of cryptographic functions and for the protected storage of keying material and associated data. The trusted device is assumed to provide for sufficient secure (and/or authentic) storage and for sufficient secure
 processing capabilities. Here, one distinguishes between the following types of protected storage: secure storage (no read access), authentic storage (no write access), and secure and authentic storage (no read/write access).

Keying material and associated data must be stored only in protected storage that offers the appropriate security and/or authenticity. All data processing involving cryptographic objects must take place only in a secure processing environment.

We assume that secret and private keying material never becomes available outside the trusted device in an unsecured way. In particular, this implies that the device is assumed not to have a user interface for secret and private keying material (hence, the trusted device must generate its own public key pairs or have these installed once and for all during the manufacturing of the device).

10.3.1.2 . Random number generator (RNG) 
We assume each entity to have access to a privately held secure (pseudo) random number generator (RNG). This RNG is the exclusive source the entity calls upon for the generation of random values and/or strings. Furthermore, we assume the outputs of each pair of random number generators to be statistically uncorrelated.

The random number generator must reside in the trusted device.

10.3.1.3   Authentic public keys

We assume the external presence of a single distinguished party T who vouches for the authenticity of the binding between an entity A and its public encryption key PA. (This party is called the External Trusted Party.)

The actual implementation of this binding, and a verification mechanism therefore, depends on context. We discuss two possible implementation methods and highlight some security aspects hereof.

1. Public key certificates. The external trusted party T provides his signature over A’s public key and A’s identifying information and includes these data in a public key certificate. Generation of the public key certificate requires interaction between Party A and the external trusted party, to corroborate evidence as to A’s true identity and as to its possession of the corresponding private key. Verification of the authenticity of A’s public key requires the signature of Party T, as contained in the public key certificate, to be verified. Thus, it only necessitates the verifying party to have access to an authentic copy of the (public) signature verification key of Party T, rather than to the public keys of all its potential communicating parties.

2. Implicit certificates. This provides an alternative for public key certificates. The main idea here is that it is not necessary to store public keys as such; storage of related data instead, plus an efficient procedure for reconstructing public keys from these, suffices. With implicitly certified public keys, the public key is reconstructed based upon the identity of the device the public key is associated with and the previously mentioned related data. In addition, evidence regarding the authenticity of the reconstructed public key string is provided. As with public key certificates, the generation of implicit certificates requires interaction with the external trusted party.

The suitability of either implementation method depends on the choice of public key primitive.

The above description assumes that each entity generates its own public key pair(s). As an alternative, the trusted party might generate these on behalf of the entity, provide his signature hereover, and have the public key pair securely stored on the device, during the manufacturing hereof (see §10.3.1.1).

In all cases, an authentic copy of the trusted party’s public signature verification key must be stored in each device, prior to its operational deployment (i.e., either at the time of manufacturing of the device or at personalization of the device).

In our context, public keying material is created once and for all and is never revoked, nor is the public signature verification key of the external trusted party. The reason for this design choice is that, with short-range communications technology, one cannot rely on on-line centralized key management (although off-line centralized key management would have been possible). For details, see §10.1.2.

Notes

It is important to realize that the different methods for generating authentic public key pairs, as discussed above, require different levels of trust in the trusted party. If the trusted party both generates and authenticates an entity’s public key pair, it must be trusted not to disclose the private key and not to create false credentials. If the trusted party merely authenticates a public key that was generated by the entity itself, it can still create false credentials if certificates are used; with public key certificates, it can completely control the public key value, whereas with implicit certificates key control this is not possible. For details, we refer to [9, Remark 13.7]. Last but not least, a party that generates its own keying material must have sufficient assurances as to the quality of its random number generator. 

A more detailed discussion of this topic is beyond the scope of this document.
10.3.2 Devices and their roles

The implementation of the security architecture depends on the relationships between devices in the piconet, which in turn depend on the role(s) each of the devices plays.

10.3.2.1  Role model

One distinguishes the following roles of devices within the piconet setting:

1. Security Manager. This entity is the sole source of local trust management (i.e., within the piconet). It facilitates the establishment of keying material between each pair of ordinary devices within the piconet and assumes all activities that are necessary to maintain keying relationships and to enforce the security policy.

2. Ordinary device. This entity is part of the piconet or could become part hereof during its lifecycle. The entity is responsible for the secure processing and storage of keying material; it does not assume any other security responsibilities.

3. Piconet Controller (PNC). This entity is the sole source of local message control (i.e., within the piconet). It facilitates the admission of ordinary devices to the piconet and allocates time slots for message exchanges between devices in the piconet. This entity does not assume any security responsibilities.

4. Portal. This entity is the sole source that ensures integration with external networks (with respect to the piconet). This entity does not assume any security responsibilities.

5. External Trusted Party. This entity is conceptually the sole source of global trust management (i.e., outside the piconet). It facilitates the establishment of authentic public keying material with devices and assumes all activities that are necessary to maintain public keying relationships and to enforce the security policy.

As stated before, we restrict ourselves to communication behavior between WPAN-enabled devices. The security implications of the role of the portal should therefore be addressed elsewhere and are considered to be out of scope.

The role model is motivated as follows:

1. The roles in the security model are formulated in such a way as to allow a distributed implementation. In particular, there might be more than 1 piconet controller, more than 1 security manager, and more than 1 external trusted party. What is important is that these roles may conceptually be thought of as being centralized.

2. The roles in the security model are independent of the way these are actually implemented. In particular, this means that different roles may be implemented in a single device. An example of the latter would be the creation of a single device that assumes both the role of piconet controller and that of security manager.
3. The roles in the security model are separated from the actual devices that assume these roles, thus allowing for a dynamic mapping of roles to devices. An example of the latter would be changes to the piconet controller and to the security manager.

4. The roles in the security model are separated from the actual devices that assume these roles, thus allowing different devices to associate different roles with the same device, depending on their individual view on the role(s) this particular device should play. An example of the latter would be a device that assumes the role of security manager for one device and that of ordinary device for another device.

5. The piconet controller (PNC) need not be fixed in time and space. Since the device that is assigned the role of PNC might vary over time, it is not convenient to a priori assign any security functionality to it (for otherwise, trust might need to be established over and over again, at each change of PNC).

6. The external trusted party is assumed to be the sole source of global trust, since it is a party that is external to the network and might have facilities that are deemed necessary for proper key management (e.g., secure key generation facilities, proper authentic storage of keying material, availability, etc.).

10.3.2.2.   Mapping of roles to devices

At any given moment of time, devices need a means for recognizing which role(s) other devices play or should play. Static mappings of roles to devices might be realized at device initialization. Dynamic mappings of roles to devices would require a means of securely associating roles to devices, allowing the dynamic verification hereof (e.g., via attribute certificates). At present, we consider static mappings only. (Below, this is only so because the local address of the PNC is always fixed as 0x00.)

The following mappings of roles to devices are in effect:

1. The current piconet controller assumes the role of security manager (for all devices);

2. Each device assumes the role of ordinary device (for all devices);

3. Each device may assume the role of (alternate) piconet controller (for all devices).

There are no other mappings of roles to devices in effect.

The role of the external trusted party includes facilitating the generation of authentic public keying material for each device (see also §10.3.1.3 on authentic public keys). As such, it includes the generation of certificates for each device’s public key and (facilitating) the storage of an authentic copy of the trusted party’s own public signature verification key in each device, prior to its operational deployment. The role of the external trusted party is implemented outside the network. The security implications of this role should therefore be addressed elsewhere and are considered to be out of scope.
Remark

The mapping that is in effect is static in nature. Moreover, the role of the security manager is identified with that of the current piconet controller. This approach, although simple, has its drawbacks, since it assumes each device to trust the piconet controller and, more importantly, to trust each subsequent piconet controller for its security needs. This might be especially undesirable in the event of an automatic piconet hand over, since the devices constituting the piconet exercise no control over the election process of the new piconet controller. From an implementation viewpoint, the drawback is that each change of the piconet controller now invokes by definition a change of security manager, thus requiring a potentially expensive re-establishment of keying relationships between all devices and the new security manager.
10.3.3 Security policy

The security policy specifies the set of rules that must be adhered to in the event of security events, in order to keep the security properties of the system invariant.

All subsequent discussions in this section are relative to a specific set of piconet devices (for brevity: group); the members hereof are referred to as group members.

10.3.3.1  Security events

One distinguishes the following security events:

1. Change of group structure. This refers to the introduction of a new group member to the group or to the exclusion of an old group member from the group. An example hereof is a device that wants to join a piconet.

2. Change of (security-relevant) role. This refers to a change of the security-relevant role(s) one of the current group members assumes. Due to the mapping of roles to devices as defined in §10.3.2.2, this refers to either a role change from piconet controller to ordinary device, or vice versa.

Simultaneous changes of the group structure and of the role are conceptually thought of as to take place subsequently, e.g., if the current PNC simply vanishes, this can be thought of as to have occurred in the order ‘change role to ordinary device’; ‘vanish’.

Exclusion of an old group member from the group is triggered in each of the following ways:

1. Expiration of membership. This refers to disassociation due to time-out (lack of information about whereabouts of the particular group member).

2. Cancellation of membership. This refers to disassociation due to a cancellation request of the particular group member.

3. Denial of access. This refers to disassociation of a particular group member due to enforcement of the security policy.

Introduction of a new group member to the group is triggered in each of the following ways:

1. Subscription of the member. This refers to association due to a request of the particular new group member to join the group.

Changes between a group member’s role as piconet controller and that of ordinary device are triggered in each of the following ways:

1. PNC hand over (sign out). This refers to a device actively relinquishing its role as piconet controller, while it remains a group member.

2. PNC takeover (sign in). This refers to an alternate PNC device assuming the role of piconet controller.

Notes

1. Introduction of a new group member to a group shall only be realized with the active involvement of that group member (no member shall become part of a group unknowingly).

2. Exclusion of an old group member from a group shall only be realized due to absence of activity of that group member, notification by that group member, or a security event.

3. Swaps between a group member’s role as piconet controller and that of ordinary device shall only be realized with the active involvement of that group member (no member shall become piconet controller or hand over this role unknowingly).

10.3.3.2  Effect of change of group structure

We consider the effect of changes to the group structure in the scenario where information shared between members of a group is secured via a common (symmetric) group key.

Security invariant: At any given moment of time, access to information shared between members of a group is restricted to precisely these group members. As such, this includes access to integrity information.

Security rule: Changes to the group structure must invoke a change of the common group keys.

The rationale for this security rule is that one must prevent the new member from gaining access to information that was communicated prior to the moment he was granted access to the key-sharing group. Similarly, one must prevent the excluded member from gaining access to information that might be communicated after the moment he was denied access to the key-sharing group.

Enforcement of the security rule ensures that access to shared information remains restricted to precisely the members comprising the group, if this was initially so. Without this security rule in place, access to information is not precisely defined and might differ from that assumed, e.g., by the human operators of the devices.

Key storage invariant: At any given moment of time, devices maintain symmetric keying relationships with groups to which they belong only.

Key storage rule: Changes to the group structure must invoke the secure destruction of the old group key(s) and the secure and authentic storage of the new group key(s).

The rationale for this key storage rule is that keys should be destroyed once these are no longer needed.

Enforcement of the key storage rule ensures that potential compromise of symmetric keying material might only expose information to which the device currently already has access as a legitimate group member. Without this key storage rule in place, key compromise might expose information that was accessible to the compromised device in previously ended communications.

10.3.3.3  Effect of change of role

We consider the effect of changes to the roles of devices in the scenario where information shared between members of a group is secured via a common (symmetric) group key.

A change of the role of the piconet controller due to a PNC hand over has no effect on the group structure, so it does not impact the group key.

10.3.4 Characteristics of the security architecture

The security architecture describes the security aspects of the communications between devices that are part of a piconet or could become part hereof during their lifecycle. We discuss initialization aspects and operational aspects of the system. First, however, we give a general overview.

The system comprises of ordinary devices, a single piconet controller, and a fixed external trusted party (see the mapping of roles to devices as defined in §10.3.2.2). The piconet controller acts as the security manager of the operational network. As such, it authenticates devices that would like to join the piconet and facilitates the distribution of data keys, to be used for securing communications between devices in the piconet. In addition, it allocates time slots for these message exchanges to each piconet device (see the role model of §10.3.2.1). Finally, it enforces the security rules as formulated in §10.3.3. Device authentication and the initial establishment of keying material are based on public key techniques. Evidence regarding the authenticity and validity of these public keys is corroborated via the external trusted party, who facilitates the generation of authentic public keying material for each device and the verification hereof during system operations (see §10.3.1.3 and §10.3.2.1). The role of the external trusted party is limited to the system initialization phase.

10.3.4.1 System initialization

Each WPAN-enabled entity has access to a privately held trusted device (§10.3.1.1) with built-in random number generator (§10.3.1.2) and has a unique device Id (the IEEE device address). The device generates its own public key pair and registers its public key with the external trusted party, who binds this public key to the device Id using his private signature generation key, after performing some appropriate checks. The thus generated certificate is issued to the device for subsequent use during system operations. Prior to its operational usage, the device obtains an authentic copy of the public signature verification key, which is used to verify the authenticity of all public keys it receives from other devices during system operations. The device is now ready for operational use. As an alternative to the procedure described above, the external trusted party might generate the device’s public key pairs on its behalf and have these securely installed on the device during manufacturing hereof. For a security discussion of these alternatives, see §10.3.1.3. Notice that if the device is initialized according to the above procedure and if it can be brought back to its initial state, the it can be re-used with a different public key pair associated with it after each re-initialization.

10.3.4.2 System Operation

Piconets operate in each of the following modes of operation.

1. No security. No cryptographic security services are provided. In particular, there is no evidence as to the true identity of devices that want to join the piconet (so, any device might join the piconet). No facilities are provided that would support the secure exchange of messages between devices in the piconet.

2. Authentication only. At any given moment of time, admission of a device to the piconet is based upon evidence regarding its true identity and proof that the device itself corroborated this evidence. The device is only allocated time slots for message exchanges if this evidence is indeed provided. No facilities are provided that would support the secure exchange of messages between devices in the piconet.

3. Authentication and encryption. At any given moment of time, admission of a device to the piconet is based upon evidence regarding its true identity and proof that the device itself corroborated this evidence. The device is only allocated time slots for message exchanges if this evidence is indeed provided. Furthermore, the piconet provides facilities that support the secure exchange of messages between devices in the piconet. Here, one distinguishes between the following protection mechanisms for message exchanges: unsecured transport (no security), secure transport (confidentiality only), authentic transport (integrity only), and secure and authentic transport (both confidentiality and integrity).

The piconet controller determines the mode of operation and the applicable cipher suite and indicates these in the beacon messages it sends out (via the SEC and the OID parameter, respectively). The applicable mode of operation and the cipher suite must be static (fixed) over the lifecycle of the piconet.

In what follows, we discuss the security aspects of the communications between devices that are part of the piconet or could become part hereof during their lifecycle. Obviously, this discussion only applies if the piconet is operated in one of its secure modes.

If the piconet operates in one of its secure modes, the piconet controller will reject any commands other than an authentication request from associated devices that have not been authenticated yet. It will accept any commands from an authenticated device. To facilitate administration, the piconet controller maintains a list of piconet devices that have already been positively authenticated. 

10.3.4.2.1 Secure association of a device to the piconet

Admission of a device to the piconet is based upon evidence regarding its true identity and proof that the device itself corroborated this evidence. The device is only allocated time slots for message exchanges if this evidence is indeed provided.

The device and the piconet controller engage in an entity authentication protocol based on public key techniques. This protocol is such that evidence regarding the true identity of the parties involved is based on the authenticity of their respective public keys. The details of the protocol depend on the choice of public key primitive and the choice of entity authentication protocol. The following general conditions apply regarding the outcome of the entity authentication protocol:

1. The piconet controller must have cryptographic evidence as to the true identity of the device that wants to join the piconet.

2. The joining device should have cryptographic evidence as to the true identity of the piconet controller (without this, the device does not know whether it is communicating with the piconet controller or any other device).

The protocol may provide additional assurances, including integrity over part of the strings communicated during or associated with the protocol, key transport from either party to the other, key agreement between both parties, and confirmation of keying material that is derived during the execution of the protocol. 

The joining device initiates the entity authentication protocol. If the authentication protocol is completed successfully, the piconet controller updates the list of authenticated devices to include the joining device. Moreover, it issues a message to the now authenticated device, indicating that authentication has been completed successfully and that, therefore, it will accept any future command the particular device issues while part of the piconet.

If the piconet operates in the ‘authentication and encryption’ mode, the following additional communications take place.

Once the joining device has been successfully authenticated, the piconet controller will issue new data keys for all devices in the piconet, such as to comply with the security policy in effect (see §10.3.3).

The details of how this key distribution takes place depends on the choice of key distribution mechanisms, e.g., key transport via public key techniques or via symmetric key techniques. If key transport takes place using public key techniques, the appropriate data keys are encrypted with the public key associated with each authenticated device in the piconet and communicated hereto. If key transport takes place using symmetric key techniques, the appropriate data keys are encrypted with the key encryption key that was established during the entity authentication protocol between the piconet and each device in the piconet. (If the particular choice of entity authentication protocol does not provide for this key agreement as well, a separate key agreement protocol between the device and the piconet must be executed.) The following general conditions apply regarding the outcome of the key transport protocol:

1. Each recipient of a key transported by the piconet controller must have cryptographic evidence as to the integrity of the keying material in question.

2. Each recipient of a key transported by the piconet controller should have cryptographic evidence as to the key originator (the piconet controller), the key type (key encryption key, data encryption key, challenge response key), and its intended usage (encryption key, integrity key, combined encryption and integrity key).

The key transport protocol may provide additional assurances, such as key confirmation.

Special attention should be given to the fact that not all communication might be realized online, since one cannot assume that all devices are aware of each other (dormant mode). 

If a device did not receive the updated key(s), it requests this key to the piconet controller via a specific command.

After proper reception of the updated data keys, each device securely destroys the previous keys, such as to comply with the security policy regarding storage of keying material in effect (see §10.3.3).

10.3.4.2.2 Disassociation of a device from the piconet

Disassociation of a device from the piconet is based upon a disassociation request initiated by the device in question or by the piconet controller itself. A disassociation request initiated by the piconet controller is triggered either by a time-out (i.e., the device fails to give information about its whereabouts during the time out period) or by denial of access (due to detection of a violation of the security policy by the device). In all scenarios, the piconet controller updates the list of authenticated piconet devices to exclude the disassociating device.

If the piconet operates in the ‘authentication and encryption’ mode, the same additional communications take place as described in §10.3.4.2.1.

10.3.4.2.3 Piconet hand over

A change of piconet controller is based on the election of an alternate piconet controller.

The parting piconet controller transfers the list of authenticated piconet devices to the new piconet controller. If this list is received in proper order, the new piconet controller will take this list as to represent the authenticated devices in the piconet and will act accordingly. Hence, it will reject any commands other than an authentication request from associated devices that are not listed as being authenticated and it will accept any commands from a device that is listed as being authenticated. 

If this list of authenticated devices is not received properly, e.g., if the parting piconet controller has vanished, all devices must be assumed to be unauthenticated, thus requiring the piconet controller to engage in the same communications as described in §10.3.4.2.1 and re-authenticate each of the other devices in the piconet.

10.3.4.2.4 Message encryption

Encryption of messages is based on the data keys that were distributed by the piconet controller. In particular, this implies that access to exchanged messages is restricted to the authenticated devices in the piconet. Hence, messages are protected against outsiders and unauthenticated devices only.

Commands are not protected. All payloads are protected according to the protection format as determined by the piconet controller.
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� Without leakage of keying material due to, e.g., side channel attacks.
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