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10 - 15 March 2002

Monday 03/11/02 Afternoon Session

15:42
Meeting called to order by the chair, Bob Heile.
Review of the agenda with the document number 802.15-02/084 including a summary of the past conference calls, discussion on Zigbee relationship. The group needs to decide on the duration of the re-circulation ballot, options are 15, 20, or 25 days. Only the parts that were voted on with no and have been technically updated are subject to re-circulation. 

15:48
Motion to approve the agenda with the document number 802.15-02/084 was made by Ivan Reede and seconded by Phil Jamieson. 

Motion approved with unanimous consent.

15:50
Motion to approve the meeting minutes from Dallas with the document number 02/013r0 is made by Pat Kinney and seconded by Ivan Reede. 

Motion approved with unanimous consent. 

Review of project timeline with the document number 02/097r0.

Re-circulation ballot would start 2-3 weeks after this meeting. All comments are hopefully resolve via teleconference till the Sidney, May meeting. Possible 2nd re-circulation ballot after the Sidney meeting. By then the comments should only be editorial in nature. Get working group approval for moving to sponsor ballot by July. Start with the 30 day sponsor ballot at the end of July, ending some time in the end of August to beginning of September timeframe. Comment resolution starts in the Monterey (September) meeting. Start re-circulation of the sponsor ballot after the September meeting concluding before November meeting with hopefully no new technical comments. Get RevCom approval in January. RevCom does not judge on technical issues, just makes sure that all procedures were followed during the process of developing the draft.

· Update timeline document. (Marco)
New project timeline document is 802.15-02/151r0

16:05
Zigbee alliance meeting was held this past weekend. Application and profiles will the main activities going on. Also narrow band came up again as a possible solution for Zigbee, currently looking for recommendations.

16:10
Marco Naeve updated on the status of the comment resolution process. There are 125 comments still open, 63 of these comments are MAC related and 38 are PHY related. The rest are coexistence, CSMA and miscellaneous. About 30 comments need to solved per day. All comments need to be closed by the end of this meeting. 

16:15
Start comment resolution.

19:15
Recess

Tuesday 03/12/02 Morning Session

08:10
Meeting called to order by the vice chair. Continue comment resolution. 

08:33
Discussion on the use of CSMA for beacons and GTS since the beacons should have access to the network. It was decided to drop CSMA when transmitting beacons and in GTS. The only time CSMA will be performed in the contention access period. 

08:38
Continue comment resolution.

12:15
Recess

Tuesday 03/12/02 Afternoon Session

13:30
Continue comment resolution.

18:00
Recess

Wednesday 03/13/02 Morning Session

08:15
Discussion of progress so far.

There are several comments stating that authentication should be included in the draft, e.g. comment #594. Phil Jamieson commented that adding authentication would significantly delay the draft. However, Phil already added association and disassociation but this might leave the network open to spoofing. A malicious node could request to disassociate another node. So authentication might need to be included in the draft to prevent malicious disassociation. Pat Gonia proposed to make it optional. Security was already pushed to higher layers. 

Jose Gutierrez proposed to discuss how authentication could be pushed to higher layers tp be dealt with later. 

Ed Callaway said there is an advantage of having some kind of similarity between TG3 and TG4. 

Phil Jamieson commented that it is proposed to use a similar mechanism for dynamic channel selection as has been implemented now for the case of dual PAN IDs (2 networks with the same ID). 

A PAN coordinator or a device can detect a PAN id conflict. For instance if a PAN coordinator hears a beacon with its own PAN id or if it receives a message from a node with an unknown address using its PAN id. In both cases the PAN coordinator goes in PAN id conflict resolution mode. A device could detect the conflict when it receives a beacon when it does not expect it to come in or if it receives a beacon from a PAN coordinator with a different address. The device would notify its PAN coordinator of the conflict. 

The draft currently does not included how a PAN coordinator would detect that the channel is not sufficient anymore. If the decision is left to higher layers some primitives are required that allow talking to the MAC to do the channel change. Jose proposes to say that the decision algorithm is up to higher layers. The energy detection values can be used for the decision. Arthur Ross stated in his coding proposal that the rate of errors received can be used as a measure of performance. 

Leave the decision procedure for dynamic channel selection out of scope for this draft. 

Currently the association procedure for allowing new devices to the network and the assignment of short addresses is out of the scope of the draft. Pat Kinney requested in one of his comments to include this function in the MAC. Phil commented that TG3 leaves it to the higher layers and also for the cluster-tree network it is required to leave it in the higher layers.

A comment from Raju on device discovery in peer-to-peer mode asks to include this is the MAC. Phil said that this function is not part of the MAC. Pat Gonia commented that a simple enumeration mechanism would be sufficient for the MAC to determine that other devices are out there but then leave it to higher layers to associate. This case is similar to the cluster-tree network. The problem is that in peer-to-peer there is no PAN coordinator. 

Phil said that he will add a mechanism for doing device discovery. 

One of Raju’s comments stated that power management was mentioned in the general introduction but then escapes the draft. We leave it as out of scope. 

CSMA discussion. Phil suggested to use slotted CSMA but this requires beacons to determine where the slots are. However, this requires some kind of mechanism to maintain the slots in a non-beacon network. Said Moridi proposed that in a non-beacon network the duty cycle is so low that we don’t need slotted CSMA. The group decided to use slotted CSMA in beacon-enabled networks on use CSMA in non-beacon enabled networks. 

The draft uses the term backoff-exponents and Raju proposes to use the commonly known term of contention window. Robert Poor said that these are different concept that why a different term was used. 

Energy detection comment from Nick. This problem has probably been solved with the section that have been reworked. 

Said Moridi commented that a energy detection scan and a beacon scan is required when starting a network. 

09:35
Continue comment resolution 

10:00
Recess


Wednesday 03/13/02 Afternoon Session

13:10
Continue comment resolution

18:10
Recess

Thursday 03/14/02 Morning Session

08:27
Discussion on authentication. Phil is going to add the hooks for authentication but said he would not explain in detail how it works. 

The concern with this is that if it is not specified how the hooks are used this will cause incompatibilities among different devices. 

David Cypher stated that for him to do the SDLs it is ok just adding the hooks but not explaining how to use it. This can always be added at a later time. 

Jose Gutierrez commented that the group should agree as a team what the minimum requirements are so that the right hooks are added. 

Phil Jamieson commented that authentication is probably required. 

Phil proposed to add a key exchange mechanism in the MAC but have the MAC actually not use this mechanism and simply send the encryption key to higher layers. 

Pat Kinney agreed that the group currently does not know what hooks are required. 

Could ask Greg Razor for help. 

An option would be using TG3’s primitives for security mechanism. 

Daniel Bailey and Greg Razor joined the meeting.

TG3 is adding a mechanisms to the MAC that allows using any security mechanism on top of it. The TG3 document that was adopted for this purpose is 802.15-02/130r1.

This allows authentication and payload protection.

Greg Razor gives a brief explanation on certificates. 

Pat Kinney asked if there are any concerns with adopting 02/130r1 as the security hooks for TG4. Marco Naeve commented that just adding the hooks using the presented document 02/130r1 would add significant complexity to the draft, basically doubling its current size. 

It was stated that this document contains more than what is required, however the concern is if the team has sufficient time reviewing the document and adding the necessary security hooks. 

Phil Jamieson said the team needs to decide this week if the security hooks should be added. The actual work can be done in the following weeks before the start of the re-circulation ballot. Adopting the TG3 document (02/130r1) would provide a commonality between TG3 and TG4. 

Deadline for starting re-circulation ballot is April 15th that leaves 1 week before the Sidney meeting to organize the comments. 

09:24
Continue comment resolution.

12:10
Recess
Thursday 03/14/02 Afternoon Session

15:35
Continue comment resolution.

17:30
Adjourn







Submission
Page 

D. Kawaguchi, Symbol Technologies
Submission
Page 

Marco Naeve, Eaton Corporation

