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1 Executive Summary

In [02171] we proposed an Elliptic Curve Cryptography-based authentication protocol for 802.15.3, which appears to be patent unencumbered, in accordance with the unanimous vote of the Working Group. The protocol presented has performance characteristics similar to the MQV protocol proposed in [02144], and appropriate security characteristics for the intended use. If adopted, this will make it possible for 802.15.3 device manufacturers to write their own cryptographic toolkits, or purchase toolkits from one of multiple competing vendors. The protocol is based on ANSI standard X9.63-2001 [X963] and provides 128-bit security, as mandated by the Working Group.

This document provides a performance and security analysis of the proposed authentication protocol, comparing it to the MQV-based protocol as specified in [02144, 02150].

2 Overview

On March 14th, 2002, the 802.15.3 working group passed the following motion unanimously, with no abstentions:

· Place complete security suite description based on ANSI X9.63-2001 and NTRUEncrypt in the draft

· A security suite based on ANSI X9.63-2001 will be mandatory when security modes 2 and 3 are enabled. The goal of the mode selected will be to have no issued worldwide patents.

· NTRUEncrypt using eess251ep1, 02/131r0, will be optional when security modes 2 and 3 are enabled.

· Complete security suite text due to technical editor (cc to TG3 chair) in a form similar to 02131r0, for both items by 5PM PST, April 5

· If complete text specifying an implementation based on ANSI X9.63-2001 security suite is not received and posted to the 802.15.3 email reflector on time, the draft will proceed with the proposal in 02/131r0, as the mandatory security suite

· The security modes are as defined on slide 19, 02/096r4

· Add the ability to use access control lists without security enabled that allow for the selection of a set of devices allowed to associate via user configured means.

The Certicom proposal outlined in [01244] is underspecified, appears highly patent-encumbered and certainly does not meet the goal of having no issued worldwide patents. Specific areas of concern include:

· It uses the MQV protocol to establish keys. This protocol is patented in the US (number 5,761,305 and others).

· It uses implicit certificates. Although these are not subject to any issued patent, Certicom have acknowledged that other parties may be concerned about their patent status.

· The fact that it uses the NIST binary curve ansit283k1, which is a form of a curve known as a Koblitz curve. This is not in itself a direct concern, but raises two issues which are of concern:

· The Certicom proposal uses point compression, a means of saving bandwidth when transmitting or storing elliptic curve points. Certicom has been assigned US patents number 6,141,420 and 6,199,086, which cover point compression over binary fields. There are no known patents on point compression over prime fields.

· The second area of concern is subtler. There exist patents on implementations of fast arithmetic on these curves using a normal basis (US patents number 4,567,600, 4,587,627, 6,212,279, 6,243,467, and others), but it appears possible to perform elliptic curve operations using a polynomial basis without infringing. (We note additionally that the patents on these efficient methods belong to the NSA, not to any private company). However, when the points are transmitted, they must be represented either in normal basis form or in polynomial basis form, and there exist patents on methods for converting points from one form to the other. The Certicom proposal does not specify which form points are to be transmitted in. If they are transmitted in normal basis form, even an implementation which uses a polynomial basis may infringe simply because of the conversion method.

An unencumbered protocol must obviously avoid the use of MQV, implicit certificates, point compression over binary fields, and any required use of normal basis representation. Additionally, Certicom has stated [Dec99] that it has patents and patent applications that include the use of the following:

1) Methods for efficient implementation of elliptic curve arithmetic over finite fields, including fast methods for calculating inverses.

2) Methods for point compression.

3) Methods to improve performance of private key operations.

4) Versions of the MQV key agreement protocols

5) Methods to avoid the small subgroup attack.

6) Methods to improve performance of elliptic curve arithmetic; in particular, fast efficient multiplication techniques

7) Methods to improve performance of finite field multiplication.

8) Methods for efficient implementation of arithmetic modulo n.

9) Methods to perform validation of elliptic curve public keys.

10) Methods to perform efficient basis conversion.

It is clear that an unencumbered security suite must avoid these as much as possible. Our proposal, in outline, is the following:

· Two-way ECIES as the key agreement method: ECIES [BR97, ABR01] is the Elliptic Curve Integrated Encryption Scheme. The inventors have stated that it has not been patented. It is included in X9.63.

· Use the NIST curve ansip256r1: This curve is defined over a prime field, not over a binary field. This has the following advantages:

· The order of the curve is the same as the order as any point on the curve. This eliminates small subgroup attacks, and removes the risk of infringing patents that protect against small subgroup attacks.

· Any point on the curve is a valid public key. This reduces (but does not entirely eliminate) the risk that an implementation will infringe a key validation patent.

· Efficient implementations on this curve are possible; implementations that do not infringe patents are also possible.

· Patents on efficient implementations are owned by the NSA, not by any private company.

· There do not appear to be any patents on point compression on prime curves.

· There is only one representation of points on prime curves, so basis conversion is not an issue.

The rest of this note analyses the proposed protocol in more detail.

We provide a comparison of the most efficient implementation of ECIES with the most efficient implementation of MQV over the same curve. The ECIES-based system is comparable in speed to the encumbered MQV system, typically taking only 30% more superframes to complete than MQV operations on the same devices.

We also analyze the security services provided by both ECIES and MQV and demonstrate that the services provided are equivalent in all cases unless multiple private keys belonging to devices within a single piconet are compromised.

3 Efficiency Analysis

This section analyses the efficiency of the ECIES-based protocol described here, and compares it to the efficiency of the MQV-based protocol described in [02150]. We show that the ECIES operation is of comparable efficiency to MQV, completing in about 30% more superframes. The implementations compared are the most efficient ones known, and may be patent encumbered; a patent-unencumbered implementation of this protocol may run more slowly.

3.1 Summary

The following table summarizes the performance characteristics of three authentication protocols. A detailed justification of the figures presented follows in subsequent sections. The authentication protocols are:

1) The proposed ECIES-based protocol over the curve ansip256r1.

2) The MQV protocol outlined in [02144, 02150] over the same curve. 

3) The MQV protocol outlined in [02144, 02150] over the curve ansit283k1, as specified in [02144].

The times presented here are derived from figures in peer-reviewed, published papers co-authored by members of Certicom staff. The times for operations on ansip256r1 were obtained by taking the figures on a 400 MHz Pentium presented in [BHLM01] and scaling down for clock speed. The times for operations on ansit283k1 were obtained by taking the figures on a 400 MHz Pentium presented in [HHM00] and scaling down for clock speed. This table does not use the figures in [02144] because we could not confirm them from any other source.

These figures may not realistically reflect what is achievable in software; hardware acceleration may be necessary to achieve acceptable performance. Additionally, it is possible that the most efficient implementations of the operations are subject to patents. The intent of these figures is to demonstrate that the current proposal performs acceptably compared to MQV.

	
	Number of 65-ms superframes required to complete authentication for:

	Clock Speed
	ECIES over ansip256r1
	MQV over ansip256r1
	MQV over ansit283k1

	30 MHz
	7
	5
	6

	13 MHz
	13
	11
	12

	2.66 MHz
	59
	43
	53


3.2 Authentication

This section analyses the efficiency of this protocol, compared to the efficiency of the patented MQV protocol presented in document 02150r0.  The data presented in this section should be considered in the context of comparing the relative efficiency of different algorithm and curve selections and should not be taken to reflect the running times of actual devices.

It is difficult to obtain precise performance figures for operations on the NIST curve ansip256r1 on constrained microprocessors or in hardware. In this analysis we rely on [BHLM01], which presents figures for software implementation on a 400 MHz Pentium II. We present figures obtained by scaling for clock speed. We also use the figures from [HNM], in their summary form as presented in [LD00].The figures for SHA-256 are obtained from Wei Dai’s Crypto++ 4.0 benchmark page [Dai00].  These figures are for an 850 MHz Pentium processor and have been scaled down accordingly.

The timing data presented here are difficult to compare with the data presented in [02144]. That document did not cite the source of the data presented: scaling down the figures in [HHM00] gives results that differ from [02144] by a factor of four. Additionally, [02144] assumes that certain calculations can be performed off-line; this will not always be the case, and our timing figures here take this fact into account.

It appears that to enable authentication at 128-bit level in less than 1 second will probably require custom hardware. We emphasize again that the purpose of the figures below is simply to compare the relative speeds of the two protocols under consideration, not to suggest the speeds that these protocols will actually run in practice. 

To start the analysis, we outline the cryptographic operations that must be performed in each of the protocols. A detailed description of these operations can be found in the appendix below.

	Calculation
	Cryptographic Operations

	
	ECIES
	MQV

	DEV (step 1)
	-
	-

	PNC (step 2)
	Public key management operation (see notes 1, 2).

1 point multiply without precomputation.

1 point multiply with precomputation (see notes 3, 4).
4 hashes (see notes 5, 6, 7, 8).
	Public key management operation (see notes 1, 2).

1 point multiply with precomputation (see notes 3, 4).

	DEV (step 3)
	Public key management operation (see notes 1, 2).

2 separate point multiplies without precomputation.

1 point multiply with precomputation (see notes 3, 4).

18 hashes (see notes 5, 6, 7, 8).
	Public key management operation (see notes 1, 2).

1 point multiply with precomputation (see notes 3, 4).

1 MQV operation.

4 hashes (see notes 5, 6, 7, 8).

	PNC-2 (step 4)
	1 point multiply without  precomputation.

20 hashes (see notes 5, 6, 7, 8).
	1 MQV operation.

5 hashes (see notes 5, 6, 7, 8).


Notes:

1. Key Management: In the 802.15.3 architecture specified in [02130], key management is carried out by the DME. The operations may be simple or complex and may incur considerable non-cryptographic overhead. Therefore, we do not consider the time for key management operations in this analysis.

2. Certificate Type: For both ECIES and MQV, the protocol may be used with no certificates, implicit certificates, or other (typically X.509) certificates. The choice of certificate type is independent of the choice of protocol. We do not include times related to certificate processing in this analysis.

3. Point Multiply with Precomputation: Both ECIES and MQV involve the computation of an ephemeral keypair. This requires an elliptic curve point multiplication on a known base point. In the case of both protocols, precomputation techniques can be used to trade off memory (RAM or ROM) for speed. [BHLM01] provides details of the optimal tradeoff. We have assumed that this precomputation is used. Note that this is not the same as pre-calculation of the key pairs, defined in note 4. Precomputation refers to the case where the ephemeral keypair is calculated during execution of the protocol, but using pre-computed data to speed up this calculation; pre-calculation refers to the case where the ephemeral keypair is calculated before execution of the protocol begins.

4. Pre-calculation and Storage of Ephemeral Keypairs: In both ECIES and MQV, the calculation of the ephemeral keypair can be performed before the protocol is initiated, and the results stored in RAM. We refer to this as pre-calculation. Pre-calculation may be used in either protocol to speed up individual authentications. However, if a device has to perform many authentications in a short period of time it may run out of stored pre-calculated ephemeral keys. Our performance figures are therefore calculated for peak loads, on the assumption that ephemeral keypairs have not been pre-calculated.

5. Hash Input: SHA-1 and SHA-256 take input blocks 64 bytes in length. We use this in the calculations presented above.

6. Point Compression and Length of Hash Input: In both schemes, elliptic curve points may be transmitted compressed or uncompressed. Here, by “compressed”, we refer to the practice of representing the y coordinate by a single bit, as described in the patent analysis section above. In both protocols, we assume that the points are represented using point compression. The representation of the point affects the amount of data passed to the hash function. This is taken into account in the figures given below: for both protocols, the representation of a point on ansip256r1 is 33 bytes.

7. Certificate Format and Length of Hash Input: In the protocols presented, the certificate information is input to the symmetric integrity function, and so affects the running time of the cryptographic operations. In this document, we assume for the sake of argument that the public key objects are public keys. Certificates are longer, and the use of certificates would make the symmetric integrity operations take more time. However, the majority of the running time is due to the asymmetric operations, so the effect on the overall time for cryptographic operations would be minor.

8. Number of Hash Operations: To perform an ECIES encryption or decryption of a 32-byte block of data with point compression requires 4 hashes: two calls to SHA-256 on a one-block input to generate EncKey||MacKey (in the notation of [X963], section 5.8), then two calls to generate or check the HMAC. For HMACs on general messages, we model the HMAC as requiring two more hashes than the number of blocks in the message. The message lengths for ECIES are derived from section 5.1 of this document. The message lengths for MQV are taken from [02150].

These calculations give the following running times for different microprocessors. Columns 1, 2 and 4 provide the running times obtained by scaling down the figures obtained in [BHLM01] from a clock speed of 400 MHz to the clock speed given. Columns 3 and 5 provide the running times obtained from the figures obtained in [HNM98], first by multiplying by (256/160)3 to allow for the increase in keylength compared to that paper, and second by scaling the clock speed from 10 MHz to the speed given.

We emphasize again that these times should be compared to give the relative speeds of ECIES and MQV, not necessarily to reflect the running times on actual devices.

	Computation
	Time (ms) on 30 MHz device by [BHLM01]
	Time (ms) on 13 MHz microprocessor by [BHLM01]
	Time (ms) on 10 MHz microprocessor by [HNM98]
	Time (ms) on 2.66 MHz microprocessor by [BHLM01]


	Time (ms) on 2.66 MHz microprocessor by [HNM98]



	
	ECIES
	MQV
	ECIES
	MQV
	ECIES
	MQV
	ECIES
	MQV
	ECIES
	MQV

	PNC

(step 2)
	93.2
	35.3
	215
	82
	2562
	973
	1051
	398
	9633
	3659

	DEV

(step 3)
	165.0
	120.9
	381
	279
	4512
	3554
	1861
	1364
	16967
	13363

	PNC

(step 4)
	72.0
	85.7
	166
	198
	1951
	2581
	812
	967
	7335
	9705

	Total superframes
	7
	5
	13
	11
	141
	110
	59
	43
	524
	413

	Base times used (ms)

	Point multiply
	70.6
	163
	1946
	796
	7318

	Point multiply with precomp.
	22.3
	51
	614
	251
	2310

	MQV operation
	85.3
	197
	2580
	962
	9701

	SHA-256 hash (64-byte block)
	0.07
	0.17
	0.22
	0.83
	0.83

	Superframe
	65
	65
	65
	65
	65


4 Security Considerations

This section provides an overview of the security properties of our proposal. First we review the security of the ECIES encryption scheme as a building block for secure protocols; then we review the properties of the ECIES encryption scheme against the security properties defined in Section 2.1 and identified in Appendix H, Table H-2 of [X963]. See section 5.1 for an explanation of the variable names used when referring to the ECIES protocol.

· ECIES: ECIES provides provable security against adaptive chosen ciphertext attacks. This is the strongest property that an encryption scheme can have. To paraphrase [ABR01], it is a scheme that combines a symmetric encryption method, a message authentication code, and a hash function, in a way that is intended to provide security against chosen ciphertext attacks. The proofs of security are based on the assumption that the underlying symmetric primitives are secure and on appropriate assumptions about the Diffie-Hellman problem.

· Key Authentication: The protocol provides explicit key authentication through the use of the shared secret Int_D.

· Entity Authentication: The protocol provides entity authentication through the inclusion of fresh challenges in each direction.

· Known-Key Security: Each session key is generated by combining two fresh random challenges using a one-way function. The compromise of one session key cannot endanger another session key, barring catastrophic random number generator failure on both sides. This is also true of MQV.

· Forward Secrecy: MQV provides “perfect forward secrecy”, which is the property that if a device is compromised and its private key recovered, an attacker is still unable to read any previous messages received by that device (provided that short-lived security data has been securely disposed of). ECIES does not provide this exact property, but the implementation in this protocol has the property that in order to read any messages that two devices exchanged in the past, an attacker must record all those messages and then compromise the private keys of both of the devices.

· Key Compromise Impersonation: An attacker who obtains Alice’s private key cannot use it to impersonate any other entity to Alice.

· Unknown Key Share: Certain implementations of MQV and other key exchange protocols are subject to an unknown key-share attack. In this attack, an interceptor, Ivan, can manipulate messages between Alice and Bob such that Alice and Bob share a key with each other (and this key is unknown to Ivan), Alice knows she shares the key with Bob, but Bob thinks he shares it with Ivan. This attack fails against the ECIES authentication protocol provided here, because each party calculates an integrity code on data including the identity of both parties they think are participating in the protocol and Ivan, not knowing the shared key Int_D, cannot forge this integrity code. We note that the version of MQV proposed in [02150] is not vulnerable to unknown key-share attacks either.

It therefore appears that this proposal provides security against all practical attacks.

5 Review of Protocols

This section reviews the details of the protocols under consideration.

5.1 ECIES Protocol

This section outlines the ECIES protocol. The key Int_D, used to provide symmetric authentication, can be a key for HMAC-SHA-256, as mandated by the 802.15.3 working group. We note that HMAC-SHA-1 (truncated to 128 bits) and AES-CBC-MAC may also be used to provide 128-bit security, at considerably higher efficiency. See [02130] for a more detailed description of the meaning of the other variables.

	Step
	Calculation performed / Message sent

	Device ( SM
	AReq, ID_D, PKObjD

	SM Calculation
	· Extracts Pub_D from PKObj_D 

· Selects a unique SSID_D

· Generates random C2

· Encrypts C2 with Pub_D



	SM ( Device
	CReq, OID, SSID_D, ID_SM, PKObj_SM, Enc(C2, Pub_D)

	DEV Calculation
	· Extracts Pub_SM from PKObj_SM 

· Decrypts C2 using Pr_D

· Generates random C1

· Encrypts C1 using Pub_SM

· Generates Enc_D and Int_D using the formulas:
Enc_D = Key(H(K||0x00))
Int_D = Key(H(K||0x01))

· Generates message authentication code on the entire protocol up to this point using Int_D



	Device ( SM
	CRes, Enc(C1, Pub_SM), SymI (AReq|| ID_D|| PKObj_D|| CReq|| OID|| SSID_D|| ID_SM|| PKObj_SM|| Enc(C2, Pub_D) || CRes || Enc (C1, Pub_SM), Int_D) = finished1

	SM Calculation
	· Decrypts C1 using Pr_SM

· Generates Enc_D and Int_D using the formulas:
Enc_D = Key(H(K||0x00))
Int_D = Key(H(K||0x01))

· Checks message authentication code finished1 using Int_D

· Generates message authentication code on the entire protocol up to this point using Int_D.

· Set seq_num_SM = 0

· Set seq_num_D = 0



	SM ( Device
	ARes, SymI (AReq|| ID_D|| PKObj_D|| CReq|| OID|| SSID_D|| ID_SM|| PKObj_SM|| Enc(C2, Pub_D) || CRes || Enc (C1, Pub_SM), finished1 || C2 || c1, Int_D) = finished2

	Device Calculation
	· Checks message authentication code finished2.

· Sets seq_num_SM = 0

· Sets seq_num_D = 0




5.2 MQV Protocol

This section recaps the MQV protocol described in [02150]. This description differs from the description in [02150] in that this description does not use implicit certificates, while [02150] does.

	Step
	Calculation performed / Message sent

	Device ( SM
	AReq, IDD, PKObjD

	SM Calculation
	· Extracts Pub_D from PKObj_D 

· Calculates random y, ephemeral public key Y.

· Selects a unique SSID_D



	SM ( Device
	CReq, OID, SSID_D, ID_SM, PKObj_SM, Y

	DEV Calculation
	· Extracts Pub_SM from PKObj_SM 

· Calculates random x, ephemeral public key X.

· Calculates K = (x+Pr_D.map(X)) . (Y + map(Y).Pub_SM)

· Generates Enc_D and Int_D using the formulas:
Enc_D = Key(H(K||0x00))
Int_D = Key(H(K||0x01))

· Generates message authentication code on the entire protocol up to this point using Int_D



	Device ( SM
	CRes, X, SymI (AReq|| ID_D|| PKObj_D|| CReq|| OID|| SSID_D|| ID_SM|| PKObj_SM|| Y) = finished1

	SM Calculation
	· Calculates K = (y+Pr_SM.map(Y)) . (X + map(X). Pub_D)

· Generates Enc_D and Int_D using the formulas:
Enc_D = Key(H(K||0x00))
Int_D = Key(H(K||0x01))

· Generates message authentication code on the entire protocol up to this point using Int_D.

· Set seq_num_SM = 0

· Set seq_num_D = 0



	SM ( Device
	ARes, SymI (AReq|| ID_D|| PKObj_D|| CReq|| OID|| SSID_D|| ID_SM|| PKObj_SM|| Y|| finished1|| ARes, IntD) = finished2

	Device Calculation
	· Checks message authentication code.

· Sets seq_num_SM = 0

· Sets seq_num_D = 0
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