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Due to the difficulty in reviewing the March Minutes, the acting secretary was asked by the WG Chair to reconstruct TG3 minutes of the St Louis meeting (02/090r0), make sure they were complete and provide an opinion on the intent of any incomplete motions and processes in debate regarding the security suite selection.

These notes include comments from voters and non-voters since all comments are recorded in the minutes and speak to the mood of the group.

The following plain text is from the minutes and italic texts are my comments.  The author tried to include all matters related to this issue to preserve the context of these minutes.

Tuesday March 12th, 10:30AM to 12PM session

After discussion, a motion to adopt 02/130r1 as the baseline security architecture for TG3 Draft standards to be modified by the group in such a way that it supports the adaptation of either of the two security proposals was passed by unanimous consent.

Whyte asked if this means that he has to write the certificates part of the text.   No, it is a group activity.

Wednesday, March 13th, 8AM Session. 

Roberts asked what vote process will be used.  Barr indicated that we would vote on the selection and try to get a 75% confirmation vote.  If we don’t reach 75%, the Technical Editor can select and get the vote during re-circulation or by LB.

Wednesday, March 13th, 1 to 3 PM Session:

Barr reviewed how we're going to vote at 3:30 PM and suggested we read document 02/096r2.  [This document is the opening report]  

Wednesday, March 13th, 3:30 to 5:30 PM Session:

Barr then set up the process to do three votes.  Are Digital Certificates required, the Symmetric Key method and the Public key method?  The motions took elements out of both proposals as separate votes. [Secretary's Note, this is also how we approached MAC and PHY selections]

Digital Certificate Requirement was the first vote.

Motion to table this issue until Thursday at 2:00p PM passed by unanimous consent. The digital certificate vote was tabled

Struik corrected SHA-1 should be SHA-2 and the company name was corrected. [Secretary note: this correction is not in 02/096r3].

The ballot vote was taken on the selection of a symmetric key method. Per the minutes the vote was:

The ballot vote is Vote A for Two key triple-DES and Vote B for AES (128bit) per document 02/096r3.

The actual motion in document 02/096r2 ( the original motion) was: 

Symmetric Key Method

Vote A: Two-Key Triple-DES CBC-EDE ISO 9797, FIPS 46-3.

Vote B: AES (128-bit) FIPS 197 Standard

Results:  XX Two-Key Triple-DES, YY AES (128 bit), ZZ None of the above

Roll Call Validation: For xx, Against yy, abstain zz,  Passes/Fails with pp%.

The minutes say that the vote was on the motion in 02/096r3 and it should have been recorded in the minutes.  It reads: 

Symmetric Key and Integrity Method

Vote A: Two-Key Triple-DES CBC-EDE ISO 9797, FIPS 46-3 (112 bit) (doc 02/131r0-NTRU).

Vote B: AES (128-bit) FIPS 197 Standard and HMAC SHA-1

Results:  XX Two-Key Triple-DES, YY AES (128 bit), ZZ None of the above

Roll Call Validation: For xx, Against yy,  Abstain zz,  Passes/Fails with pp%.

Results were posted in the minutes as:

10 Two -key Triple DES

16 AES (128 bit)

3 None of the Above

9 Abstain

Barr declared that the plurality was for AES.

Roll call to confirm was 94% for, 6% against.  17/1/21.

Barr declared AES passes and is confirmed.

Public Key was next.

Ballot key is Vote A=NTRUEncrypt and Vote B = ANSI X9.63-2001 (ECC).

There is no reference to 02/096r3 in the minutes specific to this vote.  The secretary assumes r3 is still valid and the motion should have been added to the minutes.  02/096r3's ballot is on page 16 is identical to 02/096r2 and reads:

Ballot Vote:

Vote A: NTRUEncrypt using ess251 epl (80-bit security)

Vote B: ANSI X9.63-2001 (ECC) (128-bit security)

Results: xx NTUEncrypt, yy ANSI X9.63-2001 (ECC), ZZ None of the above.

Roll Call for Validation:  For xx, Against yy, Abstain zz ,  Passes/Fails with pp%.

Results [from the minutes line 1100]

A=10

B=23

None of the above =0

Abstain = 6

We have selected the option B ANSI approach.

[Note: this is the vote in dispute.  The process of it's evolution into the final motion will be the focus of this next few pages]

Confirmation vote:

Barr asked for any more comments. Akahane changed to against.  Are there any other comments?  The roll is closed.

The confirmation vote was only 73% for.

[The process then turned to questioning the NO voters about what it would take to change their confirmation vote from a NO to a YES.  The proposal that won plurality was asked to respond to the request from the NO voters. ]

Roberts asked what we do with less than 75%.  We can do LBs or do it in re-circulation.  

Point of order:  Reede said that with out the confirmation votes, the editor may not add this material.  Heile said that this confirmation vote was not necessary.  Gilb and Heile explained that this was to get buy-in so that this is not contested in the re-circulation and result in delays.  Reed will contest this with the SEC if the material was added without 75%.  He prefers we address the issue this week so it is stable. 

Heile reminded us that we do not have to be at 75% to move forward.  Discussion followed. Reeds suggested that we have one document on which we can vote.  The editor disagreed with this because the authors have not been able to do this for the past 3 months.

Thursday March 14th, 8 AM

[There was a question about how much of the original motion can be changed before a revote has to happen for the benefit of the Yes voters. ]

If the basis is changed we will [revote].
Rasor presented 02/152r0. ["Security Suite Compromise" in response to the NO voters. (line 1218].

Line 1224 is " you don’t have to use Certicom certificates."  The secretary thought this was from Rasor but can't remember who said it.

There was some confusion regarding process we were following because we discussed the current activity but there was uncertainty about the entire process.  Heile took the floor as acting chair and parliamentarian to help with the process.

The NO vote roll was called and compared to Rasor's presentation.

02/152r2 was issued to change by removing the ANSI reference to slide 3.  There was no mention in the minutes about r1 but is was probably a sequence mess up that caused the revision to make sure there were no other forms of the current r2 document in circulation.

Huang said one of his concerns is that the presentation of ECC said that it was royalty free and that he needs to be able to build this proposal without encumbrances.   He asked Rasor if that were possible.  Rasor said that no one could clear infringement with unknown implementations [the text had not been written yet]. …Heile asked, "Are you aware of implementations that would infringe?"  Rasor said, "Yes".  Huang asked, " I just wanted to be sure, it is possible to implement ECC without infringing IP.  Rasor said, "Yes, and such an implementation would be allowed.  It is published." [lines 1280-1286]

Thursday March 14th, 6:30PM

The interested parties met and wrote 02/096r4, slide 18.

Confirmation Resolution allows us to : 

Place complete security suite descriptions for ANSI X9.63-2001 and NTRUEncrypt in the draft.  

· ANSI x9.63-2001 will be mandatory when security is enabled.  

· NTRUEncrypt using ess251 ep1 will be optional.

· Complete draft text due to the editor (copied to the TG3 Chair) for both items by 5PM PST April 5th. 

· If complete text specifying the implementation for ANSI x9.63-2001 security suite is not received on time, the draft will proceed with the alternate proposal as the mandatory security suite.

Add a security mode that allows for the selection of a set of devices allowed to associate via user configured means.

This text from the minutes is identical to that in 02/096r4, slide 18.

Heberling asked what is required to declare that a document is or is not complete.  Ans: The technical editor is in charge of this.  This will include items in 02/130r0, any changes required to complete the text.

We then added the mode 0,1,2,3 text from 02/152r2.

We then added that "NTRUEncrpt using ess251 ep1 will be optional when security modes 2 and 3 are enabled".

Welborn said that his impression is that ANSI is ambiguous regarding details.  He thinks that there are multiple suites in this document and someone can pick and choose the parts of ANSI without control of the group.  Barr asked if there is a more formal description? Rasor said we are voting on something a little different.  Whyte said that ANSI specifies at least 9 options and that Certicom's and others techniques [are] in there.  Barr asked again, which is being selected for the draft, is it MQV or Station to Station?  Rasor said that the one selected will not known to be patent encumbered.  Rasor could not know for sure what the encumbrance is.  "It is out of scope for us".

Heberling asked the first bullet to say "descriptions based on ANSI x9.63-2001…".  No opposition.  Same for the sub-bullet.  Also, "If the complete text specifying an implementation based on ANSI x9.63-2001.." was added.  No opposition.

We then changed the last bullet to add the ability to use access control lists without security enabled to allow for the selection of a set of devices allowed to associate via user configured means.

The notion of using ACL at all higher modes in the list was added without objection (line 1467).

Rasor wants the comment added that the parties will disclose any patents they know of once the text is submitted.  He asked for changed to make the scope "Worldwide IP",  not US and EU.  Heile said the working comment should be "no know patents to this body".  We cannot ask anyone in these meetings to declare IP but they would be wise to do so if they know of any.

The IEE policy was discussed.  Rasor wanted to make sure they were not responsible to clear the design of all IP.  It was clear that the IP issues it is limited to the knowledge of the proposers and the Working Group membership.

Rasor said that they would work to not have IP.  Gilb said that it was represented that a solution could be done without IP.  Rasor asked if he could jus insure best effort.  Heile suggested the members we ask for what we [they] want and let the process follow.  We will add: "The goal will be no patents."  Rasor objected to its inclusion.

Final resolution comment were:

Place complete security suite descriptions based on ANSI x9.63-2001 and NTRUENcrypt in the draft.

A security suite based on ANSI x9.63-2001 will be mandatory when security modes 2 and 3 are enabled, the goal of the mode selections will be to have no IP encumbrance.

Ivan [Reede] moved that we accept this motion and it was passed by unanimous consent.

We then took a roll call and received unanimous consent on the changed motion.
  The problem with the minutes are that the restating of the final motion is not in the minutes.  The secretary checked the procession against the minutes and the motion in 02/096r5 slide 18 and 19 is consistent. It is listed below.

Confirmation Resolution Motion

Place complete security suite descriptions based on ANSI X9.63-2001 and NTRUEncrypt in the draft,

· A security suite based on ANSI x9.63-2001 will be mandatory when security modes 2 and 3 are enabled, the goal of the mode selected will have no issued worldwide patents,

· NTRUEncrypt using ess251 ep1, 02/131r0, will be optional when security modes 2 and 3 enabled.

· Complete security suite text due to technical editor (cc to TG3 Chair) in a form similar to 02/131r0, for both items by 5PM PST, April 5,

· If complete text specifying an implementation based on ANSI X9.63-2011 security suite is not received and posted to the 802.15.3 email reflector on time, the draft will proceed with the proposal in 02/131r0, as the mandatory security suite, 

· The Security modes are as defined on slide 19, 02/096r4.

Add the ability to use access control lists without security enabled that allow for the selection of a set of devices allowed to associate via user configured means. 

Slide 19 is:

Mode
Security Effect

0
No Security (default)

1
Access control list (no Cryptographic Security)

2
Public key cryptosystem security, no certificates are required, ACLs allowed

3
Public key cryptosystem security, certificates required, ACLs allowed.

This is the motion that passed 39/0/0.

We then went back to the Cipher Suite vote.  

The motion is in 02/152r3 slide 5 

The text of this motion was exactly the same in the minutes as in 02/152r3.  

The motion passed by unanimous consent.

This concludes the business related to security.

Respectfully submitted,

James D. Allen - acting secretary and vice chair.
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