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1. Executive Summary

We compare the security of both ECC security proposals that are currently under consideration in Letter Ballot #16 of the IEEE 802.15.3 WPAN Task Group. For simplicity, we will refer to these ECC security proposals as Certicom’s ECC proposal [02/200r2], respectively NTRU’s ECC proposal [02/210r0]. We focus on the security of the key agreement protocols in both proposals. We will show that the key agreement protocol proposed by NTRU is completely flawed and insecure. More particularly, we show that the private key of any party can be recovered completely via a very practical attack. We simulated the attack for the prime curve P-192, one of the prime curves endorsed by NIST, and found that one could mount an attack that would completely recover the private key of a party in roughly only 1200 protocol runs of NTRU’s proprietary designed key agreement protocol. This shows that NTRU’s proprietary key agreement scheme is completely insecure.

2. Introduction

Authenticated key establishment protocols are notoriously hard to design. Many ad-hoc protocol designs have been broken based on subtle design flaws. It is for this reason that protocol design by the novice is generally discouraged (see §12.9 of the Handbook of Applied Cryptography [HAC], which also gives examples of flawed protocols that illustrate typical elementary attack strategies). Confidence in the quality of a protocol design results from extensive scrutiny by core cryptographic standardization bodies, such as IEEE P1363, ANSI, and ISO, and cannot be gained overnight. It is very dangerous to change even a single step of a standardized and well-understood protocol and to assume that the resulting modified protocol will exhibit similar security characteristics as the original one – prudence dictates that one has to subject the modified protocol to the same rigorous scrutiny to which the original protocol was subjected and, in particular, that one has to revisit all security assumptions of the original protocol and check whether these do apply to the modified setting as well.

In this report, we compare the security of the key agreement proposals of both ECC security proposals that are currently under consideration in Letter Ballot #16 of the IEEE 802.15.3 WPAN Task Group. In §3, we compare the security of the original ECIES protocol with that of Modified-ECIES, i.e., ECIES without public key validation. We will show that the security proofs that apply to the original ECIES protocol do not apply if public key validation is not performed. In fact, we show a much stronger result, i.e., that in many implementation environments the ECIES protocol without public key validation is completely flawed. It is important to note here that the attack on Modified-ECIES is highly practical and cannot be easily prevented. In §4, we use the findings of §3 to compare the security of the key agreement protocols of both Certicom’s ECC proposal and NTRU’s ECC proposal. §5 gives some conclusions.

3. The ECIES Protocol

The Elliptic Curve Integrated Encryption Scheme (ECIES protocol) is the elliptic curve analogue of the protocol DHAES (or DHIES). It was designed by Abdalla, Bellare, and Rogaway [ABR01] and was intended to provide security against chosen-ciphertext attacks. The ECIES protocol is described in ANSI X9.63-2001 [X9.63], IEEE P1363a, and SEC1 [SEC1].

ECIES is a combination of ephemeral-static Diffie-Hellman key agreement, also known as ElGamal encryption, and a technique for symmetrically encrypting plaintext data and providing integrity over the resulting ciphertext (in the ISO 18033.2 proposal for asymmetric encryption, V. Shoup recently referred to the latter technique as ‘data encapsulation’). 

The ECIES protocol was proved to be secure in [ABR01] under specific assumptions. These include that public key validation of ephemeral public keys is always performed. As a result, the security proofs presented in [ABR01] are not applicable in environments where public key validation is not performed. 
Some have argued that ECIES without public key validation would provide the same security services as ECIES with public key validation, at least from a practical perspective, as if the assumptions in the security proof are and will ever be of merely theoretical interest. Allegedly because of such arguments, standards organizations, including IEEE P1363a, and ISO 18033.2, have accepted public key validation for ECIES to be optional. (Note: In X9.63-2001, a standard drafted by ANSI X9F1, public key validation is mandated in the normative part of the standard.)

Certicom advocated the adoption of both ECIES and public key validation in various standardization bodies. Both techniques met with considerable opposition from other committee members. As a compromise, standards organizations generally made public key validation optional, with a recommendation for public key validation and a vague warning against not doing so. These warnings described no specific concrete attacks, because none were known at the time.

Up until now, there have been no published practical attacks against ECIES without public key validation. We discovered at least three attacks that make most standard implementations of ECIES without public key validation insecure. The discovery of these attacks resulted from a direct investigation into the validity of the explicitly claimed provable security of ECIES without public key validation by specific committee members of the IEEE 802.15.3 WPAN Task Group (see also [Bailey02, Singer02]). To illustrate our attacks on ECIES without public key validation, we will present one of these three attacks below. The complete attacks will be published in the near future.

3.1 A Chosen-Ciphertext Attack on ECIES Without Public Key Validation

In this section, we describe a chosen-ciphertext attack in which Alice determines Bob’s private key d by sending specifically chosen ciphertexts to Bob. We assume that the ECIES protocol is executed without public key validation and that Alice can observe whether or not Bob accepts a message that originated from her. We assume that Alice and Bob have access to an authentic copy of each other’s static (long-term) public key and to an authentic copy of each other’s elliptic curve parameters.

Alice uses the following steps:  

Step 1: Pre-computation (depends on fixed elliptic curve parameters only)

1. Alice determines a bound B such that the product of the (distinct) prime numbers less than or equal to B exceeds the order n of Bob’s public key QB. (Here, n is the prime number such that nQB is the point at infinity on Bob’s elliptic curve.)

2. For each prime number r less than B, Alice does the following:

a. She selects some (random) elliptic curve Er with the same underlying field and with a defining equation that uses the same coefficient a as the elliptic curve Bob uses;

b. She computes the number nr of points on the curve Er (using the Schoof-Elkies-Atkin algorithm, or some other efficient point-counting algorithm);

c. She checks whether r divides nr. If not, she goes back to Step 2a;  

d. She considers some (random) point Q on the curve Er;

e. She computes Qr = (nr / r) Q;

f. If Qr is the point at infinity (the zero element), she goes back to Step 2d.

Step 2: The actual attack (depends upon Bob’s static public key)

3. For each prime number r less than B, Alice does the following:

4. For each integer t between 0 and r-1 inclusive, Alice does the following.

a. She computes Zr,t = tQr;

b. She computes key EncKey||MacKey = KDF(x(Zr,t), OtherStuff), as per ECIES key derivation;

c. She computes EncM = SYM( EncKey, M) and Tag = MAC( MacKey, EncM), as per ECIES key derivation;

d. She sends (Zr,t , EncM, Tag) as an ECIES ciphertext to Bob;

e. If Bob rejects the ECIES ciphertext as invalid Alice goes back to Step 4a;

f. If Bob accepts the ECIES ciphertext as valid, Alice concludes that d (mod r) = t;

5. Alice uses the Chinese Remainder Theorem to determine d by combining her knowledge of d modulo the primes r.

The reason Bob will accept any of the chosen ciphertext at all is that the standard equation for elliptic curve arithmetic depends only on the underlying field of the defining equation and the coefficient a of this equation.  Therefore, Bob’s implementation for scalar multiplication of points in E by his private key d will also work for scalar multiplication of points in Er by his private key d.

This attack works much like the original small subgroup attack of Vanstone and the small subgroup attack of Lim and Lee, except that it uses a small subgroup of an invalid group.

Workload of the attack

· Step 1 of the attack involves a pre-computation that is independent of Bob’s private key Alice would like to recover: it only depends on the public key parameters. For each prime number r, the number of random curves Alice has to select until its order is divisible by r is roughly r, due to the homogeneous distribution of the number of elements on a random curve. Since current implementations of the Schoof-Elkies-Etkin point-counting algorithm are extremely fast (typically, less than 1 second per curve), the overhead of this step is determined by the workload in finding a curve with certain divisibility constrictions.

· Step 2 of the attack involves a computation that is dependent on Bob’s private key. For each prime number r, the number of values of t that Alice has to select until Bob accepts the corresponding ciphertext is roughly t/2. Thus, the overhead of this step is determined by the workload in finding a value t such that d (mod r) = t.
EXAMPLE

We simulated the attack described above for the prime curve P-192, one of the prime curves endorsed by NIST, and found that one could mount an attack that would completely recover the private key of a party in roughly only 1200 protocol runs of ECIES without public key validation (assuming that one can observe whether the recipient has accepted the ECIES ciphertext, but this is always the case).

4. Security of the ECC-Based Key Agreement Protocols for 802.15.3 WPAN

4.1 NTRU’s Modified ECIES-Based TLS-Variant Protocol

The proposal [02210r0] presents a modification of the ECIES protocol from ANSI X9.63. The original ECIES [ABR01] protocol was designed for authenticated key transport. On the other hand, the modified-ECIES protocol has been designed to provide authenticated key agreement. Also, modified-ECIES does not perform any public key validation on ephemeral public keys. It is very important to note that this modified-ECIES protocol does not conform to the ANSI X9.63, IEEE P1363-2000 and the relevant ISO (draft) standards. From the discussion in §3.1, it follows that the modified-ECIES protocol is completely insecure against a chosen-ciphertext attack, provided that the recipient of the ECIES-ciphertext leaks information on whether he accepted or rejected this ciphertext to the adversary. In the IEEE 802.15.3 WPAN setting, this information leakage indeed always occurs, since the ECIES protocol is invoked as part of a 4-pass key agreement protocol that is a variant of the TLS protocol and rejection simply leads to non-admittance of a device to the piconet
. Thus, the use of Modified-ECIES in a modified and proprietary version of TLS, as specified in [02/210r0], invariably leads to a complete loss of security. 

As a side-remark, it is worth mentioning that the NTRU’s key agreement protocol itself is a non-standardized variant of TLS, which has not been scrutinized by the cryptographic community at all. Adoption of the variant of TLS as the key agreement protocol that was designed only a few weeks ago, even when not combined with the insecure Modified-ECIES protocol, can have disastrous and catastrophic security consequences
.

4.2 Certicom’s Standardized Full MQV with Key Confirmation Protocol

The proposal [02200r2] presents a specification of the Full MQV with Key Confirmation protocol that is strictly in compliance with the specifications as of Section 6.11 of ANSI X9.63-2001. In contrast to modified-ECIES (or the TLS version for that matter), the MQV protocol has been extensively analyzed, improved and standardized since it was first introduced in 1994. Mathematicians from the National Security Agency (NSA) have devoted extensive resources to its analysis – indeed they claim that the MQV protocol is the most well-studied [Solinas] of any Diffie-Hellman key agreement protocol. NSA mathematicians have also co-authored a research paper on the MQV protocol [LMQSV]. NIST has stated that MQV will become a FIPS in the near future.

Therefore, it is strongly recommended that the MQV key agreement protocol be adopted in the IEEE 802.15 standard.

5. Conclusions

We presented a practical attack that shows that ECIES without pubic key validation, and protocols that use this protocol as a building block, are completely insecure in many implementation environments. We showed that the 802.15.3 WPAN environment is one of those implementation environments, and demonstrated that the NTRU’s proprietary key agreement protocol is, henceforth, completely insecure. Certicom’s key agreement protocol, Full MQV with Key Confirmation, in contrast, is completely standard-based, and is claimed to be the most well-studied key agreement protocol. Therefore, we strongly advise against adopting NTRU’s key-agreement protocol and strongly recommend the adoption of Certicom’s proven standard-based key agreement protocol. 

6. References

[ABR01] M. Abdalla, M. Bellare, P. Rogaway, The oracle Diffie-Hellman assumptions and an analysis of DHIES, Topics in Cryptology---CT-RSA 2001, Lecture Notes in Computer Science, Vol. 2020, pp. 143-158, Berlin: Springer, 2001.

[Bailey02] D.V. Bailey, <WPAN> LB16 Analysis, posted May 2, 2002, to the IEEE 802.15.3 e-mail reflector.

[HAC] A.J. Menezes, P.C. van Oorschot, S.A. Vanstone, Handbook of Applied Cryptography, Boca Raton: CRC Press, 1997.

[LMQSV] L. Law, A.J. Menezes, M. Qu, J. Solinas, S.A. Vanstone, An Efficient Protocol for Authenticated Key Agreement, Technical Report CORR 1998-05, CACR, University of Waterloo, 1998.  Available from http://www.cacr.math.uwaterloo.ca.

[SEC1] Standards for Efficient Cryptography, SEC 1: Elliptic Curve Cryptography, Version 1.0, Certicom Research, September 20, 2000. Available from http://www.secg.org/.

[Singer02] A. Singer, <802.15.3> 02/210r0, posted on April 22, 2002, to the IEEE 802.15.3 e-mail reflector.

[Solinas] J. Solinas, Public statement to IEEEP1363 working group.

[X9.63] ANSI X9.63-2001, Public Key Cryptography for the Financial Services Industry – Key Agreement and Key Transport Using Elliptic Curve Cryptography, American Bankers Association, November 20, 2001.





































































































































� Or to non-establishment of a peer-to-peer relationships between end-devices.


� For examples of security mechanisms that were not carefully scrutinized by the cryptographic community and has disastrous consequences, consider Bluetooth and IEEE 802.11.
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