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1. Introduction 

NIST, in conjunction with the Smart Grid Interoperability Standards Roadmap 
activity, has been developing a set of Priority Action Plans (PAPs). PAP#2 in entitled 
Wireless Communications for the Smart Grid.  

IEEE 802 has taken responsibility for several PAP#2 tasks, including Task #4: 
“Create an attribute list and performance metrics for wireless standards.” 

2. Request to submit PAP#2 Content 

The following message was submitted to the relevant NIST mailing list on 3 
November 2009, with the referenced “Wireless Functionality and Characteristics 
Matrix for the Identification of Smart Grid Domain Application” attached as a 
spreadsheet: 

Dear	
  PAP#2	
  participants,	
  

Pursuant	
  to	
  last	
  week’s	
  teleconference	
  the	
  matrix	
  has	
  been	
  updated	
  and	
  a	
  formal	
  request	
  prepared.	
  

Submitted	
  by:	
  Bruce	
  Kraemer	
  

Chair	
  802.11	
  

On	
  behalf	
  of	
  IEEE	
  802	
  

	
  	
  

Request for Completion of the	
  

Wireless Standards Characterization Matrix for Smart Grid Applications	
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Background	
  

NIST has established a number of Priority Action Plans (PAPs) to guide the work of identifying and 

developing standards for the Smart Grid. PAP #2 addresses Wireless Communications for support of the 

Smart Grid.	
  

The goal of PAP #2 is to investigate the capabilities, strengths, weaknesses, and constraints of existing and 

emerging standards-based wireless communications technologies. The project approach is to work with the 

appropriate standard development organizations (SDOs) to determine the characteristics of each technology 

impacting Smart Grid application areas and communications. Results can then be used to assess the 

appropriateness of particular standards-based wireless communications technologies for meeting the 

requirements of Smart Grid applications.	
  

During the SDO Workshop, PAP #2 was broken into a number of tasks. Task 4 called for the creation of an 

attribute list and performance metrics for wireless standards. Task 5 calls for the collection of an inventory of 

wireless technologies, based on the parameters and metrics developed in Task 4, to be filled by each SDO. 

The attached matrix is the result of Task 4 and is being transmitted for completion to each SDO for their 

respective wireless technologies.	
  

The purpose of the row entries in the matrix is to allow high level assessment of the suitability of particular 

wireless standard based technologies for use in various applications and domains of the Smart Grid (e.g. 

Advanced Metering, Supervisory Control And Data Acquisition (SCADA), Work Management, etc). The rows 

do not attempt to completely capture all characteristics and parameters of a technology, but only those that 

are deemed to be relevant to assessing the relevance of a technology to a particular Smart Grid use case.	
  

Instructions for Completion of Matrix	
  

Each SDO is requested to fill in a column. Excel is fairly flexible in accepting large text answers, but complex 

answers may require the use of attachments that can be referenced in the matrix.	
  

Since many of the parameters in the matrix have dependencies on each other, e.g. data throughput, range 

and mobility, the matrix should be filled out by providing a consistent set of parameter values, rather then 

best case values for each parameter. By a “consistent set” we mean that one picks some “operating point” 

for the technology and provides parameter values (for those that depend on operating point) that are 

consistent. For example, maximum data rate will not be delivered at maximum range. A column entry is 

expected to provide values for the error rate, range, throughput, mobility and other interrelated parameters 

consistent with the chosen operating point.  It would be appropriate to complete more than one column for an 

individual technology to display the results for more than one operating point.	
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Most of the terms used in the matrix have standard “text book” definitions. Where further explanation is 

required, an Explanatory Note number will be shown on the matrix page and an explanation captured on the 

Explanatory Note worksheet.	
  

Review of Matrix and Completion Process	
  

The exercise of filling in the matrix could be viewed as a trial by fire and may uncover problems or 

ambiguities that require discussion beyond what is practical via the email reflector. Also, if you have any 

comments on whether any additional characteristics would be useful for the purpose of Task 4 we will be 

glad to consider these.	
  

In anticipation of the need for matrix clarifications or, perhaps, revisions, we have scheduled a conference 
call for:	
  
1pm US eastern time on Wednesday November 11. Duration 1 hour. Dial in number: 877-627-6785 or (706) 
643-7105       code: 00692	
  

 	
  

Schedule	
  

In light of the global urgency of the Smart Grid deployment effort, we would appreciate it if you would 

complete and return the attached matrix by December 6, 2009.	
  

We thank you for your prompt response.	
  

Please send your complete response to: wlessaction@nist.gov 	
  

3. Request to submit PAP#2 Content 
	
  
At the December 6 deadline, Evgeny Yakhnich submitted a draft spreadsheet 
proposing characteristics of “IEEE 802.16e/WiMAX.” NIST notified the IEEE 
802.16 Chair and requested coordination. 
 
During subsequent discussions, NIST requested the input relevant to IEEE 802.16 by 
12 January 2010, in advance of a teleconference on 13 January. 
	
  

4. Proposed content relevant to IEEE 802.16 

A proposed matrix is attached to this document. 

	
  

5. Proposal 


Revision History

						Technical Editor: Bruce Kraemer

						IEEE 802.11 Chair
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Characteristics

		Wireless Functionality and Charateristics Matrix for the Identification of Smart Grid Domain Apllication

		Functionallity/Characteristic				Measurement Unit		Explanatory Notes		IEEE 802.16e		Comments		Technology 2		Technology 3		Technology 4

		Group 1:  Link Availalbility

		a:		Ability to reliably establish an appropriate device link		% of time				95% to 99%  ([2], Section 13.1.1)		?

		b:		Ability to maintain an appropriate connection		failure rate per 1000 sessions				99%  ([2], Section 13.1.1)		?

		Group 2: Data/Media Type Supported

		a:		Voice						Voice over packet-switched IP architecture  ([1] and [4])

		b:		Data		Max user data rate per user in Mbps				Data over packet-switched IP architecture ( [1] and [4])

		c:		Video		Max resolution in pixels @ 
x fps				Video over packet-switched IP architecture ( [1] and [4])

		Group 3: Coverage Area

		a:		Geographic coverage area		km2				System performance optimized for coverage up to 5 km, functional up up to 100 km
 [2], Table 13)

		b:		Link budget		dB				Downlink 128.2 dB to 136.4 dB ( [4], Section 5.2)
Uplink 128.2 dB to 134.6 dB ( [4], Section 5.2)

		Group 4: Mobility

		a:		Maximum relative movement rate		m/s				33 m/s (120 km/hr)

		b:		Maximum doppler		Hz				278 Hz

		Group 5: Data Rates

		a:		Peak over the  air uplink data rate		Mbps				14 Mbps in 10 MHz system bandwidth with 1x2 antenna configuration ([2], Table 1)		28?

		b:		Peak over the  air downlinklink data rate		Mbps				40 Mbps in 10 MHz system bandwidth with 2x2 antenna configuration ([2], Table 1)		80?

		c:		Peak goodput uplink data rate		Mbps

		d:		Peak goodput downlink data rate		Mbps

		Group 6: RF Utilization

		a:		Public radio standard operating in unlicensed bands		GHz L/UL				Possible, e.g. 3.65 GHz in USA

		b:		Public radio standard operating in licensed bands		GHz L/UL		1		Various, including:
0.450-0.470 GHz
0.698-0.960 GHz
1.710-2.025 GHz
2.110-2.200 GHz
2.300-2.400 GHz 
2.500-2.690 GHz
3.400-3.600 GHz
([2], Section 5.4)		replace

		c:		Private radio standard operating in licensed bands		GHz L/UL		1		Possible, e.g. 1.8 GHz in Canada

		d:		Duplex method		TDD/FDD				TDD, FDD ( [1], Section 12)		?

		e:		Bandwidth		kHz				3.5, 5, 7, 8.75, 10 [1]

		f:		Channel separation		kHz				200, 250

		g;		Number of non overlapping channels in band of operation						dependent on spectrum and bandwidth

		h:		Spectral Efficiency		bits/sec/Hz

		i:		Cell Spectral Efficiency		bits/sec/Hz/cell				1.3 bits/sec/Hz/sector with 2x2 DL, reuse 1 in  mixed mobility

1.69 bits/sec/Hz/sector with 2x2 DL, reuse 1 in low mobility

0.85 bits/sec/Hz/sector with 1x2 UL, reuse 1 in mixed mobility 

0.99 bits/sec/Hz/sector with 1x2 UL, reuse 1 in low mobility

([2], Section 7.1.2)

		Group 7: Data Frames and Packets

		a:		Frame duration		ms				5 ( [4], Section 5.1)

		b:		Maximum packet size		bytes				Maximum IP packet size: 1522 [1]

		c:		Segmentation support		Yes/No				Yes [1]

		Group 8: Link Quality Optimization

		a:		Diversity technique		antenna, polarization, space, time				Rx antenna diversity, Space Time Block Codes, Spatial Multiplexing

		b:		Beam steering		Yes/No				Yes [1]

		c:		Retransmission		ARQ/HARQ/-				ARQ ( [1], Section 6.3.1); HARQ ([1], Section 8.4.16)

		d:		Error correction technique						Reed Solomon Convolutional Coding, Convolutional Turbo Coding ([1], Section 8.3.3.2)

		e:		Interference cancellation						Vendor specific (MLD)

		Group 9: Radio Performance Measurement & Management

		a:		RF frequency of operation						Various, including:
0.450-0.470 GHz
0.698-0.960 GHz
1.710-2.025 GHz
2.110-2.200 GHz
2.300-2.400 GHz 
2.500-2.690 GHz
3.400-3.600 GHz
([2], Section 5.4)

		b:		Retries						<= 4 [1]

		c:		RSSI						Measurement report supported

		d:		Lost packets						Yes

		Group 10: Power Management

		a:		Mechanisms to reduce power consumption						Sleep mode ([1], Section 6.3.20); Idle mode ([1], Section 6.3.2.3), Tx power control ([1], Section 8.1.7)

		b:		Low power state support						Sleep mode ([1], Section 6.3.20); Idle mode ([1], Section 6.3.2.3)

		Group 11: Connection Topologies

		a:		Point to point						No

		b:		Point to Multipoint						Yes

		c:		Broadcast						Yes

		d:		MESH						No; note that IEEE Std 802.16j-2009 adds relay functionality.

		Group 12: Connection Management

		a:		Handover						Optimized hard handover ([1], Section 6.3.21.2)

		b:		Media Access Method						Synchronized, continous

		c:		Discovery						Autonomous

		d:		Association						Based on Random Access

		Group 13: QoS and Traffic Prioritization

		a:		Traffic priority		diffserv, resserv				Connection oriented QoS support ([1], Section 6.3.20)

		b:		Pass-thru Data Tagging						N/A

		c:		Radio queue priority						Supported

		Group 14: Location charactization

		a:		Location awareness (x,y,z coordinates)						LBS supported ([6], Section 5.1.2.7)

		b:		Ranging  (distance reporting)						Optional

		Group 15: Security and Security Management

		a:		Encryption		Algorithms supported				AES128

		b:		Authentication						EAP based
EAP-TLS mandatory,
EAP-TTLS, EAP-SIM, EAP-AKA optional

		c:		Replay protection						Each encrypted packet contains packet number for receiver to detect and drop replays

		d:		Key exchange		Protocols supported				PKMv2 ([1], Section 7.2.2)

		e:		Rogue node detection

		Group 16: Radio Environment

				Channel model						AWGN, ITU Pedestrian B, Vehicular A, ITU IMT-Advanced

				Interference sources						Other WiMAX terminals and basestations; proximity to ISM when operating in 2.3 and 2.5 GHz bands

		Group 17: Intra-technology Coexistence

		a:		Co-channel interference						Can be minimized in partially loaded networks

		b:		Adjacent channel interference						14 dB Selectivity

		c:		Alternate channel interference						33 dB Selectivity

		d:		Collision avoidance						not required

		e:		Protection mechanisms						Frequency planning, antenna diversity, allocations

		Group 18: Inter-technology Coexistence

		a:		Sensitivity to other interfering radio technologies

		b:		Degree of interference caused to other radio technologies						Minimal in licenced spectrum

		c:		Sensitivity to power line RF emissions

		Group 19: Unique Device Identification

		a:		MAC address						Yes

		b:		SIM card						Optional

		c:		Other identity						X.509 certificates

		d:		Rogue detection						single root for X.509 certificates

		Group 20: Technology Specification Source

		a:		Base Standard SDO		SDO name				IEEE 802.16 Working Group

		b:		Profiling and Application Organizations		Association/Forum Name				WiMAX Forum

		Deployment Domain Information Useful in Characterizing Domains

		Physical Environment

				Temperature range						vendor-dependent

				RF Noise sources - other radios						band-dependednt

				RF Noise sources - other electrical equipment

				Obstructions (walls, tress, cabinets,…)

		Wireless Functionality NOT Useful in Identifying Domain Applications

				Rx sensitivity		dBm				Composite Rx Sensitivity –88.4 dBm to –100.4 dBm ([4], Section 5.2)

				Tx Power peak		dBm				Power Class Profiles 1-4 ([6, Section 8])

				Tx Power steps		dB				1

				Antenna gain		dBi				Device specific

				Noise floor		dBm				-174 dbm / Hz ([4], Section 5.2)

				Modulation		GFSK, OFDM, BPSK, GMSK				OFDMA; QPSK, 16QAM, 64QAM on the DL and UL ([1], Section 8.1.4.4.7 and 8.1.5.3.7)

				Forward error Coding						Reed Solomon Convolutional Coding, Convolutional Turbo Coding ([1], Section 8.3.3.2)

		References

		[1]		IEEE Std 802.16-2009, IEEE Standard for Local and Metropolitan Area Networks - Part 16: Air Interface for Broadband Wireless Access Systems, May 2009 <http://standards.ieee.org/getieee802/download/802.16-2009.pdf>

		[2]		IEEE 802.16m-07/002r9, IEEE 802.16m System Requirements, September 2009 <http://ieee802.org/16/tgm/core.html#07_002>

		[3]		IEEE 802.16m-08/004r5, IEEE 802.16m Evaluation Methodology Document, January 2009 <http://ieee802.org/16/tgm/core.html#08_004>

		[4]		Mobile WiMAX – Part I: A Technical Overview and Performance Evaluation, WiMAX Forum, 2006 <http://www.wimaxforum.org/resources/documents/marketing/whitepapers/mobile-wimax-–-part-i-technical-overview-and-performance>

		[5]		DRAFT-T32-001-R015v01-O, WiMAX Forum™ Network Architecture: Architecture Tenets, Reference Model and Reference Points – Base Specification, September 2009 <http://wimaxforum.org/resources/documents/technical/T32>

		[6]		WiMAX Forum Mobile System Profile Specification Release 1.5 Common Part, August 2009 <http://wimaxforum.org/resources/documents/technical/T23>





Explanatory Notes

		

				Matrix Note Reference #

				1		Radio standards for licensed spectrum are designed for private (dedicated) networks or public (shared) networks or both.  An example of a private network standard is the P25 radio standard created by TIA TR8, while an example of a public network standard is the CDMA2000 standard for cellular telephones created by TIA TR45 and 3GPP2.  LTE (3GPP) and WiMAX (IEEE802) can operate in both private and public domains.  Because electric utilities already operate private networks (and use public networks as well), and because some private radio standards are designed for mission-critical applications (e.g. police, fire, and critical infrastructure protection), it is important to include both private network radio standards and public radio standards in our analysis.
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The IEEE 802.16 Working Group should request careful and thorough review of the 
proposed matrix by the GRIDMAN Study Group, requesting that the Study Group 
agree to a version by 12 January. 

 


