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1 Background 
The current 802.16e and 802.16m security suites are comprised of a series of protocols that maintain device authentication, data confidentiality, data integrity, origin authenticity, etc. In these standards, there is little flexibility in how these protocols are applied.
Unfortunately, security requirements (and QoS requirements in general) vary a great deal depending on the type of M2M application. For example, M2M applications such as health monitoring & control, shipment/cargo security, traffic control, etc. all require the full security suite. In fact, in some of these applications, the current security suite is insufficient as it does not support a robust device validity check. As a result, there is a new security requirement in the 802.16p SRD, which states that the 802.16p standard must support device validity checks coordinated between the device and network. In the other extreme, there are M2M applications where data security and/or integrity are not important particularly when weighed against the channel resource and power consumption that maintaining the full security suite requires. This may be true for some M2M measurement applications.
Since the entire suite of security protocols may not be necessary for all M2M applications, we propose to insert a requirement stating that the 802.16p amendment should enable a security suite that is flexible and can be adapted to the security requirements of the M2M application.  
2 Text Proposal 
Modify the functional requirements described in Section 6.1 as shown.
--------------------------  Begin Text Proposal   -------------------------------
6.4 Security Support
6.4.1 The 802.16p system shall sSupport for a device validity check between the device and the network shall be provided.
6.4.2 The 802.16p system shall enable a flexible and modular security suite comprised of protocols that can be included or omitted per the requirements of the M2M application. support less complex security for certain M2M applications with low security requirements. (Editor’s note: for example, no key exchange)
6.4.3 The 802.16p system shall support efficient security for small burst transmissions
6.4.4 The 802.16p system shall support efficient security for M2M applications with infrequent/low traffic.

-----------------------------  End Text Proposal   ----------------------------------
































































  


