
IEEE C802.16p-11/0093

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Authenticated Validity for M2M devices

	Date Submitted
	2011-05-08

	Source(s)
	Eldad Zeira
Interdigital Communications LLC

	E-mail:

eldad.zeira@interdigital.com


	Re:
	Call for Comments for 802.16p AWD

	Abstract
	The contribution discusses and proposes text to fulfill some of the security related requirements for 802.16p. See also associated slides.

	Purpose
	To be discussed and adopted by TGp M2M

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Authenticated Validity for M2M devices
Eldad Zeira
InterDigital
1. Introduction
This contribution proposes text to fulfill some of the security requirements for M2M networks in 802.16p. Specifically, the SRD requires that (6.4):

The 802.16p system shall support integrity and authentication of M2M devices, as well as integrity and privacy of M2M application traffic which requires a secure connection.
6.4.1
The 802.16p system shall support a device validity check between the device and the network.
6.4.2
The 802.16p system shall enable a flexible security suite that can be adjusted per the security requirements of the M2M application
See also previous contribution C802.16p-11/0007r1.

2. Text Proposal

Modify 16.2.15 as follows:

When the AMS powers on and it has no context information of any ABS, the AMS shall perform the initial

network entry procedure with the following steps:
a) Scan for DL channel and establish DL PHY synchronization with the ABS

b) Obtain DL/UL parameters (from P-SFH/S-SFH IEs etc.) and establish DL MAC synchronization

c) Perform ranging and automatic adjustment

d) Negotiate basic capability

e) Perform AMS authorization and key exchange

f) Perform registration, send device validity information, and setup default service flows.
An AMS that is capable of self validity check and has failed that test shall not attempt to enter the network.
In network entry, if the AMS cannot attach to the preferred cell, the AMS may choose to perform a network entry without any preference of the BS type, even though the AMS has preference of the BS type in general.
<<<<<<<<<<<<<

Add at the bottom of 16.2.15:
Each AMS contains the following information when shipped from the manufacturer:

· A 48-bit universal MAC address (per IEEE Std 802-2001) assigned during the manufacturing process.

This is used to identify the AMS to the various provisioning servers during initialization.

· Security information (e.g., X.509 certificate) used to authenticate the AMS to the security server and

authenticate the responses from the security and provisioning servers.
· Device validity testing capability information as certificates or as pointers to certificates.

<<<<<<<<<<<<<

Modify 16.2.15.6 as follows:

In the AAI-REG-REQ, the AMS informs the ABS of its capability parameters to be negotiated except those

capabilities already negotiated with the ABS through AAI-SBC-REQ/RSP messages. The AMS sends its validity testing capability information and optionally its validation certificate. In AAI-REG-RSP, the

ABS responds with the accepted capability parameters and with validity acceptance confirmation if validation certificate has been accepted by the network. If the AMS omits some capability parameters in the

AAI-REG-REQ, the ABS considers the AMS follows the default values for those parameters and, if

acceptable, the ABS may omit those parameters applying default value in its AAI-REG-RSP.
If validity hasn’t been accepted the AMS shall not complete the registration process.
Add the following entries to AAI-REG-REQ (table 685)
	Field
	Size (bits)
	Value (description)
	Condition

	validity testing capability information
	TBD
	Implementation specific certificate or certificates or pointers to certificate or certificates that define validity testing capability 
	-

	Validation certificate
	TBD
	A certificate issued by trusted element upon successful device validity check
	Null or absent if trusted element is not implemented 


Add the following entry to AAI-REG-RSP (table 686)
	Field
	Size (bits)
	Value (description)
	Condition

	Validity acceptance confirmation
	1
	(=1) Indicates that device validity has been accepted by the network
	-


































































  


