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1. Introduction
802.16p AWD [1] specifies a security key management mechanism to support multicast data transmission in secure way. The mechanism is variation of the existing access network authentication protocol in [2] and [3], where key derivation mechanism using MSK (Master Session key), PMK (Pairwise master key) and AK (Authorization key) is defined. 

But the key management mechanism in [1] is to derive a traffic encryption key for M2M multicast data that is one service of M2M group. The key handling for M2M multicast data should be coordinated with an entity that manages M2M group and takes the same role as the authentication entity in access network. The key used for M2M multicast data should be derived in simple way by providing an input parameter to M2M devices in the same M2M group, and the key is generated with the shared input parameters instead of using direct key delivery mechanism. And to be secure, the key shall be updated when any member leaves the M2M group. It is because the key is used by multiple M2M devices in the same M2M group, not by one M2M device. 
Therefore, this contribution proposes to derive a multicast traffic encryption key with the shared input parameter (i.e., M2M service Group Security Seed (MGSS)) provided by the M2M group authentication entity and the M2M service Authorization Key (MAK) that is shared to the authorized M2M devices as MAK (MBS AK) is used for MBS in [2]. 
The shared input parameter (i.e., MGSS) is provided to generate a new multicast traffic encryption key when a member leaves its M2M group because M2M multicast data need to be secure from the ex-members. The M2M service network can be either a part of access network or not, it is allowed to transmit the shared input parameter through AAI-DSA-RSP message for M2M device in network entry phase. 

In addition, this contribution proposes to use the ROC (rollover counter) mechanism to protect M2M multicast data from replay attack as in [2]. 
2. Reference

[1] IEEE 802.16p-10/0018r2, IEEE P802.16p AWD
[2] IEEE Std 802.16-2009, Part 16: Air interface for broadband wireless access systems
[3] IEEE Std 802.16m-2011, Part 16: Air interface for broadband wireless access systems Amendment 3: Advanced Air Interface
3. Proposed Text Change
Adopt the following remedies in IEEE 802.16p-10/0018r2.
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

[Remedy #1: Modify subclause 16.2.5 as below (pp.19, line 39):]
16.2.5 AAI Security

Add new section as indicated

16.2.5.5 Security Support for Multi-cast Traffic

Security for Multi-cast traffic provides encryption and integrity protection of such data information for secure group informing and management. A common M2M service group traffic encryption key (MGTEK)security key is used by devices within a group.
16.2.5.5.1 Key Derivation

The key hierarchy defines what keys are present in the system for Multi-cast traffic and how keys are generated. The ABS may derives the M2M service Group Security Seed (MGSS) Group Master Key (GMK) from the network entity that manages M2M groupM2M authentication server or generate it locally. The group traffic encryption key (GTEK) is derived directly from the GMK.
16.2.5.5.1.1 MGTEK Derivation

The MGTEK is the transport encryption key used to encrypt M2M service Multi-cast data. The MGTEK (Group Traffic Encryption Key) is derived based on the MGSSGMK (Group Master Key), M2MGTEK_COUNT and the MAK (M2M service Authorization Key). The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard. 
The GMK is provided by the ABS during the network entry through the AAI-REG-RSP message, which also includes GTEK_COUNT and MGID.The MGSS is provided through the AAI-DSA transaction during the network entry, which also provides MGID.
The MGTEK derivation is done:
MGTEKi = Dot16KDF (MAKGMK, MGSS | M2MGTEK_COUNT | MGID, GTEK_COUNT | “MGTEK”, 128),                           (1)

Where:

•MAK is M2M service Authorization Key that is provided to all authorized M2M devices. GMK is the Group Master Key.
•MGSS is M2M service Group Security Seed that is common for a M2M group.
•M2MGTEK_COUNT is the index of the currently used MGTEK.
•GTEK_COUNT is a counter used to derive different GTEKs for the same GMK, the value of the counter is changed every time a new GTEK need to be derived within the time the same GMK is valid.
•MGID is the identifier of the group, which the AMS and MAKGMK and MGSS is associated with

16.2.5.5.2 Key Hierarchy

Figure 411a outlines the process to calculate the MGTEK based on a MAKGMK, a M2MGTEK_COUNT and a MGSSGAK provided by the ABS.
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Figure 411a – MGTEK derivation from MAKGMK
16.2.5.5.3 MGTEK Key Usage

The MGTEK is used for encrypting DL multi-cast data by the ABS, which is also used for decrypting such DL multi-cast data by the AMS.

Each GTEK has its own PN counter size of 22 bits.

16.2.5.5.3.1 MGTEK Update

The MGTEK update is triggered whenever a new MAK is derived, or GTEK is running out the relevant PN space the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF or a member of the M2M group has been unsubscribed.
When the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF, the M2MGTEK_COUNT is incremented by one, and a new MGTEK is derived.

When the MGTEK update is triggered due to an unsubscribing member, a new MGSS is provided to AMSs in the M2M group through AAI-PKM-RSP message. The M2MGTEK_COUNT is initialized. A new MGTEK is generated with the new MGSS and the M2MGTEK_COUNT.
The AMS may request current M2MGTEK parameters by transmitting an AAI-PKM-REQ message to the ABS. Here, the AMS shall include its MGID. After authenticating the AAI-PKM-REQ, the ABS shall respond with current MGSS and M2MGTEK_COUNT via the AAI-PKM-RSP message.

16.2.5.5.3.2 Key Update during Location Update
When a new MGSS is derived, an AMS in idle mode shall be indicated through an AAI-PAG-ADV message to perform network reentry to update the MGTEK. When an ABS detects that the AMS is to update the MGTEK, the ABS sends the new MGSS in the AAI-PKM-RSP message.
The AMS shall include its current GTEK_COUNT in the AAI-RNG-REQ message during location update to the ABS. If ABS detects that the AMS has an old GTEK_COUNT, the ABS shall include the current GTEK_COUNT of the GMK in the AAI-RNG-RSP message and send it to the AMS. Otherwise, no GTEK update will be performed.
16.2.5.5.3.3 Key Update during Handover
During handover, the serving ABS shall include the new GTEK information via AAI-HO-MCD message, if the MGID of the AMS changes. If the MGID does not change for AMS, the serving ABS shall indicate that no change of GTEK is required.
16.2.5.5.4 Encrypted M2M multicast MPDU format

Unique initial counter and MGTEK pair is required across all messages. This subclause describes the initialization of the 128-bit initial counter, constructed from the frame number and a new 8-bit Rollover counter (ROC).

ROC shall be reset to zero upon obtaining a new MGTEK. The first 3 most significant bits of the ROC is the rollover counter for the frame number, i.e., when the frame number reaches 0x0000 (from 0x3FFF) it is incremented by 1 mod 8. The 5 least significant bits of ROC shall be allocated to M2M multicast MAC PDUs in such manner that no two M2M multicast MAC PDUs in the same frame using the same MGTEK have the same ROC value.

Using this method, up to 32 PDUs per frame using the same MGTEK can be supported. A new encryption key (MGTEK) is required every 23 (214 = 217 frames.

The PDU payload for AES-CTR encryption shall be prepended with the 8-bit ROC, i.e., the ROC is the 8 MSBs of the 32-bit nonce. The ROC shall not be encrypted.

Any tuple value of {AES Counter, KEY} shall not be used more than once for the purposes of encrypting a block. The AMS and ABS shall ensure that a M2MGTEK_COUNT is incremented by one, and a new MGTEK is derived and ready for use before the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF.
A 32-bit nonce is constructed as Table xxx. 
Table xxx – Construction of 32-bit nonce

	Byte number
	0
	1                2
	3

	Field
	ROC
	Superframe number
	Frame index

	Contents
	ROC
	0b0000 | MSB 4bit of superfame number| LSB 8bit of superframe
	0b000000|Frame index(2bits)


A 32-bit nonce NONCE = n0 | n1 | n2 | n3 is made of ROC and 12 bits superframe number and 2bits frame index (see Table xxx). NONCE shall be repeated four times to construct the 128-bit counter block required by the AES-128 cipher. (initial counter = NONCE|NONCE|NONCE|NONCE). When incremented, this 16-byte counter shall be treated as a big endian number.
This mechanism can reduce per-PDU overhead of transmitting the full counter. At the most 232 PDUs can be encrypted with a single MGTEK.

The plaintext PDU shall be encrypted using the active MGTEK derived from MAK, MGSS and M2MGTEK_COUNT, according to CTR mode specification. A different 128-bit counter value is used to encrypt each 128-bit block within a PDU.

The processing yields a payload that is 8 bits longer than the plaintext payload. See Figure 411b.
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Figure 411b – M2M multicast MAC PDU ciphertext payload format

[Remedy #2: Add the following parameter into Table 734 AAI-DSA-REQ message Field description (pp. 19, line 3):]
Table 734—AAI-DSA-REQ Message Field Description
	Field
	Size (bits)
	Value/Description
	Condition

	…
	…
	…
	…

	MGSS
	64
	MGSS (M2M service Group Security Seed) for an M2M group
	May be present when an ABS initiates AAI-DSA-REQ for this service flow that is related with M2M multicast service


[Remedy #3: Add the followings on line 49 of page 18:]
16.2.3.43 Privacy key MAC Control messages (AAI-PKM-REQ/AAI-PKM-RSP)
Modify Table 726 as indicated
Table 726—AAI-PKM-REQ message field description
	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 Reauth-Request; PKM v3 message code = 1

- PKMv3 EAP-Transfer; PKM v3 message code = 2

-PKMv3 Key_Agreement-MSG#2; PKM v3 message code = 4

- PKMv3 TEK-Request; PKM v3 message code = 6

- PKMv3 TEK-Invalid; PKM v3 message code =8
- PKMv3 MGTEK-Request; PKM v3 message code = 10

912–16: Reserved
	

	…
	
	
	

	If (PKM v3 message code == 10) {
	
	
	

	MGID
	15
	Multicast group identifier that the AMS subscribes.
	May be present when an M2M device is registered for M2M multicast service of the M2M group

	}
	
	
	


Modify Table 727 as indicated
Table 727—AAI-PKM-RSP message field description
	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8
- PKMv3 MGTEK-Update; PKM v3 message code = 9
- PKMv3 MGTEK-Reply; PKM v3 message code = 11
912–16: Reserved
	

	…
	
	
	

	If (PKM v3 message code == 9) {
	
	
	

	New_MGSS
	64
	A newly provided MGSS (M2M service Group Security Seed) for an M2M group
	May be present when an M2M device is registered for M2M multicast service of the M2M group


	}
	
	
	

	If (PKM v3 message code == 11) {
	
	
	

	MGID
	15
	Multicast group identifier
	May be present when an M2M device is registered for M2M multicast service of the M2M group

	MGSS
	64
	MGSS of the currently used MGTEK
	May be present when an M2M device is registered for M2M multicast service of the M2M group

	M2MGTEK_COUNT
	
	The index of the currently used MGTEK
	May be present when an M2M device is registered for M2M multicast service of the M2M group

	}
	
	
	


Modify Table 728 as indicated
Table 728—PKM v3 message types
	Code
	PKM message type
	MAC control message name

	1
	PKMv3 Reauth-Request
	AAI-PKM-REQ

	2
	PKMv3 EAP-Transfer
	AAI-PKM-REQ/AAI-PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI-PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI-PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI-PKM-RSP

	6
	PKMv3 TEK-Request
	AAI-PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI-PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI-PKM-REQ/AAI-PKM-RSP

	9
	PKMv3 MGTEK-Update
	AAI-PKM-RSP

	10
	PKMv3 MGTEK-Request
	AAI-PKM-REQ

	11
	PKMv3 MGTEK-Reply
	AAI-PKM-RSP

	912–16
	Reserved
	-


----------------------------------------------------- End of Proposed Text -----------------------------------------------------
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MAK – 160 bits M2M service Authorization Key


MGTEK = DOT16KDF (MAK, MGSS | M2MGTEK_COUNT | MGID|“MGTEK”, ‘128’)
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GMK – ‘N’ bits Authentication GMK Content


GTEK = DOT16KDF (GMK, MGID, GTEK_COUNT|“GTEK”, ‘N’)


GMSK


GTEK



