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1 Introduction
In IEEE802.16e, there are several secure ways of providing multi-cast service to a group of devices as the following:
· MTK based multi-cast traffic encryption
· MBRA for MBS service
However, they both are not well applicable in M2M environments since the MTK based multi-cast security keys are provided in unicast manner and the MBRA based MBS security keys incur large overhead due to transmitting the GTEK keys.

Also the MGTEK may be seen as an unnecessary key encryption phased since it is not used for encryption but only used to derive the MTK. Hence, the MGTEK has no use but only serving for a derivation input parameter. Furthermore, such MBS security key update does not consider devices that operate in Idle mode, which implies that such devices need to update their MBS security keys in unicast manner after turning into Active mode.
Most MBS services consider multimedia services, which are less security sensitive compared to M2M environments where security sensitive control messages are transmitted in multi-cast manner, assuming that the M2M devices are managed in groups.
Thus, security suites for such group controlled M2M environment need to be suitably amended. A possible approach is to adopt the security key derivation method from 802.16m, which allows devices to derive TEK’s from a master key with an input of their count values. This approach is 1) overhead efficient, 2) maintains equivalent security level of conventional security methods, 3) low complexity, due to a simpler key hierarchy and 4) has minimal impact on the conventional security suite of 802.16e.

In this contribution, we propose the following sections and related text regarding:

· Key hierarchy for M2M
· Key derivation function of the new M2M Multi-cast GTEK (M2MGTEK)

· Update procedure of the M2MGTEK

· Including case of subscription cancellation

· Related PKM attributes and parameters
2 Proposed Text Change
Adopt the following Remedies in IEEE 802.16p-10/0018r2.
[Remedy 1: Add a new subclause on page 5, line 1 as follows:]
*This subclause is copied from the document P80216-2009, which the modification is based on
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

7.2.2.2.10 Key hierarchy
…
Figure 163 outlines the M2M multi-cast authentication key hierarchy starting from the MAK.
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----------------------------------------------------- End of Proposed Text -----------------------------------------------------

[Remedy 2: Add a new subclause on page 5, line 1 as follows:]
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

7. Security sublayer
…
7.2.2.2.13 M2M Group Traffic Encryption Key (M2MGTEK)

The M2MGTEK is used to encrypt data packets of the multicast service, which is shared among all SSs that belong to the multicast group.
The M2MGTEK is generated based on the MAK, M2M service Group Security Seed (MGSS), MGID and the M2MGTEK_COUNT. The generation and transport of the MAK is outside the scope of the IEEE 802.16 standard. It is provided through means defined at higher layers.
The M2MGTEK is derived as the following:
M2MGTEK <= Dot16KDF(MAK, MGSS | M2MGTEK_COUNT | MGID | “M2MGTEK”, 128)
· Here, the MAK (is generated by network side, which is outside the scope of IEEE802.16 standard
· Here, MGSS is a BS generated random seed value 
· Here, the M2MGTEK_COUNT indicates the index of the currently used M2MGTEK, which the devices should apply to derive the M2MGTEK. The update of the M2MGTEK depends on the M2MGTEK_COUNT
· Here, MGID is the M2M Group ID
The M2MGTEK is updated when the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF or a device of the M2M group cancels its subscription. In case the 3MSB of ROC concatenated with the frame number reaches 0x7FFFFFF, the current M2MGTEK_COUNT is incremented by one by which the devices perform local derivation to derive the new M2MGTEK.
If a device cancels subscription from a group, the BS shall transmit a newly generated MGSS to each device in the group via the unsolicited PKM-RSP message and initialize the M2MGTEK_COUNT. The MGSS value shall be encrypted within the PKM-RSP message. The BS shall exclude the unsubscribed device from such security context update. For devices in connected mode, the BS shall send the new security context via the unsolicited PKM-RSP message. For devices in idle mode, the BS shall page the entire group (i.e., MGID) via the MOB_PAG-ADV message with ‘Action Code’ set to 0b10. For each device that successfully performed network re-entry, the ABS shall send an unsolicited PKM-RSP message including the new MGSS.
If a device is not able to decrypt an encrypted multi-cast data, the device shall initiate a key update request by transmitting the PKM-REQ message to the BS. Here, the MS shall include its MGID. After authenticating the MS, the BS shall respond with the current MGSS and the M2MGTEK_COUNT that are in use via the PKM-RSP message.

Every device that receive a PKM-RSP message with the new MGSS for updating the M2MGTEK shall respond with a PKM-REQ message for successful update acknowledgement.
7.2.2.2.13.1 Encrypted M2M multicast MPDU format

Unique initial counter and M2MGTEK pair is required across all messages. This subclause describes the initialization of the 128-bit initial counter, constructed from the frame number and a new 8-bit Rollover counter (ROC).

ROC shall be reset to zero upon obtaining a new M2MGTEK. The first 3 most significant bits of the ROC is the rollover counter for the frame number, i.e., when the frame number reaches 0x000000 (from 0xFFFFFF) it is incremented by 1 mod 8. The 5 least significant bits of ROC shall be allocated to M2M multicast MAC PDUs in such manner that no two M2M multicast MAC PDUs in the same frame using the same M2MGTEK have the same ROC value.

Using this method, up to 32 PDUs per frame using the same M2MGTEK can be supported. A new encryption key (M2MGTEK) is required every 23 (224 = 227 frames.

The PDU payload for AES-CTR encryption shall be prepended with the 8-bit ROC, i.e., the ROC is the 8 MSBs of the 32-bit nonce. The ROC shall not be encrypted.

Any tuple value of {AES Counter, KEY} shall not be used more than once for the purposes of encrypting a block. The MS and the BS shall ensure that a M2MGTEK_COUNT is incremented by one, and a new M2MGTEK is derived and ready for use before the 3 MSB of ROC concatenated with the frame number reaches 0x7FFFFFF.
A 32-bit nonce is constructed as Table xxx. 

Table xxx – Construction of 32-bit nonce

	Byte number
	0
	1                   3

	Field
	ROC
	Frame number

	Contents
	ROC
	24 bits of frame number 


A 32-bit nonce NONCE = n0 | n1 | n2 | n3 is made of ROC and 24 bits frame number (see Table xxx). NONCE shall be repeated four times to construct the 128-bit counter block required by the AES-128 cipher. (initial counter = NONCE|NONCE|NONCE|NONCE). When incremented, this 16-byte counter shall be treated as a big endian number.
This mechanism can reduce per-PDU overhead of transmitting the full counter. At the most 232 PDUs can be encrypted with a single M2MGTEK.

The plaintext PDU shall be encrypted using the active MGTEK derived from MAK, MGSS and M2MGTEK_COUNT, according to CTR mode specification. A different 128-bit counter value is used to encrypt each 128-bit block within a PDU.

The processing yields a payload that is 8 bits longer than the plaintext payload. See Figure M.
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Figure N1 – M2M multicast MAC PDU ciphertext payload format

----------------------------------------------------- End of Proposed Text -----------------------------------------------------

[Remedy 3: add subclause 6.3.2.3.9 on page 2, line 27 as follows:]
*This subclause is copied from the document P80216-2009, which the modification is based on
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

6.3.2.3 MAC management messages
…
6.3.2.3.9 Privacy key management (PKM) messages (PKM-REQ/PKM-RSP)
PKM employs two MAC message types: PKM-REQ (PKM request) and PKM-RSP (PKM response), as

described in Table 47.
Table 50—PKM message codes
	Code
	PKM message type
	MAC management

message name

	…
	…
	…

	33
	MIH Comeback Response
	PKM-RSP

	34
	M2M Key Request
	PKM-REQ

	35
	M2M Key Reply
	PKM-RSP

	3436-255
	Reserved
	


…
6.3.2.3.9.29 M2M Key Request Message
The MS sends this message to the BS to request the currently used multi-cast security parameters in case MS was not able to decrypt a secured multi-cast data.

Code: 34

Attributes are shown in Table N.

Table N— M2M Key Request Attributes

	Attribute
	Contents

	MGID
	The identifier of the M2M group of which the MS is a member of

	HMAC/CMAC Digest
	Message digest calculated using AK


The HMAC/CMAC Digest attribute shall be the final attribute in the message’s attribute list. Inclusion of the HMAC/CMAC Digest attribute allows the MS and BS to authenticate the PKMv2 Key- Request message. The HMAC/CMAC Digest attribute’s authentication key is derived from the AK.
6.3.2.3.9.30 M2M Key Reply Message
The BS sends this message to the MS to provide security information to derive the currently used multi-cast security key, M2MGTEK.

Code: 35

Attributes are shown in Table N1.

Table N1— M2M Key Reply Attributes

	Attribute
	Contents

	MGID
	The identifier of the M2M group of which the MS is a member of

	MGSS
	Randomly generated seed value for generating M2MGTEK

	M2MGTEK_COUNT
	The current M2MGTEK_COUNT value which the MS uses to derive the M2MGTEK

	HMAC/CMAC Digest
	Message digest calculated using AK


The HMAC/CMAC Digest attribute shall be the final attribute in the message’s attribute list. Inclusion of the HMAC/CMAC Digest attribute allows the MS and BS to authenticate the PKMv2 Key- Request message. The HMAC/CMAC Digest attribute’s authentication key is derived from the AK.
----------------------------------------------------- End of Proposed Text -----------------------------------------------------
[Remedy 4: add subclause 6.3.2.3.51 on page 2, line 27 as follows:]
*This subclause is copied from the document P80216-2009, which the modification is based on
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

6.3.2.3.51 MOB_PAG-ADV (BS broadcast paging) message
The MOB_PAG-ADV message shall be sent on the Broadcast CID or Idle Mode Multicast CID during the BS paging interval. The format of the message is shown in Table 154.

Table 154—MOB_PAG-ADV message format
	Syntax
	Size (bit)
	Notes

	…
	
	

	Action Code
	2
	Paging action instruction to MS 
0b00 = No action required 
0b01 = Perform ranging to establish location and acknowledge message 
0b10 = Enter network 
0b11 = Reserved Receiving Multi cast traffic

	If (Action Code == 0b11) {
	
	

	Multi-cast Group ID (MGID)
	15
	The multi-cast group ID, which the multi-cast traffic is scheduled for

	Multicast transmission start time (MTST)
	TBD
	Least significant TBD bits of the frame number in which the ABS starts sending DL multicast data. Shall be present when the MTST needs to be included in this message.

	}
	
	

	…
	
	


----------------------------------------------------- End of Proposed Text -----------------------------------------------------

[Remedy 5: add subclause 6.3.2.3.9 on page 7, line 39 as follows:]
*This subclause is copied from the document P80216-2009, which the modification is based on
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

11.9 PKM-REQ/RSP management message encodings
A summary of the TLV encoding format is shown below. The fields are transmitted from left to right.
…
Table 592—PKM attribute types

	Type
	PKM attribute

	…
	…

	47
	GKEK-Parameters

	48
	MIH Cycle

	49
	MIH Delivery Method and Status Code

	50
	M2M Multi-cast SA Descriptor

	51
	M2MGTEK -Parameters

	5052-255
	Reserved


11.9.40 M2M Multi-cast SA Descriptor

The SA-Descriptor attribute is a compound attribute whose subattributes describe the properties of a security association (SA). These properties include the SAID, the SA type, the SA service type, and the cryptographic suite employed within the SA.
	Type
	Length
	Value (compound)

	50
	Variable
	The Compound field contains the subattributes shown in Table N2


Table N2—SA-Descriptor subattributes
	Attribute
	Contents

	SAID
	Security association identifier.

	SA-Type
	Type of security association.

	SA Service Type
	Service type of the corresponding security association type. This shall be defined only when SA type is Static SA or Dynamic SA.

	Cryptographic-Suite
	Cryptographic suite employed within the SA.


11.9.41 M2MGTEK -Parameters
This attribute is a compound attribute, consisting of a collection of subattributes. These subattributes represent all the security parameters relevant to a particular generation of a M2MGTEK for encrypting multicast or broadcast data. A summary of the M2MGTEK-Parameters attribute format is shown below.
	Type
	Length
	Value (compound)

	51
	Variable
	The Compound field contains the subattributes shown in Table N3


Table N3—M2MGTEK Parameters subattributes
	Attribute
	Contents

	MGSS
	Randomly generated seed value for generating M2MGTEK

	M2MGTEK_COUNT
	The current M2MGTEK_COUNT value which the MS uses to derive the M2MGTEK

	ROC
	8-bit Rollover counter (ROC)


----------------------------------------------------- End of Proposed Text -----------------------------------------------------
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Figure N – M2MGTEK derivation from MAK
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