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Authenticated Validity for M2M devices
Eldad Zeira
InterDigital

This contribution is identical to C802.16p-11/0251. It has been uploaded in order that S802.16p-11/0251r1 can be uploaded.
1. Introduction
This contribution proposes text to fulfill some of the security requirements for M2M networks in 802.16p. Specifically, the SRD requires that (6.4):

The 802.16p system shall support integrity and authentication of M2M devices, as well as integrity and privacy of M2M application traffic which requires a secure connection.
6.4.1
The 802.16p system shall support a device validity check between the device and the network.
6.4.2
The 802.16p system shall enable a flexible security suite that can be adjusted per the security requirements of the M2M application
2. Text Proposals
<<<<<Remedy 1: Text proposal for IEEE 802.16p-11/0022 >>>>>>>>>>>

Add in 6.2.15 as follows:

f) Perform registration and setup default service flows.
An M2M Device that is capable of self validity check and has failed that test shall not attempt to enter the network.
In network entry, if the AMS cannot attach to the preferred cell, the AMS may choose to perform a network entry without any preference of the BS type, even though the AMS has preference of the BS type in general.
Add at the bottom of 6.2.15:
· Device validity testing capability information.

<<<<<<<<<<<<<

Modify 6.2.15.6 as follows:

In the AAI-REG-REQ, the AMS informs the ABS of its capability parameters to be negotiated except those capabilities already negotiated with the ABS through AAI-SBC-REQ/RSP messages. In AAI-REG-RSP, the ABS responds with the accepted capability parameters and with validity acceptance confirmation if validity has been accepted by the network. If the AMS omits some capability parameters in the AAI-REG-REQ, the ABS considers the AMS follows the default values for those parameters and, if acceptable, the ABS may omit those parameters applying default value in its AAI-REG-RSP. If validity has not been accepted, the M2M Device shall exit the network without any further signaling.
Add the following entries to AAI-REG-REQ (table ?)
	Field
	Size (bits)
	Value (description)
	Condition

	Validity information
	TBD
	Implementation specific information indicating device validity testing capabilities and results of such test 
	-


Add the following entry to AAI-REG-RSP (table ?)
	Field
	Size (bits)
	Value (description)
	Condition

	Validity acceptance confirmation
	1
	(=1) Indicates that device validity has been accepted by the network
	-


<<<<<Remedy 2: Text proposal for IEEE 802.16p-11/0021 >>>>>>>>>>>

Add in 6.3.9:

Implementation of phase b), h), i), j) are optional. The MR-BS may instruct the RS to omit phases e), f), g), h), i), j), o) by the RS network entry optimization TLV in the RNG-RSP message.
An M2M Device that is capable of self validity check and has failed that test shall not attempt to enter the network.

Add at the bottom of 6.3.9:
· Device validity testing capability information (implementation dependent) 
Modify 6.3.9.9:

Registration is the process by which the SS is allowed entry into the network and a managed SS receives its Secondary Management CID and thus becomes manageable. To register with a BS, the SS shall send a REG-REQ message to the BS. The M2M Device includes its device validity information. The BS shall respond with a REG-RSP message including validity acceptance confirmation if validity has been accepted by the network. For an SS that has indicated being a managed SS in the REG-REQ message, the REG-RSP message shall include the Secondary Management CID. 
If validity hasn’t been accepted the M2M Device shall exit the network without any further signaling. Figure 79 shows the procedure that shall be followed by the SS.
Insert in 6.3.2.3.7:

An M2M Device attempting initial network entry shall also include in the RNG-REQ message the device validity information.
Insert in 11.7.8:

11.7.8.12 Validity information

Validity information is implementation specific information indicating device validity testing capabilities and optionally results of such test.

	Type
	Length
	Value
	Scope

	TBD
	TBD
	Implementation specific
	RNG-REQ


Insert in 6.3.2.3.8:

When responding to M2M Device initial network entry the BS shall include in the RNG-RSP message a validity acceptance field.
Insert in 11.7.8:

11.7.8.13 Validity acceptance confirmation

Validity acceptance confirmation signifies the acceptance by the network of the validity information provided in RNG-REQ.
	Type
	Length
	Value
	Scope

	TBD
	1 bit
	(=1) Indicates that device validity has been accepted by the network
	REG-RSP


































































  


