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Authenticated Validity for M2M devices (reply contribution on comment #53)
1. Introduction
This contribution proposes texts to handle M2M device’s validity check as a reply on comment #53 at 802.16p-11/0023.cmt
2. Proposed text change
Adopt the following remedy in IEEE 802.16p-11/0021.
[Remedy 1: Add the following texts on line 2 of page 13:]
Modify 7.2.2.2 as indicated
7.2.2.2 Key derivation
The PKMv2 key hierarchy defines what keys are present in the system and how the keys are generated. 

Since there are two authentication schemes, one based on RSA and one based on EAP, there are two primary sources of keying material. 
The keys used to protect management message integrity and transport the TEKs are derived from source key material generated by the authentication and authorization processes. The RSA-based authorization process yields the pre-Primary AK (pre-PAK) and the EAP based authentication process yields the MSK. Keys used to protect MBS traffic are derived from the MBSAK, which is supplied by means outside the scope of this specification. These keys form the roots of the key hierarchy.
Only the EAP based authentication process is applied to M2M devices unless the M2M devices and BS decide “No authorization”.
[Remedy 2: Add new subclause 7.10 on line 37 of page 15:]

Add new subclause 7.10 as indicated
7.10 M2M device validity check

An M2M device that has device validity checking implemented and has failed its validity test shall refrain from accessing the network. During the PKM exchange an EAP based authentication procedure (IETF RFC 3748) may be used to carry a device validity certificate to the network.

































































  


