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Support of encrypted M2M short data in 802.16.1b
Hyunjeong Kang, Youngkyo Baek, Rakesh Taori
Samsung Electronics

1. Introduction
This contribution proposes texts to clarify M2M short data burst support in P802.16.1b and to support encryption method for the M2M short data burst.
We propose to apply AES-CTR as a payload encryption method for M2M short data burst that carried in an AAI-RNG-REQ message. The AES-CTR is an encryption method to provide confidentiality protection for the payload without integrity protection. 
Because AAI-RNG-REQ message is already protected by CMAC digest in a sense of integrity protection, additional integrity protection is not needed so that the suggested AES-CTR method on the M2M short data burst provides as the same security level as other AES-CCM-encrypted data. 
The suggested method reuses the AES-CTR method, which is defined already in P802.16.1. But, some required input parameters (e.g. EKS, PN), which is used to construct NONCE N, can be taken as pre-set value or some value included in AAI-RNG-REQ message. Because the TEK for M2M short data burst is applied temporarily and then the TEK is discarded, EKS value is not much meaningful so that it can be fixed as 00 and PN value can be set as the same value of CMAC_PN_U in CMAC Digest with AAI-RNG-REQ message. 
The values for the EKS and the PN for ciphered M2M short data burst are pre-defined or delivered in other place, so that these parameters do not have to be prepended to the M2M short data burst and so the ciphered M2M short data burst has the same size as its plaintext.
The ciphered M2M short data burst in an AAI-RNG-REQ message is shown as below. 
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Figure 1 – AAI-RNG-REQ message with ciphered M2M short data burst
2. Proposed text change
Adopt the following remedies in IEEE 802.16p-11/0033.
: Added texts marked in blue font with underline and removed texts marked in red font with strikeout
----------------------------------------------------- Start of Proposed Text -----------------------------------------------------

[Remedy 1: Modify subclause 6.2.25 as indicated (page 40, line 54):]
6.2.25 Short message service

Add new subclause 6.2.25.1 as indicated
6.2.25.1 M2M short data burst transmission
In connected state, AAI-L2-XFER is used to send/receive M2M short data burst. In idle state, M2M short data burst may be included in AAI-RNG-REQ/RSP message. L2-Xfer payload field in AAI-L2-XFER message and SMS field in AAI-RNG-REQ/RSP message are used to contain the M2M short data burst.
In idle state, this M2M short data burst may be included only when the action code of AAI-PAG-ADV indicates location update or when the AAI-RNG-REQ with Ranging Purpose Indication value has 0b0011.

When UL M2M short data burst is included in an AAI-RNG-REQ message with a Ranging Purpose Indication that has a value 0b0011, an AAI-RNG-RSP is transmitted as a confirmation of the M2M short data burst. 
The encryption of the UL M2M short data burst in the AAI-RNG-REQ message follows the method in 6.2.5.2.3.1.3. When the UL M2M short data burst in the AAI-RNG-REQ message is encrypted, the M2M short data burst encryption indicator in the AAI-RNG-REQ message shall be set to 0b1.
When an AAI-RNG-RSP message includes DL M2M short data burst, an AAI-MSG-ACK message is sent as a confirmation of the DL M2M short data burst. The ABS grants a CDMA Allocation A-MAP IE for the AAI-MSG-ACK in an unsolicited manner by an ACK timer, where MCRC is masked with the same RA-ID as in CDMA Allocation A-MAP IE for the AAI-RNG-REQ message. When the M2M device receives the AAI-RNG-RSP with the DL M2M short data burst, the M2M device starts the ACK timer and waits for the CDMA Allocation A-MAP IE to send the AAI-MSG-ACK message.
[Remedy 2: Add the following text in 6.2.5 (page 29, line 63):]

6.2.5 AAI Security

Modify subclause 6.2.5.2.3.1 as indicated
6.2.5.2.3.1 Payload encryption methods
AES-CCM [refer to NIST Special Publication 800-38C and FIPS 197 Advanced Encryption Standard (AES)] shall be used as encryption method when PDUs on the unicast control connection are encrypted.

Unicast transport connections may be encrypted with AES-CTR (refer to NIST Special Publication 800-38A) or AES-CCM. 
M2M short data burst in AAI-RNG-REQ may be encrypted with the method defined in 6.2.5.2.3.1.3.
Add new subclause 6.2.5.2.3.1.3 as indicated

6.2.5.2.3.1.3 M2M short data burst encryption method
The plaintext M2M short data burst shall be encrypted using an AES-CTR method.
The TEK for M2M short data burst is derived as follows:
TEK = Dot16KDF (CMAC-TEK prekey, SAID | COUNTER_TEK | “TEK”, 128), 
Where:

· CMAC-TEK prekey is derived from AK that is derived from PMK.

· SAID and COUNTER_TEK are predefined value for the M2M short data burst, for example, SAID is set to 0x02 and COUNTER_TEK is set to 0.
The Nonce N construction applied to AES-CTR block is shown in Table 110a. 

The first 2 byte shall be filled with the length of M2M short data burst. If the STID and the FID have not been assigned, then the corresponding fields shall be set to all zeros. The EKS shall set to 0b00, and the PN shall be the same value as CMAC_PN_U to be sent with the AAI-RNG-REQ message.
Table 110a – Nonce N construction
	Byte number
	0    1
	2     3
	4          9
	10    12

	Field
	M2M short data burst length
	STID and Flow ID
	Reserved
	EKS and Packet Number

	Contents
	M2M short data burst length
	STID | FID
	0x000000000000
	00 | CMAC_PN_U


The i-th counter block Ctri is shown in Figure 22a.
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Figure 22a – Construction of counter block Ctri
The AAI-RNG-REQ message with a ciphered M2M short data burst is shown in Figure 22b.
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Figure 22b – AAI-RNG-REQ message with ciphered M2M short data burst
Unlike MAC PDU encryption, the ciphered M2M short data burst is carried in the AAI-RNG-REQ message. Because the ciphered M2M short data burst is not prepended with a 2-bit EKS and a 22-bit PN (Packet Number) and is not appended with an ICV, the ciphered M2M short data burst has the same size as its plaintext. The M2M short data burst is protected by the AES-CTR method, which does not include additional overhead, as well as by CMAC validation of the AAI-RNG-REQ message.
[Remedy 3: Modify Table 684 in 6.2.3.1 as indicated (page 8, line 35):]
Table 684 – AAI-RNG-REQ message field description
	Bandwidth Request Indicator
	1
	1: indicates BW grant is required for transmission of BR header after completion of network reentry
	Optional

	} else if (Ranging Purpose Indication == 0b0011 | 0b0110 | 0b0111 | 0b1011) {
	
	// Idle mode location update (and with other additional purposes)
	

	…
	…
	…
	…

	 M2M short data burst encryption indicator
	1
	Indicate that the included M2M short data burst is encrypted.

0b0: not encrypted

0b1: encrypted 
	Present if M2M device includes M2M short data burst in this message

	}//end of Ranging Purpose Indication else if (Ranging Purpose Indication == 0b1110) {
	
	//Abnormal or involuntary power down
	


----------------------------------------------------- End of Proposed Text -----------------------------------------------------
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