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Introduction

There are commentaries about security-related parameters in REG-REQ/RSP messages.  The those commentaries’ CR numbers in 

the IEEE maintenance TG are #115, #331, #332, #333, and #334. 

The solutions provided by those commentaries are conflict with each other; the solution of #115 is different from the solution of 

#331, #332, #333, and #334. 

Hence, it is necessary to clarify this problem.
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Proposed changes 

[Change section 6.3.2.3.23: as follows]

6.3.2.3.23 SS basic capability request (SBC-REQ) message

<< Change following parts >>

<< from >>

PKM flow control (see 11.7.8.6)

Authorization policy support (see 11.8.4.2)

Maximum number of supported security association (see 11.7.8.8)

<< to >>

Security Negotiation Parameters   (see 11.8.4)  

[Change section 6.3.2.3.24: as follows]

6.3.2.3.24 SS basic capability response (SBC-RSP) message

<< Change following parts >>

<< from >>

PKM flow control (see 11.8.4)

Authorization policy support (see 11.8.5)

Maximum number of supported security association (see 11.8.6)

<< to >>

Security Negotiation Parameters   (see 11.8.4)  
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[Change section 11.7.8: as follows]

11.7.8 SS Capabilities encodings

Delete 11.7.8.3 MAC CRC support.

Change 11.7.8.6 to 11.8.4 and change its scope to SBC-REQ SBC-RSP.

Change  11.7.8.7  to  11.8.5,  change  its  scope  to  SBC-REQ  SBC-RSP and  change  the  first  paragraph  as  

indicated:

This field indicates authorization policy that both SS and BS need to negotiate and synchronize. A bit value of  

0 indicates “not supported” while 1 indicates “supported.” If this field is omitted, then both SS and BS

shall use the IEEE 802.16 security, constituting X.509 digital certificates and the RSA public key encryption  

algorithm, as authorization policy. If this field is present and equal to 0, PKM shall be considered disabled.

Change 11.7.8.8 to 11.8.6 and change its scope to SBC-REQ SBC-RSP

Delete 11.7.8.6

Delete 11.7.8.7

Delete 11.7.8.8

[Change section 11.8.4: as follows]

11.8.4 Security Negotiation Parameters

Sub-attribute Contents
PKM Version Support Version of privacy sublayer supported
Authorization Policy Support Authorization policy to support
Message Authentication Code Mode Message authentication code to support
PN Window Size Size capability  of  the receiver  PN window per 

SAID
PKM Flow Control Maximum  number  of  concurrent  PKM 

transactions
Maximum  Number  of  Supported   Security 
Associations

Maximum number of supported SA

[Insert new subclauses in subcaluse 11.8.4 as follows:]
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11.8.4.5 PKM Flow Control

This field specifies the maximum number of concurrent PKM transactions that may be outstanding.

Type Length Value
25.5 1 0 indicates no limit (default)

1–255 indicate maximum concurrent transactions

11.8.4.6 Maximum number of supported security associations

This field specifies the maximum number of supported security association of the SS.

Type Length Value
25.6 1 Maximum number of security association

supported by the SS (default = 1)

[Change section 12.1.1.1.4.7: as follows]

12.1.1.4.7 REG-REQ

<< Delete text shown in strikethrough >>

— PKM Flow Control (default = no limit)
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