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Deletion of Double EAP Mode
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Intel Corporation
Explanation

Double EAP within 802.16 provides a mechanism to protect user identity and enable both device authentication and user authentication to happen in the same authentication session. However this method is incompletely specified within 802.16 and is incompatible with the more generic approaches defined by the IETF. There is no SDL or state machine defined for double EAP. Within the IETF, EAP method specifications EAP-IKEv2 and EAP-AKA provide user identity protection and EAP-TTLS (that can be used with any EAP inner method including AKA and IVEv2) provides a wrapper protocol that enables both device authentication with user authentication and user identity protection. EAP after EAP provides for similar functionality to double EAP in an IETF standard way that is compatible with the single EAP signaling that 802.16 supports.

It is inappropriate to bypass the IETF defined authentication mechanisms within 802.16 when using EAP. It is proposed to remove double EAP and instead rely on the existing well defined IETF EAP methods to support the needs of user identity protection and device+user authentication. These IETF security mechanisms have endured much greater scrutiny by security experts than 802.16 specific mechanisms have endured.

Proposed Text Changes

The text below provides the changes required to remove double EAP from the draft revised 802.16 standard, along with a number of editorial and technical corrections to the associated text.

[Modify 6.3.2.3.9]

PKM Identifier

The Identifier field is one byte. An SS uses the ID to match a BS response to the SS requests. In the case of the 3-way SA-TEK procedure, however, a BS uses it to match an SS response to the BS challenges.

The SS shall increment (modulo 256) the Identifier field whenever it issues a new PKM message. In PKMv1, a “new” message is an Authorization Request or Key Request that is not a retransmission being sent in response to a Timeout event. In PKMv2, a PKMv2 RSA-Request, PKMv2 SA-TEK-Challenge, or PKMv2 Key-Request message is a “new” message. For retransmissions, the Identifier field shall remain unchanged.

The Identifier field in PKMv2 EAP-Transfer messages, PKMv2 Authenticated EAP messages, and Authentication Information messages, which are redundantinformative and do not affecteffect any response messaging, shall be set to zero. The Identifier field in a BS’s PKM-RSP message shall match the Identifier field of the PKM-REQ message the BS is responding to. The Identifier field in TEK Invalid messages and PKMv2 TEK Invalid messages, which are not sent in response to PKM-REQs, shall be set to zero. The Identifier field in unsolicited Authorization Invalid messages shall be set to zero. The Identifier field in PKMv2 Group-Key-Update-Command messages, which are used to distribute the updated group traffic encryption key (GTEK) and traffic keying material, shall be set to zero.

On reception of a PKM-RSP message, the SS associates the message with a particular state machine (the Authorization state machine in the case of Authorization Replies, Authorization Rejects, and Authorization Invalids for the PKMv1, PKMv2 RSA Reply, PKMv2 RSA Reject, PKMv2 EAP Transfer, PKMv2 SA-TEK-Challenge, PKMv2 SA-TEK-Response for the PKMv2; a particular TEK state machine in the case of Key Replies, Key Rejects, and TEK Invalids the PKMv1, PKMv2-Key-Reply, PKMv2-Key-Reject, PKMv2 TEK-Invalids, and PKMv2 Group-Key-Update-Command messages for the PKMv2).

In PKMv1, only an SS shall keep track of its latest ID. the ID of its latest.
An SS shall keep track of the ID of its latest, pending Authorization Request. The SS shall discard Authorization Reply and Authorization Reject messages with Identifier fields not matching that of the pending Authorization Request.

An SS shall keep track of the IDs of its latest, pending Key Request for each SA. The SS shall discard Key Reply and Key Reject messages with Identifier fields not matching those of the pending Key Request messages.

In PKMv2, both an SS and a BS shall keep track of their latest ID. the ID of its latest.
An SS shall keep track of the ID of its latest, pending PKMv2 RSA-Request. The SS shall discard PKMv2 RSA-Reply and PKMv2 RSA-Reject messages with Identifier fields not matching that of the pending PKMv2 RSA-Request. Moreover, a BS shall keep it, pending PKMv2 RSAReply. The BS shall discard PKMv2 RSA-Acknowledgement messages with Identifier fields not matching that of the pending PKMv2 RSA-Reply.

A BS shall keep track of the ID of its latest, pending PKMv2 SA-TEK-Challenge. The BS shall discard PKMv2 SA-TEK-Request messages with Identifier fields not matching that of the pending PKMv2 SA-TEK-Challenge. In addition, an SS shall keep its, pending PKMv2 SA-TEK-Request Identifier. The SS shall discard PKMv2 SA-TEK-Reply messages with Identifier fields not matching that of the pending PKMv2 SA-TEK-Request.

An SS shall keep track of the ID of its latest, pending PKMv2 Key-Request. The SS shall discard PKMv2 Key-Reply and PKMv2 Key-Reject messages with Identifier fields not matching that of the pending PKMv2 Key-Request.

[Modify Rows of codes 19 and 30 in Table 50]

Table 50 – PKM message codes

	Code
	PKM Message Type
	MAC Management message Frame

	0-2
	Reserved
	--

	3
	SA ADD
	PKM-RSP

	4
	Auth Request
	PKM-REQ

	5
	Auth Reply
	PKM-RSP

	6
	Auth Reject
	PKM-RSP

	7
	Key Request
	PKM-REQ

	8
	Key Reply
	PKM-RSP

	9
	Key Reject
	PKM-RSP

	10
	Auth Invalid
	PKM-RSP

	11
	TEK Invalid
	PKM-RSP

	12
	Auth Info
	PKM-REQ

	13
	PKMv2 RSA-Request
	PKM-REQ

	14
	PKMv2 RSA-Reply
	PKM-RSP

	15
	PKMv2 RSA-Reject
	PKM-RSP

	16
	PKMv2 RSA-Acknowledgement
	PKM-REQ

	17
	PKMv2 EAP-Start
	PKM-REQ

	18
	PKMv2 EAP-Transfer
	PKM-REQ/PKM-RSP

	19
	PKMv2 Authenticated EAP-TransferReserved
	PKM-REQ/PKM-RSP

	20
	PKMv2 SA-TEK-Challenge
	PKM-RSP

	21
	PKMv2 SA-TEK-Request
	PKM-REQ

	22
	PKMv2 SA-TEK-Response
	PKM-RSP

	23
	PKMv2 Key-Request
	PKM-REQ

	24
	PKMv2 Key-Replay
	PKM-RSP

	25
	PKMv2 Key-Reject
	PKM-RSP

	26
	PKMv2 SA-Addition
	PKM-RSP

	27
	PKMv2TEK-Invalid
	PKM-RSP

	28
	PKMv2 Group-Key_Update-Command
	PKM-RSP

	29
	PKMv2 EAP Complete
	PKM-RSP

	30
	PKMv2 Authenticate EAP StartReserved
	PKM-REQ

	31
	MIH Initial Request
	PKM-REQ

	32
	MIH Ackowledge
	PKM-RSP

	33
	MIH Comeback Response
	PKM-RSP

	34-255
	Reserved
	--


[Modify 6.3.2.3.9.15]

6.3.2.3.9.15 PKMv2 EAP-Start message

EAP Start may be used to initiate an EAP session.

In the case of EAP reauthentication, the HMAC/CMAC Digest and Key Sequence Number attributes shall be included. At initial EAP authentication, these attributes are omitted.

The use of EAP Start to initiate an EAP session during initial network entry is optional. The BS must not rely on its arrival in order to initiate an EAP session.

Code: 17

Attributes are shown in Table 66.

Table 66—PKMv2 EAP-Start message attributes

	Attribute
	Contents

	Key Sequence Number
	AK Sequence Number

	HMAC/CMAC Digest
	Message digest calculated using AK


[Strike 6.3.2.3.9.17]
6.3.2.3.9.17 PKMv2 Authenticated EAP-Transfer message

This message is used for Authenticated EAP-based authorization (if this was specified by Authorization Policy Support negotiated in the SBC-REQ/RSP exchange). Specifically, when an MS or BS has an EAP payload received from an EAP method for transmission after an authentication established EIK, it encapsulates the EAP payload in a PKMv2 Authenticated EAP Transfer message.


Code: 19

Attributes are shown in Table 68.

Table 68—PKMv2 Authenticated EAP-Transfer message attributes

	Attribute
	Contents

	Key Sequence Number
	AK Sequence Number

	EAP Payload
	Contains the EAP authentication data, not interpreted in the MAC

	HMAC/CMAC Digest
	Message digest calculated using AK


The EAP Payload field carries EAP data in the format described in RFC 3748.

The HMAC/CMAC Digest attribute shall be the final attribute in the message’s attribute list. Inclusion of the HMAC/CMAC Digest attribute allows the MS and BS to cryptographically bind previous authorization and following EAP authentication by authenticating the EAP payload. The key for the HMAC/ CMAC Digest attribute is derived from the EIK.

PAK Sequence Number attribute carries PAK sequence number only if MS and BS negotiate “Authenticated EAP after RSA” mode.

[Strike 6.3.2.3.9.27]

6.3.2.3.9.27 PKMv2 EAP Complete message

In double EAP mode (EAP after EAP), BS sends the PKMv2 EAP Complete message to MS with EAP-Success to inform MS of completing the first EAP conversation.

This message is used only if MS and BS negotiate EAP in EAP mode.

The Key Sequence Number and HMAC/CMAC Digest attributes of this message appear only in reauthentication. Code: 29 Attributes are shown in Table 78.

Table 78—PKMv2 EAP Complete message attributes

	Attribute
	Contents

	EAP Payload
	Contains the EAP authentication data, not interpreted in the MAC

	Key Sequence Number
	AK sequence number appear only if AK is available from previous double EAP

	HMAC/CMAC Digest Message digest
	calculated using AK only if AK is available from previous double EAP message digest or calculated using EIK when initial authentication




[Strike 6.3.2.3.9.28]
6.3.2.3.9.28 PKMv2 Authenticated EAP Start message

In double EAP mode (EAP after EAP), MS sends the PKMv2 EAP Authenticated EAP Start message to BS in order to initiate second round EAP. This message is signed by EIK, which is generated by 1st EAP.

This message is used only for initial authentication of double EAP.

 Code: 30

Attributes are shown in Table 79.

Table 79—PKMv2 Authenticated EAP Start message attribute

	Attribute
	Contents

	MS_Random
	Random number generated by MS

	HMAC/CMAC Digest
	Message digest calculated using EIK


[Modify the parameter list in 6.3.2.3.23]

The following parameters may be included:

Capabilities for construction and transmission of MAC PDUs (see 11.8.2)

Security Negotiation Parameters (see 11.8.4)

Service Information Query (see 11.8.9 )

Visited NSP ID (see 11.8.11)

Auth Type for Single EAP (see 11.8.12)
MIH Capability Supported (see 11.8.10)

[Modify the rightmost cell of the HO_authorization_policy_support row in Table 173, section 6.3.2.3.52]

Bit #0: RSA authorization

Bit #1: EAP authorization

Bit #2: Authenticated-EAP authorization Reserved
Bit #3: HMAC supported

Bit #4: CMAC supported

Bit #5: 64-bit Short-HMAC

Bit #6: 80-bit Short-HMAC

Bit #7: 96-bit Short-HMAC

[Modify the rightmost cell of the HO_authorization_policy_support row in Table 175, section 6.3.2.3.54]

Bit #0: RSA authorization

Bit #1: EAP authorization

Bit #2: Authenticated-EAP authorization Reserved
Bit #3: HMAC supported

Bit #4: CMAC supported

Bit #5: 64-bit Short-HMAC

Bit #6: 80-bit Short-HMAC

Bit #7: 96-bit Short-HMAC

[Modify 7.2.2.2.2]

7.2.2.2.2 EAP authentication
If a RSA mutual authorization took place before the EAP exchange or if the first EAP took place during EAP-in-EAP mode, the EAP messages may be protected using EIK-EAP Integrity Key derived from pre- PAK (see 7.2.2.2.1). EIK is 160 bits long.

The product of the EAP exchange that is transferred to IEEE 802.16 layer is the Master Session Key (MSK), which is 512 bits in length. This key is derived [or may be equivalent to the 512-bits Master Session Key (MSK)]. This key is known to the AAA server, to the Authenticator (transferred from AAA server) and to the SS. The SS and the authenticator derive a PMK (Pairwise Master Key) and optional EIK by truncating the MSK to 320 bits.

The PMK derivation from the MSK is as follows:

The PMK and EIK derivation from the MSK during first EAP method is as follows:

EIK | PMK ⇐ truncate (MSK, 320)
The PMK2 derivation from the MSK2 during second EAP method is as follows:

PMK2 ⇐ truncate(MSK2, 160)

If more keying material is needed for future link ciphers, the key length of the PMK may be increased.

After successful EAP based authorization, if the SS or BS negotiates authorization policy as double EAP mode (also known as Authenticated EAP after EAP mode)*A*, the authenticated EAP messages shall carry second EAP message. It shall cryptographically bind previous EAP authentication and following EAP authentication session, while protecting second EAP messages. In order to prevent “man-in-the-middle attack”, the first and second EAP method should fulfill the “mandatory criteria” listed in section 2.2 of RFC 4017 such as EAP-PSK, EAP-AKA.

If SS and BS negotiate double EAP mode, SS and BS perform two rounds of EAP as follows:

· In order to initiate first round EAP of double EAP, SS may send PKMv2 EAP Start message with no attribute.

·  SS and BS shall perform first round EAP conversation with PKMv2 EAP Transfer message without HMAC/CMAC Digest.

· During first EAP conversation, if BS has to send EAP-Success, BS shall send EAP payload to SS with PKMv2 EAP Complete message signed by newly generated EIK BS shall resend the PKMv2 _EAP_Complete message by Second_EAP_Timeout. Total number of sending PKMv2_EAP_Complete message is EAP_Complete_Resend. After SS receives the PKMv2 EAP_Complete message which includes EAP-Success payload, SS can possess EIK and PMK. In this case, SS can validate the message. Otherwise, if SS receives EAP-Failure or cannot validate the message, SS fails in authentication. After BS transfers the PKMv2 EAP Complete message to SS, BS activates the Second_EAP_Timeout in order to wait PKMv2 Authenticated EAP Start message. When the timer expires, BS shall regard the authentication as failure. 

· After the successful first round EAP, SS shall send PKMv2 Authenticated-EAP-Start message signed by EIK to initiates second round EAP conversation. If BS validates the PKMv2 Authenticated-EAPStart message by EIK, BS shall initiate second EAP by sending PKMv2 Authenticated-EAP-Transfer message including EAP-Identity/Request to SS. If BS cannot validate the PKMv2 Authenticated- EAP Start message, BS shall regard the authentication as failure. 

· SS and BS shall perform second EAP conversation with PKMv2 Authenticated EAP message signed by EIK. 

· If second round EAP succeeds, both SS and authenticator generate AK from PMK and PMK2. SS and BS shall perform SA-TEK 3-way handshake.

After the successful initial authentication, SS and BS shall perform reauthentication within theby PMK/PMK2 lifetime. In performing reauthentication, SS and BS perform double EAP just like initial authentication. Otherwise, SS and BS can perform EAP once.

When SS and BS perform reauthentication with double EAP also, the following procedure shall be performed as follows:

· In order to initiate reauthentication, SS may send PKMv2 EAP Start message signed by H/CMAC_KEY_U derived from AK. 

· SS and BS shall use PKMv2 EAP-Transfer message to carry first round EAP conversation.

· BS shall carry EAP-Success or EAP-Failure message with PKMv2 EAP-Complete message signed by AK generated from the previous double EAP.

· After successful first round EAP, SS shall initiate second round EAP by sending PKMv2 Authenticated-EAP-Start message signed by H/CMAC_KEY_U generated from AK (previous authentication or reauthentication generated this key). 

· SS and BS shall perform second round EAP conversation with PKMv2 EAP-Authenticated Transfer message signed by AK which is generated by previous authentication or reauthentication. 

· SS and BS shall perform SA-TEK 3-way handshake.

When SS and BS perform reauthentication with double EAP, the SS and BS shall do so as follows: can perform EAP once as follows:

· In order to initiate reauthentication, SS shallmay send the PKMv2 EAP Start message signed by H/CMAC_KEY_U derived from the AK.

· SS and BS shall use PKMv2 EAP Transfer message to carry first round the EAP conversation.
· BS shall carry EAP-Success or EAP-Failure message with PKMv2 EAP Transfer instead of sending PKMv2 EAP Complete signed by AK. It means that BS does not want to run second round EAP.

[Modify 7.2.2.2.2]

7.2.2.2.9 Message authentication keys (HMAC/CMAC) and KEK derivation

Message authentication code keys are used to sign management messages in order to validate the authenticity of these messages. The message authentication code to be used is negotiated at SS Basic Capabilities negotiation.

There is a different key for UL and DL messages. Also, a different message authentication key is generated for a broadcast message (this is DL direction only) and for a unicast message.

In general, the message authentication keys used to generate the CMAC value and the HMAC-Digest are derived from the AK.

An alternative method of CMAC key generation, namely CMAC-0, may be used in the limited mobility environments as described in Annex I

The keys used for CMAC key and for KEK are as follows:

CMAC_PREKEY_U | CMAC_PREKEY_D | KEK ⇐ Dot16KDF(AK, SS MAC Address | BSID | “CMAC_KEYS+KEK”, 384)

CMAC_KEY_GD ⇐ Dot16KDF(GKEK, “GROUP CMAC KEY”,128) (Used for broadcast MAC message such as a PKMv2 Group-Key-Update-Command message)

CMAC_KEY_U ⇐ AESCMAC_PREKEY_U(CMAC_KEY_COUNT)

CMAC_KEY_D ⇐ AESCMAC_PREKEY_D(CMAC_KEY_COUNT)

Specifically, the preprocessed value of CMAC_PREKEY_* is treated as the Cipher Key of the Advanced Encryption Standard (AES) algorithm AES128 (FIPS197). The CMAC_KEY_COUNT is treated as the Input Block Plain Text of this algorithm. The AES128 algorithm is executed once. The Output Block Cipher Text of this algorithm is treated as the resulting CMAC_KEY_*. When CMAC_KEY_COUNT is used as an input of AES128 algorithm, 112 zero bits are prepadded before the 16-bit CMAC_KEY_COUNT where the CMAC_KEY_COUNT is regarded as most-significant-bit first order. The AES input is also defined as most-significant-bit first order.

The keys used for HMAC key and for KEK are as follows:

HMAC_KEY_U | HMAC_KEY_D | KEK ⇐ Dot16KDF(AK, SS MAC Address | BSID | “HMAC_KEYS+KEK”, 448)
HMAC_KEY_GD ⇐ Dot16KDF(GKEK, “GROUP HMAC KEY”, 160) (Used for broadcast MAC message such as a PKMv2 Group-Key-Update-Command message)

Exceptionally, the message authentication keys for the HMAC/CMAC Digest included in a PKMv2 Authenticated-EAP-Transfer message are derived from the EIK instead of the AK.

The keys used for CMAC key and for KEK are as follows:

CMAC_KEY_U | CMAC_KEY_D ⇐ Dot16KDF(EIK, SS MAC Address | BSID | “CMAC_KEYS”, 256)
The keys used for HMAC key and for KEK are as follows:

HMAC_KEY_U | HMAC_KEY_D ⇐ Dot16KDF(EIK, SS MAC Address | BSID | “HMAC_KEYS”, 320)

[Modify 7.2.2.2.10, delete figure 176 and associated text]

Figure 176 outlines the process to calculate message authentication keys derived from the EIK. The message authentication keys are used to generate the CMAC value or the HMAC-Digest included in a PKMv2 Authenticated-EAP-Transfer message.
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[Modify EIK row from Table 229 in 7.2.2.4.1]

	EIK
	160
	EAP Integrity Key for authenticating Authenticated EAP message.


[Remove ‘Second EAP Timeout’ and ‘EAP Complete Resend’ rows from Table 594 in 10.1]

	MS, BS
	SATEKRequestMax- Resends
	Maximum number of transmissions of SA-TEK-Request.
	1
	3
	3

	BS
	Second EAP Timeout
	Time to wait for PKMv2_EAP_Start or PKMv2_Authenticated_EAP_ Start after the success of the first EAP in double EAP mode.
	0.3 s
	1.0 s
	1.0 s

	BS
	EAP Complete Resend
	Total number of sending PKMv2_EAP_Complete message in double EAP mode.
	1
	3
	3

	MS
	MS Handover Retransmission Timer
	MS Handover Retransmission Timer
	—
	—
	—


[Modify 11.8.4.2]

The Authorization Policy Support field indicates authorization policy used by the MS and BS to negotiate and synchronize. A bit value of 0 indicates “not supported” while 1 indicates “supported.” If this field is omitted, then both SS and BS shall use the IEEE 802.16 security, constituting X.509 digital certificates and the RSA public key encryption algorithm, as authorization policy.

	Type
	Length
	Value

	25.2
	1
	Bit #0: RSA-based authorization at the initial network entry

Bit #1: EAP-based authorization at the initial network entry

Bit #2: Authenticated EAP-based authorization at the initial network entryReserved
Bit #3: Reserved. Set to 0

Bit #4: RSA-based authorization at reentry

Bit #5: EAP-based authorization at reentry

Bit #6: Authenticated EAP-based authorization at reentryReserved
Bit #7: Reserved; shall be set to 0


Authenticated EAP-based authorization basically means that a message containing EAP payload is protected by CMAC Digest. The CMAC_KEY_U and CMAC_KEY_D are generated with the EIK obtained from RSA-based authorization or EAP-based authorization.

The PKMv2 Auth-Request/Reply/Reject/Acknowledgement messages shall be used in the RSA-based authorization procedure.

The PKMv2 EAP-Transfer message shall be used in the EAP-based authorization procedure. The PKMv2 Authentication EAP-Transfer message shall be used in the Authenticated EAP-based authorization procedure.

Bits #4–#65 are only applied to the SBC-REQ message. Those bits shall be set to 0 in the SBC-RSP message. MS and BS will execute the reauthorization procedure according to the authorization policy negotiated in current BS when AK lifetime is expired and so on. After MS moves into another BS, MS and target BS will execute the reauthorization procedure according to the authorization policy of HO reentry negotiated in the target BS when the lifetime of AK, which is negotiated between MS and target BS, is expired and so on.

The MS informs the BS of all supportable authorization policies by the SBC-REQ message. The BS negotiates the authorization policy. If all bits of this attribute included in the SBC-RSP message are 0, then no authorization is applied. Both the BS and the MS shall not use the authorization function.

The following table shows possible authorization policies that the MS can support.

The table shows the bit representation of Bits #0–2 and Bits #4–6 in Authorization Policy Support field in an SBC-REQ and a PKMv2 SA-TEK-Request messages.

	Value
	Description
	Scope

	Bit 0/4
	Bit 1/5
	Bit 2/6
	
	

	0
	0
	0
	No Authorization (MS cannot support any authorization)
	SBC-REQ, PKM-REQ

	0
	0
	1
	N/A
	

	0
	1
	0
	Only EAP-based authorization
	

	0
	1
	1
	Only EAP-based authorization or authenticated EAP-based authorization after EAP-based authorization
	

	1
	0
	0
	Only RSA-based authorization
	

	1
	0
	1
	Only RSA-based authorization or authenticated EAP-based authorization after RSA-based authorization
	

	1
	1
	0
	Only RSA-based authorization or

Only EAP-based authorization or

EAP-based authorization after RSA-based authorization
	

	1
	1
	1
	Only RSA-based authorization or

Only EAP-based authorization or

EAP-based authorization after RSA-based authorization or Authenticated EAP-based authorization after RSA-based authorization or

Authenticated EAP-based authorization after EAP-based authorization
	


The following table shows the bit representation of Bit #0–2 in Authorization Policy Support field in an SBC-RSP and a PKMv2 SA-TEK-Response messages.

	Value
	Description
	Scope

	Bit 0
	Bit 1
	Bit 2
	
	

	0
	0
	0
	No Authorization
	SBC-RSP, PKM-RSP

	0
	0
	1
	N/A
	

	0
	1
	0
	Only EAP-based authorization
	

	0
	1
	1
	Authenticated EAP-based authorization after EAP-based authorization
	

	1
	0
	0
	Only RSA-based authorization
	

	1
	0
	1
	Authenticated EAP-based authorization after RSA-based authorization
	

	1
	1
	0
	EAP-based authorization after RSA-based authorization
	

	1
	1
	1
	N/A
	


If MS and BS decide “No authorization” as their authorization policy, the MS and BS shall perform neither SA-TEK handshake nor TEK exchange procedure.

[Modify 14.1.2.2]

This primitive shall be defined as Primitive_name () with a parameter list.

The format shall be:

Primitive_name

(

Event_Type,

Destination,

Attribute_List

)

The parameters are described briefly in the following table:

	Parameter Name
	Mandatory/Optional
	

	Event_Type
	M
	Specify the type of occurring event, valid values for Event_Type are:

•Accounting,

•EAP_Start,

•AK_Transfer,

•EAP_Transfer,

•Authenticated_EAP_Start,

•Authenticated_EAP_Transfer,

•Certificate_Information,

•SMC_PAYLOAD,

•IP_ALLOCATION,

•Paging Announce,

•HO-Start,

•HO-Cancel,

•HO-Scan,

•HO-CMPLT,

•MIH-IND,

•Spare Capacity Report,

•Neighbor-BS Radio Resource Status Update,

•NBR_BS_Update,

•Network attached,

•Location_Update_CMPLT,

•Reset,

•Hold,

•Normal,

•MBS Portion Layout,

•LBS

	Destination
	M
	This indicates the destination of the primitive. Allowed values are: SS or MS, BS, NCMS.

	Attribute_List
	M
	Array of pair (Attribute_ID, Attribute_value)


[Modify 14.2.2.1.1]

This primitive is used by an 802.16 entity or NCMS to notify security procedures. The Event_Type included in this primitive defines the type of security operation in Authentication and Re-authentication procedure to be performed. The possible Event_Types for this primitive are listed in the following table:

	Event_Type
	Description

	EAP_Start
	EAP_start

	Authenticated EAP_Start
	Authenticated EAP Start

	AK Transfer
	AK Transfer notification

	EAP_Transfer
	Transfer EAP Payload

	Authenticated EAP_Transfer
	Authenticated EAP Tranfer


[Remove instances of ‘Authenticated EAP Transfer, ‘PKMv2 Authenticated EAP Transfer’,  ‘Authenticated EAP-Start’ and ‘PKMv2 Authenticated EAP-Start’ from Figure 374]

[Strike 14.2.2.1.1.2]

[Strike 14.2.2.1.1.5]

[Modify the ‘authorization policy’ section from 14.2.7.1.1.2]

Authorization Policy

Enumerated type which indicates authorization policy used by SS and BS. The value can be assigned to No Authorization, Only EAP-based authorization, Authenticated EAP authorization after EAP authorization, Only RSA-based authorization, authenticated EAP-based authorization after RSA authorization, or EAP-based authorization after RSA-based authorization.

[Modify the ‘authorization policy’ section from 14.2.7.2.2]

Authorization Policy

Enumerated type which indicates authorization policy used by SS and BS. The value can be assigned to No Authorization, Only EAP-based authorization, Authenticated EAP authorization after EAP authorization, Only RSA-based authorization, authenticated EAP-based authorization after RSA authorization, EAP-based authorization after RSA-based authorization


  


