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CTR mode encryption in MBS region corrections
Erik Colban and Navid Ehsan
NextWave Broadband Inc. 
Problem Description
The CTR mode of encryption as defined in standard does not allow encrypting more than one PDU per frame in the MBS region. The problem comes from the assumption made in page 564, Line 1:

“NOTE—When we start to deal with a new PDU we have a new frame number and therefore reinitialize the counter. When the frame number reaches 0x000000 (from 0xFFFFFF), we increment ROC.”

The assumption that a new PDU corresponds to a new frame number is not correct. Given the current standard, if there is more than one PDU in the MBS region of a single frame, all PDUs use the same nonce (ROC concatenated with frame number) and therefore, the same initial counter. This violates the recommendation in NIST publication 800-38A which specifically states that:

“The specification of the CTR mode requires a unique counter block for each plaintext block that is ever encrypted under a given key, across all messages.” 

For an example of the type of attack on CTR mode, if this recommendation is violated, see NIST publication 800-38A, Appendix B.

Page 528, line 38: Change text as follows:

7.5.1.3.1 Encrypted MBS PDU payload format 

CTR mode requires unique initial counter and key pair across all messages. This subclause describes the initialization of the 128-bit initial counter, constructed from the 24-bit PHY synchronization field or frame number and a new 8-bit Rollover counter (ROC).

 NOTE—When we start to deal with a new PDU we have a new frame number and therefore reinitialize the counter. When the frame number reaches 0x000000 (from 0xFFFFFF), we increment ROC. 
ROC shall be reset to zero upon obtaining a new key. The first 3 most significant bits of the ROC is the rollover counter for the frame number, i.e. when the frame number reaches 0x000000 (from 0xFFFFFF) it is incremented by 1 mod 8. The 5 least significant bits of ROC shall be allocated to MBS MAC PDUs in such manner that no two MBS MAC PDUs in the same frame using the same MTK have the same ROC value.
Using this method, up to 32 PDUs per frame using the same MTK can be supported. A new encryption key (MTK) is required every 
[image: image1.wmf]27

24

3

2

2

2

=

´

frames.

The PDU payload for AES-CTR encryption shall be prepended with the 8-bit ROC, i.e., the ROC is the 8 MSBs of the 32-bit nonce. The ROC shall not be encrypted. 

Any tuple value of {AES Counter, KEY} shall not be used more than once for the purposes of encrypting a block. The SS and BS shall ensure that a new MGTEK is requested and transferred, and a new MTK is derived and ready for use before the 3 MSB of ROC concatenated with the frame number reaches 0x7FF. 
A 32-bit nonce NONCE = n0 | n1 | n2 | n3 (n0 being the most significant byte and n3 the most least significant byte) is made of ROC and 24 bits frame number in the following way: n0 = ROC and n1, n2, n3 are the byte representation of frame-number in MSB first order. NONCE shall be repeated four times to construct the 128-bit counter block required by the AES-128 cipher. (initial counter = NONCE|NONCE|NONCE| NONCE). When incremented, this 16-byte counter will be treated as a big endian number. 

This mechanism can reduce per-PDU overhead of transmitting the full counter. At the most 2^32 PDUs can be encrypted with a single MTK. 

The plaintext PDU shall be encrypted using the active MBS_Traffic_key (MTK) derived from MAK and MGTEK, according to CTR mode specification. A different 128-bit counter value is used to encrypt each 128-bit block within a PDU. 

The processing yields a payload that is 8 bits longer than the plaintext payload.
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