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Deletion of the EC Bit
David Johnston

Intel Corporation
Explanation

The EC bit is a bit within the Generic MAC Header that nominally indicates the encryption status of the following payload.

However it serves no useful purpose. The SA state associated with any connection contains the negotiated cipher suite information and on reception of a packet, the receiver must check this state to see if the connection should be encrypted and if so, how. It then must check that the EC bit is correct, or else discard the packet.

So the EC bit serves no informational purpose that the receiver doesn’t already have to derive from the SA and worse, it must be set correctly for the system to work.

It occupies a bit in the most valuable bit space in 802.16, the Generic MAC Header.

The specification language and intent is complicated by the presence of the EC bit since it is confusing to read that the EC bit determines the encryption of the MPDU in one place, yet read that the SA determines its encryption in another.
EC stands for ‘Encryption Control’ however it is only used to indicate the encrypted state of the MPDU when HT = 0. Its name is inappropriate when HT=1 where it is actually a type bit. It is proposed to change the name to HT2.

Backwards Compatibility Issues

Any enciphered packet that would be labeled with EC = 1, but instead has HT2 = 0 risks being discarded by a legacy system if it fails to ignore the EC bit consistent with this specification revision. The updated behavior is to ignore the EC bit and rely on the SA state that has to be inspected regardless of the value of EC/HT2.

To address this, the text mandates HT2=1 for encrypted MPDUs to satisfy legacy systems, while clearing up the text so that future amendments (E.G. 16j or 16m) can easily identify newer (EC ignoring) behavior through capability exchange updates and so use the HT2 bit for other purposes on HT=0 MPDUs. All the text through the specification that places dependencies on the EC bit have been changed to depend on the negotiated cipher suite instead. 

Proposed Text Changes

The text below provides the changes required to remove the EC from the draft revised 802.16 standard, along with a number of editorial and technical corrections to the associated text.

[Modify 4, page 22, , line 26, Delete Defintion of EC]
EAP extensible authentication protocol

EC encryption control

ECB electronic code book

[Modify 6.3.2.1, pages 50-51 ]
6.3.2.1 MAC header formats

The MAC header formats are defined in Table 4.
Table 4—MAC header formats

	Syntax
	Size
(bit)
	Notes

	MAC Header() {
	---
	---

	    HT
	1
	0 = Generic MAC Header
1 = Bandwidth Request (BR) header

	    ECHT2
	1
	IF HT = 1,  EC= 0 ---

	    If (HT==0) {
	---
	---

	        Type
	6
	---

	        Reserved
	1
	Shall be set to zero

	        CI
	1
	---

	        EKS
	2
	---

	        Reserved
	1
	Shall be set to zero

	        LEN
	11
	---

	    }
	---
	---

	     else {
	---
	---

	         Type
	3
	---

	         BR
	19
	---

	    }
	---
	---

	    CID
	16
	---

	    HCS
	8
	---

	
	---
	---


There is one defined DL MAC header that is the generic MAC header, which begins each MPDU containing either MAC management messages or CS data. There are two defined UL MAC header formats. The first is the generic MAC header that begins each MPDU containing either MAC management messages or CS data, where the header type (HT) is set to 0 as shown in Table 5. The second is the MAC header format without payload where HT is set to 1 as shown in Table 5. For the latter format, the MAC header is not followed by any MPDU payload and CRC.

Table 5—MAC header HT and EC fields encoding

	HT
	HT2a
	MPDU type
	Reference figure
	Reference table

	0
	0don’t care
	Generic MAC header for DL and UL. MPDU with data payload, no encryption, with a 6-bit type field, see Table 7 for its type field encodings.
	Figure 25
	Table 6

	0
	1
	Generic MAC header for DL and UL. MPDU with data payload, with encryption with a 6-bit type field, see Table 7 for its type field encodings.
	Figure 25
	Table 6

	1
	0
	DL: This encoding is not defined
UL: MAC signaling header type I. MPDU without data payload, with a 3-bit type field, see Table 8 for type encoding definitions.
	Figure 26,
Figure 27,
Figure 28–
Figure 33
	Table 8,
Table 9,
Table 10–
Table 15

	1
	1
	DL: Compressed/Reduced Private DLMAPb
UL: MAC signaling header type II. MPDU without data payload, with 1- bit type field, see Table 16 for type encoding definitions.
	Figure 34–
Figure 36
	Table 16,
Table 17


a Headers with When HT = 1 shall not be encrypted. Thus the EC HT2 field is used to distinguish between feedback MAC header (UL)/Compress MAP (DL), and all other type headers.

bCompressed DL-MAP and Reduced Private MAP do not use MAC headers as defined in 6.3.2.1; however, the first two bits of these maps replace the HT/EC fields and are always set to 0b11 to identify them as such (see 8.3.6.3, 8.3.6.7, 8.4.5.6, and 8.4.5.8). If the most significant bit of the Type field is set to 0, it indicates the presence of a compressed/reduced private DL-MAP. If the most significant bit of the Type field is set to 1, it indicates the presence of a SUB-DL-UL-MAP.

[Modify Figure 25, page 52. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify second paragraph of 6.5.2.1.1]

The fields of the generic MAC header are defined in Table 6. Every header is encoded, starting with the HT and HT2 encryption control (EC) fields. The coding of these fields is such that the first byte of a MAC header shall never have the value of 0xFX, where “X” means “do not care.” This prevents false detection on the stuff byte used in the transmission convergence sublayer (TCS).

[Modify table 6, page 52, subclause 6.5.2.1.1 and following paragraph]

Table 6 – Generic MAC Header Fields

	Name
	Length
(bit)
	Description

	CI
	1
	CRC indicator.
    1 = CRC is included in the PDU by appending it to the PDU payload after encryption, if any.
    0 = No CRC is included.

	CID
	16
	Connection Identifier

	ECHT2
	1
	Encryption control.
    0 = Payload is not encrypted or payload is not included.
    1 = Payload is encrypted.

Header Type Bit 2. When HT=0, HT2 provided and informational indication that the MPDU is encrypted. I.E.:
HT2:
    0 => Payload is not encrypted or payload is not included.
    1 => Payload is encrypted.

	EKS
	2
	Encryption key sequence. The index of the traffic encryption key (TEK) and initialization vector (IV) used to encrypt the payload. This field is only meaningful when the indicated connection is encrypted if the EC field is set to 1.

	ESF
	1
	Extended Subheader field. If ESF = 0, the extended subheader is absent. If ESF = 1, the extended subheader is present and will follow the generic MAC header immediately. (See 6.3.2.2.7.) The ESF is applicable both in the DL and in the UL.

	HCS
	8
	Header check sequence. An 8-bit field used to detect errors in the header. The transmitter shall calculate the HCS value for the first five bytes of the cell header, and insert the result into the HCS field (the last byte of the MAC header). It shall be the remainder of the division (Modulo 2) by the generator polynomial g(D = D8 + D2 + D + 1 of the polynomial D8 multiplied by the content of the header excluding the HCS field. (Example: [HT ECHT2 Type] = 0x80, BR = 0xAAAA, CID = 0x0F0F; HCS should then be set to 0xD5).

	HT
	1
	Header Type. Shall be set to zero

	LEN
	11
	Length. The length in bytes of the MPDU including the MAC header and the CRC if present.

	Type
	6
	This field indicates the subheaders and special payload types present in the message payload.


The ESF bit in the Generic MAC header indicates that the extended subheader is present. Using this field, a number of additional subheaders can be used within a PDU. The extended subheader shall always appear immediately after the Generic MAC header and before all other subheaders. Contrary to the other subheaders, extended subheaders are not considered part of the MAC PDU payload and, hence are notnever encrypted. When an entity transmits a MAC PDU without a payload (length = 0), it shall not encrypt the MPDU set the EC bit in the Generic MAC header to 0, even if the connection on which it transmits the MAC PDU has a negotiated cipher suite. is associated with data encryption. When an entity receives an MAC PDU that does not contain a payload, it shall process this MAC PDU consistent with it not being encrypted. if the EC bit is set to 0, and should discard this MAC PDU if the EC bit is set to 1.
[Modify Figure 26, page 54. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 27, page 55. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Table 9, Column 1, row 4, page 55. Replace “EC with “HT2”]
ECHT2
[Modify Figure 28, page 56. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 29, page 57. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 30, page 59. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 31, page 60. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 32, page 61. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 33, page 62. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify First paragraph of 6.3.2.1.2.2]
This type of MAC header is UL-specific. There is no payload following the MAC header. The MAC signaling header type II is illustrated in Figure 34. Table 16 describes the encoding of the 1-bit type field following the ECHT2 field. The description of DL MAC header format with HT/ECHT2 = 0b11, defined as the Compressed DL-MAP, is not part of this subclause. The detailed description can be found in 8.4.5.6.1.

[Modify Row 1, column 2 of table 16]
MAC header type (with HT/ECHT2 = 0b11)

[Modify Figure 34, page 64. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 35, page 64. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 36, page 65. Replace “EC=0 (1)” with “HT2 = 0 (1)”]
[Modify Figure 37, page 68. Replace “EC=1 (1)” with “HT2 = 1 (1)”]
[Modify Figure 38, page 68. Replace “EC=1 (1)” with “HT2 = 1 (1)”]
[Modify 6.3.2.2.7, first paragraph, page 75]

6.3.2.2.7 Extended subheader format

The extended subheader group (see Figure 27), when used, shall always appear immediately after the generic MAC header and before all subheaders, and, if the MAC PDU contains an encrypted payload (i.e. the connection has a negotiated cipher suite i.e., the EC bit is set to 1), the packet number (PN), as described in 6.3.2.2. The extended subheader group format is specified in Table 26, Table 27, and Table 28. Extended subheaders shall not be encrypted.

[Modify 6.3.2.3.43.1, paragraph 4, lines 7-11, page 169]

The presence of the HARQ MAP message format is indicated by the contents of the 3 MSBs of the first data byte of a burst. These bytes overlay the HT and ECHT2 bits of a generic MAC header. When these bits are both set to 1 (an invalid combination for a standard header) and followed by 1 bits of 1, the Compact DL-MAP format is present.

[Modify 6.3.3.6, paragraph 2, lines 46-49, page 284]

The generic MAC header shall not be encrypted. The header contains all the encryption information [EC field, EKS (encryption key sequence) field, and CID] needed to decrypt a payload at the receiving station. This is illustrated in Figure 51.

[Modify 6.3.3.6, paragraph 5, lines 17-21, page 285]

Encryption of the payload is indicated by the cipher suite negotiated for the connection on which the MPDU is carried. the EC bit field. A value of 1 indicates the payload is present and encrypted and the EKS field contains meaningful data. A value of 0 indicates the payload is not encrypted or not present. Any MAC PDU containing an unencrypted payload received on a connection mapped to an SA requiring encryption shall be discarded.
[Modify 6.3.3.7, paragraph 1, lines 25-33, page 285]
Within a data burst, the unused portion shall be initialized to a known state. This may be accomplished by setting each unused byte to the stuff byte value (0xFF). If the size of the unused region is at least the size of a MAC header, the region may also be initialized by formatting the unused space as an MPDU. When doing so, the MAC header CID field shall be set to the value of the Padding CID (see Table 598), the CI, ECHT2, HT, and Type fields shall be set to zero, the length field shall be set to the number of unused bytes (including the size of the MAC header created for the padding MPDU) in the data burst, and the HCS shall be computed in the normal way.

[Modify 7.2.1.4,  paragraph 3, lines 55-59, page 509]
If the SA holds an encryption method, all MAC PDUs sent with CIDs linked to this SA must shall be so encrypted, except for MPDUs with a zero length payload that shall not be encrypted. have EC bit set to ‘1’ in the Generic MAC Header. If the SA has no encryption method, the MPDU shall not be encrypted EC bit must be set to ‘0’ in the Generic MAC Header. Other combinations are not allowed; MAC PDUs presenting other combinations should be discarded.
[Modify 7.2.2.1, last paragraph, lines 8-12, page 522]
The non zero length payloads of MAC PDUs sent on connections that belong to an SA that includes data encryption shall be encrypted. A MAC PDU with a payload received on such a connection with the EC bit not set shall be discarded. A MAC PDU without a payload received on such a connection shall be processed as an unencrypted MPDU. if its EC bit is set to 0, and should be discarded if its EC bit is set to 1.
[Modify 8.2.1.8, paragraph 2, lines 18-23, page 681]
The presence of the compressed DL-MAP format is indicated by the contents of the 2 MSBs of the first FCH data byte. These bytes overlay the HT and ECHT2 bits of a generic MAC header. When these bits are both set to 1 (an invalid combination for a standard header), the compressed DL-MAP format is present in the FCH. A compressed UL-MAP shall only appear after a compressed DL-MAP. The presence of a compressed ULMAP is indicated by a bit in the compressed DL-MAP data structure.

[Modify 8.3.6.6, paragraph 1, line 63, page 754 to line 5, page 755]

The presence of the compressed private DL-MAP format is indicated by the contents of the 2 MSBs of the first data byte. These bits overlay the HT and ECHT2 bits of a generic MAC header. When these bits are both set to 1 (an invalid combination for a standard header), the compressed private DL-MAP format is present. A compressed private UL-MAP shall only appear immediately after a compressed private DL-MAP. The presence of a compressed private UL-MAP is indicated by a bit in the compressed private DL-MAP data structure.

[Modify 8.4.5.6, paragraph 1, lines 3 to 12, page 939]

In addition to the standard DL-MAP and UL-MAP formats described in 6.3.2.3.2 and 6.3.2.3.4, the DL-MAP and UL-MAP may conform to the format presented in 8.4.5.6.1 and 8.4.5.6.2. The presence of the compressed DL-MAP format is indicated by the contents of the most significant three bits of the first data byte. The first three bits overlay the HT, ECHT2, and most significant bit of Type field in a generic MAC header. When this combination of three bits bits is set to 110 (an invalid combination for a standard header in the downlink), the compressed DL-MAP format is present. A compressed UL-MAP shall only appear after a compressed DL-MAP. The presence of a compressed UL-MAP is indicated by a bit in the compressed DL-MAP data structure.


  


