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Explanation

WiMAX has defined two L2 services that require network initiation. Carrying these services over L3 causes the network initiation to fail when they interact with a firewall that impedes L3 network initiated packets. The services currently defined by WiMAX that have this problem are a location based service and OMA-DM OTA bootstrap and notification.
The problem can be avoided if the service is provided at layer two. However there is no extensible carrier for this class of service at layer 2.

Specific instances of non-generic management pass through messages in 802.16 include the EAP_Transfer packet and the MOB-MIH-MSG packet that carries L2.5-esque protocols from M-SAP to M-SAP without further interpretation.

There is a security concern if we provide a generic pass through that it may be abused as a transport for L3 data. As such if any generic L2 pass through is defined, the services it may carry need to be strictly enumerated and other encodings (E.G. of a type byte indexing the service) must be rejected.

Proposed Text Changes

The text below provides the changes required to add a generic L2 management transport PDU. It includes an enumerated protocol type field and language that dictates the modes under which the transport packets may be used and under which they must be discarded.
It allows for an external body (WiMAX) to own part of the state space of the protocol type field and retains all other parts of the state space reserved for IEEE use.
[Modify end of Table 38, page 84, lines 27-28]
	
	
	
	

	69
	LBS-ADV
	Location information broadcast for LBS
	broadcast

	70
	WMX-Transfer
	Generic L2 management transfer
	Primary management,
broadcast

	7071-255
	---
	Reserved
	---


[Insert new subclause 6.3.2.3.65, page 276, line 60]
6.3.2.3.65 WiMAX L2 Management Transfer (WMX_Transfer) message
The WMX-Transfer message carries generic L2 service protocols.

	Syntax
	Size
	Notes

	WMX_Transfer() {
	
	

	  Management Message Type = 70
	8 bits
	

	  Protocol Type
	8 bits
	

	  Length
	16 bits
	

	  Payload
	
	Contents depend on the protocol type

	  TLV Encoded Information
	Variable
	To carry the HMAC/CMAC Tuple

	}
	
	


Protocol Type Field

The Protocol Type field indicates the protocol that is carried in the payload field. If the protocol type field is of an unknown type, the message shall be discarded. The type field shall be chosen from table xxx below.
Table XXX --- WMX-Transfer message protocol type field encodings.

	Protocol Type
	Meaning
	Notes

	0 - 127
	Reserved
	

	128 - 255
	WiMAX L2 Protocols
	Encodings in this range are enumerated in [x] WiMAX Stage 3 specification.


Encodings in the range 0 -127 shall not be used if not directly enumerated in table XXX.
Encodings in the range 128 – 255 shall not be used if not directly enumerated in [x] WiMAX Stage 3 specification.

Length Field
The length shall encode an integer equal to the length of the payload in octets.

Payload field
The payload field shall contain the protocol payload determined by the protocol type field.

TLV Encoded Information

The TLV Encoded Information field shall contain the HMAC/CMAC tuple, except when the message is carried on the broadcast management connection, where it shall not contain the HMAC/CMAC tuple.
[Insert new function in 14.1.1, page 1593, line 24]
Function

ACM - Accounting Management
GEN – Generic L2 Services
HO – Handover
IMM - Idle Mode Management
LBS - Location Based Services
MBS - Multicast Broadcast Service
NEM - Network Entry Management
RRM - Radio Resource Management
SFM - Service Flow Management
SM - Security Management
SMC - Secondary Management Connection
SSM - Subscriber Station Management

[Insert new action type in table in 14.1.2.2, page 1596, line 29]
• MIH-IND,

• WMX-IND,

• Spare Capacity Report,
[Insert new subclause 14.2.12, page 1713, line 46]
14.2.12 Generic L2 Management Service Procedures 
The Generic L2 Management Primitives provide transport of 802.16 and externally defined L2 management frames between the 802.16 entity and the NCMS. This enables extensible NCMS hosted L2 management services to be carried over the air without requiring an expanding number of supporting management frame types.
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Figure XXX —GEN primitive Flow between 802.16 entity and NCMS
14.2.12.1 M-WMX-IND
Function:
This primitive used by the 802.16 entity to indicate on the M-SAP the reception of a WMX-Transfer message on the air interface and to convey the payload carried in the message to the NCMS. This primitive is used by the NCMS to request on the M-SAP that the 802.16 entity transmits a WMX-Transfer message containing payload carried in the primitive.

Semantics of the service primitive:
M-WMX-IND
(
Event_Type: WMX-IND,

Destination: NCMS, BS, MS,

Attribute_List:


WMX Protocol Type

WMX-Transfer frame,

)
WMX Protocol Type

Protocol type of the protocol carried in the WMX-Transfer Frame field

WMX-Transfer frame
Frame as determined by the protocol type field

When generated: 
· 802.16 Entity to NCMS: 
This primitive is generated by the 802.16 entity when the 802.16 entity receives a WMX_transfer message from a peer 802.16 entity.
· NCMS to 802.16 Entity: 
This primitive is generated by the NCMS when the NCMS needs to convey a WMX transfer frame through the 802.16 entity to a peer 802.16 entity.
Effect of receipt:
· 802.16 Entity to NCMS
On receipt of this primitive from the M-SAP by the NCMS, the NCMS shall confirm that the protocol type field is enumerated as in table xxx (note to editor.. link to the protocol type table in 6.3.2.3.65) and convey the WMX transfer frame to the associated management entity. If the protocol type field is not understood or if the protocol type field is not one enumerated in table XXX, the frame shall be discarded.
· NCMS to 802.16 Entity
On receipt of this primitive from the M-SAP by the 802.16 entity, the 802.16 entity shall transmit a WMX transfer message containing the WMX transfer payload conveyed in the WMX transfer frame field of the primitive.
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