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TEK Generation and Update for Efficient Secure Handoff
1 Problem Statement

In the current system, the BS randomly generates TEKs and sends the encrypted TEKs to the MS directly through PKMv2 Key-Reply. During handoff, new TEKs are generated and sent to MS through SA-TEK-Update TLV in RNG-RSP or PKMv2 SA-TEK-Response messages, which increases the latency of the Handover- process. 
If new TEKs are not included in the handover procedure, the TEKs used in S-BS continue to be used in T-BS, but it is less secure than using new TEKs at the T-BS.
In addition, establishment of secure connections during the Handover is further delayed by the ranging transaction (RNG-REQ – RNG-RSP). This adds additional delay to the Handover process.
2 Proposed Solution
This proposal is based on an expedited HO procedure which enables traffic transmission before completing the RNG-REQ/RSP message transaction. We propose a TEK generation mechanism for handover. Based on this mechanism, the MS and T-BS generate TEKs respectively without any extra message exchange during handover. 
In the proposed TEK generation algorithm, the TEK is computed by
TEKi = Dot16KDF (KEK, CMAC_KEY_COUNT_T, SA-ID, “TEKi Generation”)

………………………………… (1)

The main idea behind this proposal is to use CMAC_KEY_COUNT to guarantee freshness when generating TEKs after the MS has successfully accessed a new BS. In equation (1) , CMAC_KEY_COUNT_T is the expected value of the CMAC_KEY_COUNT to be used for generating the CMAC_KEY_* keys. After the exchange of RNG-REQ and RNG-RSP messages that is used to establish a value for the CMAC_KEY_COUNT at the MS and the BS, CMAC_KEY_COUNT_T is simply the established value. During handover, however, we propose to allow for the generation of TEKs before the exchange of RNG-REQ and RNG-RSP messages. In this case, CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM + 1 and CMAC_KEY_COUNT_TB = CMAC_KEY_COUNTN.
The label “TEKi Generation” differentiates between TEK0 and TEK1 keys generated for the same SAID. Specifically the labels will be “TEK0 Generation” and “TEK1 Generation”
Initially, TEK0 and TEK1 Lifetimes are set to 1/8 and ½ of the PMK Lifetime respectively. PN0, PN1, RxPN0, and RxPN1 are initialized to 0 at the time when fresh TEK0 and TEK1 are generated.
In the up-front negotiations procedure, both MS and BS shall clearly identify its capabilities to support the TEK Generation mechanism, and its enforcement. If the proposed TEK Generation mechanism is negotiated, the following procedures are applied.
TEK update during handover
(1) Before access to the T-BS, the MS computes the TEKs by using the value of CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM +1, KEK, T-BS ID, etc. Then, it sends MOB-MSHO-REQ to indicate the S-BS of the handover intention.
(2) All potential T-BS’s are pre-populated with AK Context, including AK and CMAC_KEY_COUNTN. To prevent potential replay attacks, all T-BS(s) shall retain received AK Context and PNs until an explicit indication of HO completion is received from the Authenticator – consistent with current NWG specifications.
(3) The T-BS computes the TEK once the CMAC_KEY_COUNTN is received. If CMAC_KEY_COUNTN is received before CMAC_KEY_COUNTM, the TEKs are computed with CMAC_KEY_COUNT_TB = CMAC_KEY_COUNTN.
There is a potential of CMAC_KEY_COUNT_TB  < CMAC_KEY_COUNT_TM, and it leads to the inconsistent TEKs in MS and T-BS. To handle this error, the following conditions are considered in TBS
· CMAC_KEY_COUNT_TB = CMAC_KEY_COUNT_TM
· Normal valid case. Its validity can be determined early by verifying AUTH of UL Data if AES/CCM is used.

· CMAC_KEY_COUNT_TB < CMAC_KEY_COUNT_TM
· This is a mis-synchronization case, which gets resolved when the T-BS receives the updated value of CMAC_KEY_COUNTM later during the handover process. 

· If AES/CCM is used, and the T-BS receives UL data, then the T-BS can apply a 
classic self-synchronization method:

· CMAC_KEY_COUNT_TB
 is force-incremented by the T-BS, and AUTH of UL Data is checked again.
· This procedure is optional and is left to implementation
· CMAC_KEY_COUNT_TB > CMAC_KEY_COUNT_TM
· This is a replay attempt. Self-sync will not succeed. The data from MS has to be discarded. 

· Once the CMAC_KEY_COUNTM is received and found to be smaller than expected, the connection is released.
Note that the since CMAC_KEY_COUNTN does not get incremented until after the MS successfully completes a handover and the MS may cancel handover, the Authenticator may pass the same value of CMAC_KEY_COUNTN to the T-BS in a subsequent handover. Therefore, the T-BS should cache the TEK context (including PNs) associated with the value of CMAC_KEY_COUNT_TB until CMAC_KEY_COUNTN has been incremented beyond that value. Likewise, the MS should cache all TEK contexts associated with a value of CMAC_KEY_COUNT_TM until it increments CMAC_KEY_COUNTM .

[image: image1]
Optimization HO with No Additional Signaling
 Normal TEK Refresh

·    In order to minimize the changes needed to implement the proposed algorithm, all TEK update and generation procedures other than TEK update during HO are left unchanged. As currently defined, TEK can be requested by MS and returned to MS under encryption by KEK. 
3 Proposed Text Changes
Add 7.2.2.2.6.1 as follows:

7.2.2.2.6.1 Counter-based TEK Generation for HO 
When both sides (MS and BS) indicate support for “Seamless Handover”, the TEKs during handover shall be generated by the BS and MS 
respectively using the following formula:

TEKi= Dot16KDF (KEK, CMAC_KEY_COUNT_T, SAID, “TEKi Generation”)

(A)
The generated TEKs shall not be transferred between the BS and MS.
In the above equation, CMAC_KEY_COUNT_T (CMAC_KEY_COUNT for Traffic) is defined as follows: After the exchange of RNG-REQ and RNG-RSP messages that is used to establish a value for the CMAC_KEY_COUNT at the MS and the BS, CMAC_KEY_COUNT_T = CMAC_KEY_COUNT. During handover before the exchange of RNG-REQ and RNG-RSP messages, CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM + 1 and CMAC_KEY_COUNT_TB = CMAC_KEY_COUNTN, where CMAC_KEY_COUNT_TM and CMAC_KEY_COUNT_TB are the values of CMAC_KEY_COUNT_T at the MS and the BS respectively.

Both the MS and the BS shall compute the TEKs based on the current values of CMAC_KEY_COUNT_T. Initially, TEK0 and TEK1 Lifetimes are set to 1/8 and 1/2 of the PKM lifetime respectively. PN0, PN1, RxPN0, and RxPN1 shall be initialized to 0.

During handover before any transmission of data between the MS and the target BS, the MS shall set CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM + 1 and TEK_COUNTM = 0 and the target BS shall set CMAC_KEY_COUNT_TB = CMAC_KEY_COUNTN and TEK-COUNTB = 0. Unless the MS has cached a TEK context associated with the target BS and the current value of CMAC_KEY_COUNT_TM, the MS shall generate new values for the TEKs using the above formula. Unless the target BS has cached a TEK context associated with the MS and the current value of CMAC_KEY_COUNT_TB, the BS shall generate new values for the TEKs using the above formula. Otherwise the MS and BS shall apply the TEKs and associated parameters, including PN windows, from the cached contexts.
Occasionally,  CMAC_KEY_COUNT_TM and CMAC_KEY_COUNT_TB are not equal, in which case the generated TEKs will be different too. In such cases, the target BS may attempt self-synchronizing the value of CMAC_KEY_COUNT_TB by increasing the value until it can properly decode UL traffic. 
If the target BS receives a valid RNG-REQ message including a CMAC_KEY_COUNT TLV (see 7.2.2.2.9.1) from the MS, and the received CMAC_KEY_COUNT value is different from CMAC_KEY_COUNT_TB it shall set CMAC_KEY_COUNT_TB to the received CMAC_KEY_COUNT value and regenerate new values for the TEKs using the above formula.
If the handover is not completed at the target BS, the target BS shall cache the TEK context until it can determine that CMAC_KEY_COUNTN has been incremented (e.g., by receiving a backbone message from the Authenticator). Likewise, the MS shall cache the TEK context until it increments CMAC_KEY_COUNTM. See section 7.2.2.2.9.1 for further details on CMAC_KEY_COUNT handling.
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�The MS can do nothing but discard data that does not decrypt properly.


�It is incorrect to say that the T-BS increment CKC_N. Only the Authenticator may increment that value.


�Don’t need this for fixed SS.






  


