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Mutual Identity Verification During HO 

Motorola
Introduction – Problem Description
In the current hard handover (HHO) algorithm, when a mobile station (MS) moves from a Serving Base Station (S-BS) to a Target Base Station (T-BS), the MS and T-BS prove their identity to each other by including a valid CMAC tupple in RNG-REQ and RNG-RSP MAC management messages respectively. 

This procedure for the case of fully optimized HHO is depicted in Fig. 1. below. 
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Figure 1: Current method for identity verification during HO
As shown in Fig. 1, the MS sends RNG-REQ MAC management message to BS signed with a shared secret (CMAC key in this case). The BS sends RNG-RSP MAC management message, which is also signed using a valid shared secret (CMAC key). Valid CMAC tupples can be generated only by parties that possess the shared secret and can be verified only by a party that also possesses the shared secret. Therefore correctly signing RNG-REQ/RSP proves possession of the correct CMAC key to the other side. 
In the current HO algorithm, data communication resumes only after control messages (RNG-REQ/RSP) have been exchanged and the MS and BS have mutually verified each other’s identity. This procedure increases HO delay, as it delays data communication until at least one pair of control messages have been exchanged and processed. In this contribution we describe a method which enables mutual identity verification to be performed while exchanging data packets, thus allowing data communication to resume immediately after the MS switches to the T-BS during a HO. Using the proposed method, HO delay can be significantly reduced. 
Proposed Solution

We first recognize the fact that one side can prove its identity to the other side by demonstrating that it is capable of creating valid signatures on some specific piece of information. This is true in the case that valid signatures can only be produced by a party that possesses a shared secret (e.g. when the signature is a keyed hash).  In the current HO algorithm, the signed information is a control message (RNG-REQ for the MS and RNG-RSP for the BS) and the shared secret is the CMAC keys. In order to reduce HO delay, we propose to use data packets (instead of control packets) as the signed information and to include a signature which is calculated using the already available shared secrets (CMAC keys) but data instead of control packets as input. 

More specifically, we propose to enable both sides (MS and T-BS) to append authentication signatures on data packets. The proposed authentication signature to be appended to data packets is termed “data CMAC” and its construction follows similar rules to those used for generating CMAC tupples for control messages in the current standard. 

Under the proposed algorithm, one side can prove its identity to the other side by sending a data PDU, and appending a CMAC tupple TLV on the PDU. The CMAC tupple is calculated using the rules for generating CMAC tupples for unicast control messages, as described in section 7.5.4.4.1 “Calculation of CMAC value” of the current version of the standard, with the only difference that instead of using a MAC management message as input into the calculation of the CMAC tupple, the entire data PDU is used. If the data packet that is being sent belongs to a connection that requires encryption (the most likely case) then the encrypted PDU shall be used as input in the calculation of the data CMAC tupple. The Packet Number (PN) field and all other related fields shall be incremented in the same manner as when sending MAC management messages.

Both sides, when receiving a data packet with an appended CMAC tupple, can verify the identity of the other side by checking the validity of the data CMAC tupple.

It should be noted that even though some of the encryption schemes allowed in the current version of the standard already provide integrity protection (IP) of the data PDUs, it is not desirable to rely on the integrity of the IP fields for verifying the identity of the other side, since the IP fields are generated using a set of keys different than the CMAC keys (namely the TEKs associated with the SA that applies to each particular connection). We wish to maintain the state of affairs in the current standard where identity verification relies on keys derived by the Authentication Key (namely the CMAC keys), and where the two sets of keys (i.e. authentication and encryption keys) are decoupled.
The proposed method of mutual identity verification during HO is depicted in Fig. 2. below.
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Figure 2: Proposed scheme for identity verification during HO
When one side (MS or BS) receives a data packet with an appended data CMAC tupple, and when the identity of the sender is correctly verified, it sends an acknowledge message to the other side. This acknowledgement, termed “Auth-ACK” is itself signed using the shared secret, and it can also itself be appended to a data packet, if available at the respective direction.

When data is exchanged after a HO, and while mutual identity verification is pending, sent and received data packets need to be handled in a special manner. This is because all data communication that has taken place (packets sent or received) is with a party that may eventually prove to be illegitimate (if identity verification fails). 

For example, suppose the the MS starts sending data packets to a T-BS, while the identity verification process is still in progress. In this case, the MS is not yet sure of identity of the BS and therefore it must store sent data packets and it must further encrypt them (if the connection requires encryption) so that if authentication of the other side fails, the contents of the data packet are not revealed. The packets must be stored because if the BS fails to prove its identity then the MS will have to attempt to connect to a different BS and re-send the packets there. Similarly, the BS when sending data to an MS, and while the identity verification process is pending, must store and (if applicable) encrypt the data packets. 

Both sides, when receiving the first packet, first verify the authentication field to verify that it was produced from a sender possessing the right shared secret. If the authentication field is verified, the other party is marked as authenticated and an ACK message is sent. 
Furthermore, all packets (including the first one) received while identity verification is pending are stored and not released to the upper layers (also possibly not decrypted either since, if identity verification fails they will be discarded). If identity verification of the other side succeeds, received packets are decrypted and delivered to the higher layers. If identity verification fails, received packets are not decrypted and discarded. 
The process described above is summarized in the state diagram in Fig. 3. Note that, under the proposed scheme, both sides (MS and BS) implement this state machine independently during a HO. 
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Figure 3: State machine for proposed HO identity verification scheme

The terms used in Fig. 3 are defined as follows: 

· “Other side AUTH”: set to TRUE when the identity of the other side is verified

· “AUTH by other side”: set to TRUE when the sending side can be sure that the other side has verified its identity. For example MS sets this variable to TRUE when it is sure that the BS has verified the MS’ identity (i.e. when it receives an ACK from BS)

· Authentication key: the shared secret (e.g. AK, CMAC key etc)

· Authentication field: The “data CMAC tupple”. A field containing MS or BS ID, HOID, signed with authentication key. Can be appended to data packets or other control messages, or can be sent in independent control message when no data or other control packet is scheduled in that direction. When appended to other message, the contents of that message are also input to the calculation of the authentication field.

· Tauth: timer controlling retransmissions of authentication field

· AUTH-ACK: acknowledgement for receiving authentication field from other side Contains a copy (or portion) of authentication field sent by other side and is also signed using authentication key

By implementing the state machine in Fig. 3, mutual identity verification during a HO can be achieved through the process depicted in Fig. 2, thus allowing data communication to resume immediately after an MS switches to a T-BS during HO. This procedure clearly reduces HO delay, as desired. 
In closing, we describe how some special cases are to be handled under the proposed algorithm:

· When no data flow exists in a particular direction: simply send control message with authentication field in that direction. If no data flows exist in either direction then use control messages for both. If no data flow exists, there is no data to be delayed and sending control messages is not a concern.

· How long are data packets stored for, while authentication of the other side is pending: 
· Data packets that have been sent to the other side, while authentication of the other side is pending are stored until either:

· The identity of the other side is verified and the packets are ACKed (if HARQ or ARQ is used)

· Packets expire, per the QoS requirements of the flow to which they belong (if the packets expire, then there is no point in retransmitting them anyway, if the authentication fields need to be retransmitted they will be appended to a different packet)

· When authentication field is retransmitted, does it have to be with the same data packet as the original transmission?: No, when the authentication field is retransmitted, it can be appended to a different data packet, or it can be put in a control packet if no data packet is available in the respective direction at that time. The authentication field will be re-calculated based on the contents of the new data packet. 
· How does a side know that it has been authenticated by the other side? The authentication ACK notifies one side that it has been successfully authenticated by the other side.

The proposed method removes the need for RNG-REQ/RSP messages at T-BS for the purposes of mutual identity verification. This, when combined with other proposals currently in progress, can lead to the complete removal of RNG-REQ/RSP during HO, thus significantly reducing delay.
Proposed Text Changes

Add the following paragraph at the end of section “7.5.4.4.1 Calculation of CMAC Value” as indicated

7.5.4.4.1 Calculation of CMAC value
…
When the CMAC TLV is attached to a data PDU, the calculation of the CMAC Value proceeds as above with the only exception that instead of using the MAC management message except the CMAC TLV as input, the entire data PDU, except the CMAC TLV, is used. When the data PDU is encrypted, the encrypted PDU is used as input.
Modify section “6.3.2.3.50 MOB_BSHO-RSP (BS HO response) message” as indicated
6.3.2.3.50 MOB_BSHO-RSP (BS HO response) message

The BS shall transmit an MOB_BSHO-RSP message upon reception of MOB_MSHO-REQ message. The

message shall be transmitted on the Basic CID. See Table 150.
Table 150—MOB_BSHO-RSP message format

	Syntax
	Size (bit)
	Notes

	MOB_BSHO-RSP_Message_format() {
	–
	–

	     Management Message Type = 58
	8
	–

	
	
	


…

	
	
	

	
Service level prediction
	8
	–

	
HO process optimization
	8 16
	

	
Network assisted HO supported
	1
	Indicates that the BS supports Network Assisted HO

	
	
	


…
	
	
	

	TLV encoded information
	Variable
	TLV Specific

	}
	
	


…

HO Process Optimization
HO Process Optimization is provided as part of this message is indicative only. HO process requirements may change at time of actual HO. The only exception to this rule is when Bit #8 is set, in which case the MS is expected to skip all messages in the network entry procedure (including ranging) and resume data communications with the specified target BS(s) immediately. For each Bit location, a value of 0 indicates the associated reentry management messages shall be required, a value of 1 indicates the reentry management message may be omitted. Regardless of the HO Process Optimization TLV settings, the target BS may send unsolicited SBC-RSP and/ or REG-RSP management messages:
Bit #0:Omit SBC-REQ/RSP management messages during reentry processing
Bit #1:Omit PKM Authentication phase except TEK phase during current reentry processing

Bit #2:Omit PKM TEK creation phase during reentry processing

Bit #3:Omit Network Address Acquisition management messages during current reentry

processing

Bit #4:Omit Time of Day Acquisition management messages during current reentry processing

Bit #5:Omit TFTP management messages during current reentry processing

Bit #6:Full service and operational state transfer or sharing between serving BS and target

BS (ARQ, timers, counters, MAC state machines, etc…)

Bit #7:Omit REG-REQ/RSP management during current re-entry processing.

Bit #8: Omit all network re-entry MAC management messages, including RNG-REQ/RSP and resume data communications with the target BS immediately. Mutual identity verification between MS and the selected target MS shall happen through inclusion of data CMAC TLVs on data PDUs.
Bits #9-15: Reserved

Insert the following text in section “6.3.22.2 HO process” right before line 4 on page 433, as indicated 

6.3.22.2 HO process

The subclause defines the HO process in which an MS migrates from the air-interface provided by one BS to

the air-interface provided by another BS. The HO process consists of the following stages:

· Cell reselection—MS may use neighbor …
· …

· Ranging—MS and target BS shall conduct initial ranging …

· Network re-entry without ranging – In the special case that Bit #8 of HO process optimization field in MOB-BSHO_RSP/REQ MAC management message is set to 1, the MS is instructed that all network re-entry messages, including ranging MAC management messages (RNG_REQ/RSP) shall be skipped when connecting with target BS. In this case this indication from serving BS is not informative but binding. The network re-entry procedure proceeds as described in sections 6.3.22.2.4.1 and 6.3.22.2.7.1.
· Termination of MS Context—The final step in HO. Termination of MS Context is defined as serving BS termination of context of all connections belonging to the MS and the context associated with them (i.e., information in queues, ARQ state machine, counters, timers, header suppression information, etc., is discarded).

· HO Cancellation—An MS may cancel HO via MOB_HO-IND message at any time prior to expiration of Resource_Retain_Time interval after transmission of MOB_MSHO-REQ (in case of MS initiated HO) or MOB_BSHO-REQ (in case of BS initiated HO).
Insert subsection “6.3.22.2.4.1 Network Re-entry without ranging” after section “6.3.22.2.4 Fast Ranging”
6.3.22.2.4.1 Network Re-entry without ranging
The serving BS may contact possible target BS(s) during HO preparation and may determine that for some target BSs ranging network re-entry of MS at target BS can proceed without ranging. In this case, serving BS may decide to send MOB-BSHO-REQ/RSP MAC management message to MS, with Bit #8 in HO Process optimization field. When this happens the MS is informed that it should be prepared to resume data communications (i.e. exchange of data PDUs) with target BS, immediately after synchronization with target BS. 
Insert subsection “6.3.22.2.7.1 Network entry/reentry without ranging” after section “6.3.22.2.7  Network entry/reentry”
6.3.22.2.7.1 Network entry/reentry without ranging 
This is the text from the previous section that describes mutual authentication during network re-entry

When, during capabilities negotiation, MS specifies that it supports IEEE 802.16 security, and if all messages in the network entry process are to be omitted, then the MS shall include the HMAC/CMAC Tuple as the last message item in the first data PDU it sends using the AK and key sequence number derived for use on the target BS. If the required HMAC/CMAC Tuple is invalid or omitted in the first data PDU, then the full PKM REQ/RSP sequence must be completed and cannot be omitted. Similarly, the target BS shall include a valid HMAC/CMAC Tuple as the last message item in the first data PDU it sends to the MS. Both MS and target BS rely on valid HMAC/CMAC tupples, attached to either data PDUs or MAC Management messages, to verify its other’s identity. The construction of HMAC/CMAC tupple TLVs for data PDUs is described in section 7.5.4.4.1.

During a network re-entry without ranging process, when data is exchanged while mutual identity verification is pending, sent and received data packets need to be handled in a special manner. 

When one side (MS or BS) sends data to another side without having yet verified the other side’s identity, the sending side must store sent data packets until identity verification of the other side succeeds (i.e. a data PDU or a MAC management message with a valid HMAC/CMAC tupple is received). 
Furthermore, all packets (including the first one) received while identity verification is pending are stored by the receiving side and are neither released to the upper layers not decrypted (if encryption is enabled for the connection to which the data PDUs belong). If identity verification of the other side succeeds, received packets are decrypted and delivered to the higher layers. If identity verification fails, received packets are not decrypted and discarded. 

If verification of the other side’s identity fails, then the sending side must attempt to connect to another side and attempt to verify its identity. If the sending side is the MS, this means connecting to a different BS. If the sending side is the target BS, then this means waiting for a legitimate MS to appear. When attempting to connect to a new side, after identity verification failure, the sending side must retransmit the packets that were sent during the first attempt, as if these packets were never transmitted before, unless the specific QoS rules of the connection the packets belong to requires them to be discarded (e.g. delay has exceeded maximum allowed value).
Both sides, when receiving a data PDU or a MAC Management Message with an appended CMAC tupple TLV, first verify the identity of the sending side by checking the included CMAC tupple. If the CMAC tupple is verified, the other party is marked as identity verified. The receiving party should respond to successful identity verification of the other side, by sending a data PDU or a MAC management message with a valid HMAC/CMAC tupple TLV attached to it.
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