
IEEE C802.16maint-08/107r4

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	TEK Generation and Update for Efficient Secure Handoff

	Date Submitted
	2008-05-12

	Source(s)
	Semyon B Mizikovsky, Zhibi Wang
Alcatel-Lucent

Geunhwi Lim

Samsung

Tzavidas Stavros
Motorola

Erik Colban
Nextwave
Lin-Yi Wu, Chi-Chen Lee, I-Kang Fu
MediaTek Inc.
	smizikovsky@alcatel-lucent.com 
zhibiwang@alcatel-lucent.com 
geunhwi.lim@samsung.com 

stavros.tzavidas@motorola.com 
ecolban@nextwave.com 

ly.wu@mediatek.com 

chichen.lee@mediatek.com 

IK.Fu@mediatek.com 



	Re:
	IEEE 802.16 Letter Ballot Recirculation #26c, on P802.16Rev2/D4, as announced in IEEE 802.16-08/018.

	Abstract
	This contribution proposes a modification on TEK generation and update procedure to improve the handoff efficiency while keeping the connection secure

	Purpose
	For Maint TG discussion and adoption on the proposed text change

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


TEK Generation and Update for Efficient Secure Handoff
Semyon B Mizikovsky, Zhibi Wang
Alcatel-Lucent
Geunhwi Lim

Samsung
Tzavidas Stavros
Motorola
Erik Colban
Nextwave
Lin-Yi Wu, Chi-Chen Lee, I-Kang Fu

MediaTek Inc.
1 Problem Statement

In the current system, the BS randomly generates TEKs and sends the encrypted TEKs to the MS directly through PKMv2 Key-Reply. During handoff, new TEKs are generated and sent to MS through SA-TEK-Update TLV in RNG-RSP or PKMv2 SA-TEK-Response messages, which increases the latency of the Hand-off process. 
If new TEKs are not included in the handover procedure, the TEKs used in S-BS continue to be used in T-BS, but it is less secure than using new TEKs in T-BS.
In addition, establishment of secure connection during the Hand-off is further delayed by the ranging transaction (RNG-REQ – RNG-RSP). This adds additional delay to the Hand-off process.
2 Proposed Solution
This proposal is based on an expedited HO scenarios which enable the traffic transmission independent of receiving a RNG-RSP message. We propose a TEK generation mechanism. Based on this mechanism, the MS and T-BS generate TEKs respectively without any extra message exchange during handoff. 
In the proposed TEK generation algorithm, the TEK is computed by
TEKi = Dot16KDF (KEK, CMAC_KEY_COUNT, TEK_COUNTB, SA-ID, “TEKi Generation”)

………………………………… (1)

The label “TEKi Generation” differentiates between TEK0 and TEK1 keys generated for the same SAID. Specifically the labels will be “TEK0 Generation” and “TEK1 Generation”
Initially, TEK0 and TEK1 Lifetimes are set to 1/8 and ½ of the PMK Lifetime respectively. PN0, PN1, RxPN0, and RxPN1 are initialized to 0 at the time when fresh TEK0 and TEK1 are generated.
In the up-front negotiations procedure, both MS and BS shall clearly identify its capabilities to support the TEK Generation mechanism, and its enforcement. If the proposed TEK Generation mechanism is negotiated, the following procedures are applied.
(1) Initial Access
After the successful EAP-based authentication, the CMAC_KEY_COUNT is reset to 0 in both MS and S-BS, and set as 1 in the Authenticator. Then, the SA-TEK-3-Way handshake follows. In the PKMv2 SA-TEK-Response message, BS distributes the SA Descriptors, which specify the SA-ID and Cryptographic Suite to be used in encrypting data traffic. To derive the TEKs for the SAs, both the MS and BS set TEK_COUNT = 0, and then calculate the TEKs by the equation (1). 
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Figure 1. Initial Access Procedure
(2) Idle Mode Exit, Location Update, and Initial Access with no Re-Authentication.
In the cases of Idle Mode Exist, Location Update, and Initial Access with no Re-Authentication, the MS increments the CMAC_KEY_COUNTM by 1 and sends it in the RNG-REQ message to S-BS. S-BS validates the CMAC_KEY_COUNT by using currently defined verification procedure (i.e., compare CMAC_KEY_COUNTM in RNG-REQ and. CMAC_KEY_COUNTN from Authenticator). After the successful validation of CMAC_KEY_COUNT, both the MS and S-BS reset the TEK_COUNT as 0 and calculate the fresh TEK0 and TEK1. By applying the new TEK Generation mechanism, no modification is required to the current signaling. 
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Figure 2. Idle Mode Exit, Location Update, and Initial Access with no Re-Authentication
(3) Optimization HO

Two alternative procedures are proposed for Optimized HO. The first one doest not need any additional signaling, but MS and T-BS may derive different TEKs due to the inconsistence of CMAC_KEY_COUNTM in MS and CMAC_KEY_COUNTN in Authenticator. The second procedure requires to include the CMAC_KEY_COUNTM in HO messages and to modify the existing CMAC_KEY_COUNT update behavior in network side, but it guarantees that MS and T-BS derive the correct TEKs.
Procedure 1: With No Additional Signaling

(1) Before access the T-BS, MS computes the TEKs by using the incremented value of CMAC_KEY_COUNTM, KEK, T-BS ID, etc. Then, it sends MOB-MSHO-REQ to indicate the S-BS of the handover intention.
(2) All potential T-BS’s are pre-populated with AK Context, including AK and expected CMAC_KEY_COUNTN. To prevent potential replay, all T-BS(s) shall retain received AK Context and PNs until an explicit indication of HO completion is received from Authenticator – consistent with current NWG specifications.
(3) Alternatively, MS sends the RNG-REQ to selected T-BS(s), and they request/receive the AK Context from the Authenticator.
(4) The T-BS computes the TEK once the CMAC_KEY_COUNT is received. If CMAC_KEY_COUNTN is received before CMAC_KEY_COUNTM, the TEK is computed with CMAC_KEY_COUNTN at the T-BS.
There is a potential of CMAC_KEY_COUNTN < CMAC_KEY_COUNTM, and it leads to the inconsistent TEKs in MS and T-BS. To handle this error, the following conditions are considered in TBS
· CMAC_KEY_COUNTN = CMAC_KEY_COUNTM
· Normal valid case. Its validity can be determined early by verifying AUTH of UL Data if AES/CCM is used.

· CMAC_KEY_COUNTN < CMAC_KEY_COUNTM
· This is a Mis-synchronization case. 

· If AES/CCM is used, then classic self-synchronization method can be applied:

· CMAC_KEY_COUNTN is force-incremented by the T-BS (before the CMAC_KEY_COUNTM is received), and AUTH of UL Data is checked again.

· CMAC_KEY_COUNTN > CMAC_KEY_COUNTM
· This is a Replay attempt. Self-sync will not succeed. The data from MS has to be discarded. 

· Once the CMAC_KEY_COUNTM is received and found to be smaller than expected, the connection is released.
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Figure 3. Optimization HO with No Additional Signaling
Procedure 2: With Additional Signaling

(1) Before access the T-BS, MS computes the TEKs by using the incremented value of CMAC_KEY_COUNTM, KEK, T-BS ID, etc. 
(2) MOB-MSHO-REQ indicates to the S-BS that MS intends a handover, and includes an additional CMAC_KEY_COUNTM.
(3) S-BS informs the Authenticator; the CMAC_KEY_COUNTM is transported to the Authenticator.
(4) Authenticator sets the CMAC_KEY_COUNTN = MAX(CMAC_KEY_COUNTM, CMAC_KEY_COUNTN) , which is a new operation. 

(5) Authenticator pre-populates all potential T-BS’s with AK Context including CMAC_KEY_COUNTN. 
(6) Alternatively, MS sends the RNG-REQ to selected T-BS(s), and they request/receive the AK Context from the Authenticator.
(7) The T-BS computes the TEK once the CMAC_KEY_COUNT is received. If CMAC_KEY_COUNTN is received before CMAC_KEY_COUNTM, the TEK is computed with CMAC_KEY_COUNTN at the T-BS.

Since the CMAC_KEY_COUNT in MS and Authenticator are synchronized in Step 4, the MS and TBS will derive the same TEKs in Step 7.
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Figure 4. Optimization HO with Additional Signaling
(5) TEK Refresh

   Two alternative solutions are presented to perform TEK refresh before TEK lifetime expires.
· Alternative 1: As currently defined, TEK can be requested by MS and returned to MS under encryption by KEK. However, because KEK is already used for TEK generation, reusing it for encryption of randomly generated TEK is not advised.
· Alternative 2: 

· The TEK_COUNT is defined as a Counter of TEK Refreshes between the Accesses/Handoffs, i.e. while MS is working with the same S-BS. 
· The TEK_COUNT is reset to ‘0’ for each increment of CMAC_KEY_COUNT, and is monotonically incremented for every TEK refresh between handoffs.
· The TEC_COUNTM is the TEK_COUNT value maintained by the MS.

· The TEC_COUNTB is the TEK_COUNT value maintained by the BS.
· Add the TEK_COUNTM to TEK-REQ (Assuming that TEK-REQ is protected by CMAC).

· Set the TEK_COUNTB = MAX(TEK_COUNTM , TEK_COUNTB ).


· The TEK is computed as 

· TEKi = Dot16KDF (KEK, CMAC_KEY_COUNT, TEK_COUNTB, SA-ID, “TEKi Generation”)
· The TEK Lifetimes and TEK Sequence Numbers are sent to MS in TEK-RSP.
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Figure 4. Optimization HO with Additional Signaling
3 Proposed Text Changes
Modify 7.2.2.2.6 as indicated:

7.2.2.2.6 Traffic encryption key (TEK)

The TEK is generated as a random number in the BS and is encrypted using the corresponding TEK encryption algorithm (e.g., AES key wrap for SAs with TEK encryption algorithm identifier in the cryptographic suite is equal to 0x04), keyed with the KEK and transferred between BS and SS in the TEK exchange.
When the TEK encryption algorithm is set to “Counter-based TEK Generation”, the TEK is generated by BS and SS respectively as follows:

TEKi= Dot16KDF (KEK, CMAC_KEY_COUNT, TEK_COUNT, SAID, “TEKi Generation”)

The generated TEK is not transferred between BS and SS.
Upon the successful completion of SS access to the BS and assignment of SA the TEK_COUNT is initialized to zero. Both the SS and the BS compute the TEKs based on the current values of CMAC_KEY_COUNT and TEK_COUNT. Initially, TEK0 and TEK1 Lifetimes are set to 1/8 and 1/2 of the PKM lifetime respectively. PN0, PN1, RxPN0, and RxPN1 are initialized to 0 at the time when fresh TEK0 and TEK1 are generated.

In each periodical TEK refresh, the SS increments the value of the TEK_COUNTM by 1, and sends the incremented TEK_COUNTM to the BS in PKMv2 Key-Request message. The BS compares the TEK_COUNTM received in the PKMv2 Key-Request message with the corresponding value of TEK_COUNT kept by the BS (denoted as TEK_COUNTB). 
If TEK_COUNTM < TEK_COUNTB, the BS shall silently discard the PKMv2 Key-Request message, and shall not update the TEKs.
If TEK_COUNTM >= TEK_COUNTB, the BS shall set the TEK_COUNTB = TEK_COUNTM, and generate the new TEKs by using TEK_COUNTM. The BS then responds to the SS with the PKMv2 Key-Reply message, in which the new TEK sequence number, and lifetime are included.
After receiving PKMv2 Key-Reply from BS, the SS also updates the TEKs using the TEK_COUNTM. 
When the CMAC_KEY_COUNT is reset to 0 (e.g., after successful authentication) or incremented (e.g., reentry from Idle mode, Secure Location Update, or Handover), both the SS and BS reset TEK_COUNT to zero, and use the new CMAC_KEY_COUNT and TEK_COUNT to derive TEKs.
Add 7.2.2.2.6.1 as follows:

7.2.2.2.6.1 Counter-based TEK Generation for HO or re-entry from Idle mode
When SS performs reentry from Idle mode or secure location update, it increments the CMAC_KEY_COUNTM and includes it in the RNG-REQ to BS. After BS successfully validates CMAC_KEY_COUNTM, both the SS and BS reset TEK COUNT as zero, and compute the TEKs by using new KEK, CMAC_KEY_COUNTM, and TEK_COUNT.
While performing HO, both SS and TBS compute the TEKs as defined in section 7.2.2.2.6 before RNG-REQ is sent by the SS or received by the BS. 
Before accessing TBS, SS increments the CMAC_KEY_COUNTM, derives KEK based on TBSID, resets TEK_COUNT to zero, and then computes TEKs as defined in Sec.7.2.2.2.6 . 
At the network sides, all potential TBSs are pre-populated with AK context, including AK and CMAC_KEY_COUNTN. The TBSs reset the TEK_COUNT to zero and compute the TEKs as defined in Sec.7.2.2.2.6.
In a normal common case, the CMAC_KEY_COUNTM received by the BS will be equal to the CMAC_KEY_COUNTB maintained by the BS, and the TEKs computed by the SS and BS will be the same..
Since it is possible that CMAC_KEY_COUNTM might occasionally be larger than CMAC_KEY_COUNTN before RNG-REQ containing the CMAC_KEY_COUNTM is communicated, the TEKs calculations at the SS and BS, might be yield different results. If AES algorithm in CCM mode is used for data encryption, then the following self-synchronization method can be applied to correct the mis-synchronization:

· CMAC_KEY_COUNTN is force-incremented by the T-BS (before the CMAC_KEY_COUNTM is received), and the validity check on the decrypted UL Data is checked again. 
This technique can be applied a preset number of times (implementation-dependent) until the UL Data is declared valid, otherwise the UL Data is buffered at the TBS until reception of the RNG-REQ message with the value of CMAC_KEY_COUNTM value.
If the received CMAC_KEY_COUNTM is smaller that CMAC_KEY_COUNTM, the Replay attempt is declared. The UL Data from MS shall be discarded and the connection is released.
.

Modify Table 69 in 6.3.2.3.9.21 as indicated:

Table 69—PKMv2 Key-Request message attributes
	Attribute
	Contents

	Key Sequence Number
	AK sequence number

	SAID
	Security association identifier —GSAID for MBS

	Nonce
	A random number generated in an MS

	TEK_COUNT
	TEK_COUNT for “Counter-based TEK Generation” algorithm

	HMAC/CMAC Digest
	Message digest calculated using AK


Modify Table 70 in 6.3.2.3.9.22 as indicated:

Table 69—PKMv2 Key-Request message attributes
	Attribute
	Contents

	Key Sequence Number
	AK sequence number

	SAID
	Security association identifier —GSAID for MBS

	TEK-Parameters
	“Older” generation of key parameters relevant to SAID —GTEK-Parameters for the MBS.

	TEK-Parameters
	“Newer” generation of key parameters relevant to SAID. — GTEK-Parameters for the multicast or broadcast service.

	GKEK-Parameters
	“Older” generation of GKEK-related parameters for MBS.

	GKEK-Parameters
	“Newer” generation of GKEK-related parameters for MBS.

	Nonce
	A random number generated in an MS

	TEK_COUNT
	TEK_COUNT for “Counter-based TEK Generation” algorithm

	HMAC/CMAC Digest
	Message digest calculated using AK


Modify Table 556 in 11.9 as indicated: 
Table 556 – PKM attributes types

	Type
	PKM Attribute

	…
	…

	35
	Encrypted pre-PAK

	36
	TEK_COUNT

	367-255
	Reserved


Modify Table 582 in 11.9.3 as indicated: 
Table 582 – TEK encryption algorithm identifiers

	Value
	Description

	0
	Reserved

	1
	3-DES EDE with 128-bit key

	2
	RSA with 1024-bit key

	3
	ECB mode AES with 128-bit key

	4
	AES key wrap with 128-bit key

	5
	Counter-based TEK Generation

	56-255
	Reserved


Modify Table 588 and Table 589 in 11.9.14 as indicated: 
Table 588 – TEK encryption algorithm identifiers

	Value
	Description

	0
	Reserved

	1
	3-DES EDE with 128-bit key

	2
	RSA with 1024-bit key

	3
	ECB mode AES with 128-bit key

	4
	AES key wrap with 128-bit key

	5
	Counter-based TEK Generation

	56-255
	Reserved


Table 589 – Allowed cryptographic suites

	Value
	Description

	0x000000
	No data encryption, no data authentication, no key encryption

	0x010001
	CBC mode 56-bit DES, no data authentication and 3-DES,128

	0x000002
	No data encryption, no data authentication and RSA, 1024

	0x010003
	CBC mode 56-bit DES, no data authentication and RSA, 1024

	0x020003
	CCM mode AES, no data authentication and AES, 128

	0x020103
	CCM mode 128-bit AES, CCM mode, 128-bit, ECB mode AES with 128-bit key

	0x020104
	CCM mode 128bits AES, CCM mode, AES key wrap with 128-bit key

	0x030003
	CBC mode 128-bit AES, no data authentication, ECB mode AES with 128-bit key

	0x800003
	MBS CTR mode 128 bits AES, no data authentication, AES ECB mode with 128-bit key

	0x800004
	MBS CTR mode 128 bits AES, no data authentication, AES key wrap with 128-bit key

	0x020105
	CCM mode 128-bit AES, CCM mode, 128-bit, Counter-based TEK Generation

	All remaining values
	Reserved


Insert the following subsection after section 11.9.39

11.9.40 TEK_COUNT
The TEK_COUNT is used for generating the TEKs of the SA whose TEK encryption algorithm is “Counter-based TEK Generation”. It is used as the key freshness parameter during the TEK key refreshing procedure between the SS and the SBS. This TLV is included in the PKMv2 Key-Request message,.
	Type
	Length
	Value 

	37
	8 bits
	The TEK_COUNT used in “Counter-based TEK Generation” algorithm.


-------------------------------------------------------------End of the Text-------------------------------------------------------------
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