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GTEK Update
Allan Xu, Junxian Mo, Lei Jin, Lina Liu.
Huawei Technologies Co.,Ltd.
Introduction
In multi-BS MBS scenario, MS in idle mode also can receive MBS data. When GTEK updates, BS may broadcast same GTEK several times because MSs in MBS may have different paging listen intervals. This introduces waste of radio resource. However even if MS is not in any MBS group, it will decode this broadcast message, this is not efficient in power saving.
For problems shown in previous paragraph, we suggest that MBS_MAP message takes the updated GTEK, in this way BS can broadcast updated GTEK once for one GTEK updating, and MS can obtain the updated GTEK when it decodes MBS_MAP message.

Proposed text changes
Part 1:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[In Rev2/D3, line 47 on page 240, section 6.3.2.3.52, insert the following text] 

Updated GTEK List

Updated GTEK List indicates updated GTEK information for different GSAID. BS can use this TLV to update GTEK for MBS. MS shall update corresponding GTEK when it matches GSAID when it decodes MBS_MAP message.

---------------------------------------------------------End of the Text-------------------------------------------------------- 

Part 2:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 54 on page 487, section 7.2.2.2.7, change the text as] 

[…]

The GTEK is randomly generated at the BS or at certain network node and is encrypted using same algorithms applied to encryption for TEK and transmitted to the SS in broadcast or unicast messages. The GTEK in a PKMv2 Key-Reply message shall be encrypted by the KEK. Also, the GTEK in a PKMv2 Group Key Update Command message or MBS_MAP message will be encrypted by the GKEK.
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 3:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 8 on page 488, section 7.2.2.2.8, change the text as] 

[…]

The MGTEK is the GTEK for the MBS. An SS can get the GTEK by exchanging the PKMv2 Key Request message and the PKMv2 Key Reply message with a BS or by receiving the PKMv2 Group-Key-Update- Command message from a BS or by receiving the MBS_MAP message from BS. The generation and transport of the GTEK is defined as in 6.3.2.3.9 and 7.9.

---------------------------------------------------------End of the Text-------------------------------------------------------- 

Part 4:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 8 on page 510, section 7.2.2.6, change the text as] 

[…]

For the multicast service or the broadcast service, the BS may include both of GTEKs in its Key Reply messages when an SS request traffic keying material. Furthermore, the BS may include the newer GTEK in the PKMv2 Group-Key-Update-Command message when the BS transmits the new traffic keying material in key push mode or BS may include the newer GTEK in the MBS_MAP message when the BS transmits the new traffic keying material. The BS encrypts DL traffic with current GTEK. The SS decrypts DL traffic with either the older or newer GTEK, depending upon which of the two keys the BS is using at the time. See 7.9 for details on SS and BS key usage requirements. 

Through operation of a TEK state machine, the SS attempts to keep its copies of an SAID’s TEKs synchronized with those of its BS. A TEK state machine issues Key Requests to refresh copies of its SAID’s keying material soon after the scheduled expiration time of the older of its two TEKs and before the expiration of its newer TEK. To accommodate for SS/BS clock skew and other system processing and transmission delays, the SS schedules its Key Requests a configurable number of seconds before the newer TEK’s estimated expiration in the BS. With the receipt of the Key Reply, the SS shall always update its records with the TEK parameters from both TEKs contained in the Key Reply message. TEK parameters are contained in the two PKMv2 Group-Key-Update-Command message messages or the MBS_MAP message for the multicast service or the broadcast service.

---------------------------------------------------------End of the Text-------------------------------------------------------- 

Part 5:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 39 on page 512, section 7.2.2.6.2, insert the following text] 

— MBS_MAP: push a GTEK for this GSAID for the multicast service or the broadcast ser-vice in multi-BS MBS scenario. Sent by the BS to the SS and authenticate with keyed message digest. The message authentication key is derived from the GKEK in the Key Update Command message when GTEK updates. The MBS_MAP message may substitute Key Update Command message when BS pushes a GTEK for one specific multicast service or the broadcast service in multi-BS MBS scenario.

---------------------------------------------------------End of the Text--------------------------------------------------------
Part 6:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 12 on page 513, section 7.2.2.6.3, change the text as] 

[…]
— GTEK Updated: This event is triggered when the SS receives the new GTEK and traffic keying material through the PKMv2 Group-Key-Update-Command message for the GTEK update mode or the MBS_MAP message.
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 7:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 47 on page 515, section 7.2.2.6.5, change the text as] 

[…]

11-G  M&B Rekey Interim Wait (GTEK Updated) -> Operational 

a) Clear Key Request retry timer 

b) Process contents of PKMv2 Group-Key-Update-Command message for the GTEK update mode or MBS_MAP message and incorporate new traffic keying material into key database 

c) Set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the key’s scheduled expiration
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 8:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 3 on page 547, section 7.9.1, insert the following text] 

In multi-BS MBS scenario, a BS may distribute updated GTEK by sending MBS_MAP message before old distributed GTEK is expired. And MS shall update its GTEK when it matches the GSAID in MBS_MAP message. MBS_MAP message may substitute PKMv2 Group-Key-Update-Command message when GTEK updates in multi-BS MBS scenario.
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 9:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 45 on page 547, section 7.9.1.1, insert the following text] 

In multi-BS MBS scenario, a BS may transmit the MBS_MAP message to update GTEK for one specific MBS after the M&B TEK Grace Time. MBS_MAP message may substitute PKMv2 Group-Key-Update-Command message when GTEK updates in multi-BS MBS scenario.
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 10:

---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 59 on page 547, section 7.9.2, change the text as] 

Messages used in the MBRA are the PKMv2 Key Request, PKMv2 Key Reply, and PKMv2 Group-Key- Update-Command and MBS_MAP messages. 

— PKMv2 Key-Request. An SS may request the traffic keying material with the PKMv2 Key Request message in the initial GTEK request exchange procedure or the GTEK refresh procedure. Refer to 6.3.2.3.9.21.

— PKMv2 Key-Reply. A BS responds to the PKMv2 Key-Reply message with the Key Reply message including the traffic keying material. The PKMv2 Key-Reply message includes GKEK as well as GTEK. The GTEK is the TEK for the multicast or broadcast service. GKEK and GTEK are encrypted to safely distribute to an SS. GTEK is encrypted with the GKEK for the multicast service or the broadcast service. The GKEK is encrypted with the KEK. See 7.5.4.5.2 and 7.9.3 for details. This message is carried on the primary management connection. Refer to 6.3.2.3.9.22. 

— PKMv2 Group-Key-Update-Command. A BS transmits a PKMv2 Group-Key-Update-Command message to initiate and push newly updated GKEK and GTEK to every SSs served with the specific multicast or broadcast service.
— MBS_MAP. In multi-BS MBS scenario, a BS may transmit a MBS_MAP message to push newly updated GTEK to every SSs served with the specific multicast or broadcast service.
---------------------------------------------------------End of the Text--------------------------------------------------------
Part 11:
---------------------------------------------------------Start of the Text-------------------------------------------------------- 

[InRev2/D3, line 36 on page 1193, add a new section 11.22] 

11.22 MBS_MAP message encodings 
The encoding described in this subclause is specific to the MBS_MAP message.
11.22.1 Updated GTEK List
Updated GTEK List includes updated GTEK information for different GSAID. BS may use this TLV to update GTEK for MBS. MS shall update corresponding GTEK when it matches GSAID.

	Type
	Length
	Value
	Scope

	150
	variable
	0-7 bit No. GSAID
for(i=1;i<= No. GSAID; i++){
16bits GSAID
TEK Parameters
}
	OFDMA


TEK Parameters are defined in section 11.9.8 (Table 562).
---------------------------------------------------------End of the Text-------------------------------------------------------- 


  


