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Security Rapporteur Group Recommendations
David Johnston

Intel Corporation
The Security Rapporteur Group called to order Tuesday March 18th, 2008, 1.10pm

Recommendations were made to resolve comment numbers 2029, 2032, 2090 and 2092.
If the recommendation for comment number 2090 is accepted by the Task Group, 2091 should be superceeded by 2090. This decision is deferred to the 802.16m TG.
No consensus on the following comments was reached: 2026, 2052 and 2093 through 2099.

The Security Rapporteur Group recessed, Tuesday March 18th, 2008, 2.10pm 

Comment # 2029
The Security Rapporteur group recommends that the resolution of comment# 2029 be accepted with the following modification:

[Modify the sentence on page 89, line 60, as follows]
The following parameter may be included in the RNG-REQ message when the MS is attempting to perform

nNetwork reeRe-Entry, Keep-Alive check in sleep mode, Secure Location Update, or HO and the MS has a valid hashed message authentication code (HMAC)/cipher-based message authentication code (CMAC) tuple necessary to expedite security authentication.

          HMAC/CMAC Tuple (see 11.1.2)

[Modify the table 66 on page 111, line 32 as follows]

Table 66—PKMv2 SA-TEK-Request message attributes
--------------------------------------------------------------------------------------------------------------------------------------------------

Attribute                                         |                                         Contents

---------------------------------------------+---------------------------------------------------------------------------------------------------

         .....                                        |   .................

---------------------------------------------+---------------------------------------------------------------------------------------------------

Security-Capabilities                     |  Describes requesting MS’s security capabilities  (11.9.13)

                                                      | 

---------------------------------------------+---------------------------------------------------------------------------------------------------

Security Negotiation Parameters   |  Confirms Describes requesting MS’s security capabilities (see 11.8.4.5)

---------------------------------------------+---------------------------------------------------------------------------------------------------

HMAC/CMAC Digest                     |  Message authentication digest for this message
---------------------------------------------+---------------------------------------------------------------------------------------------------
Comment # 2032
The Security Rapporteur group recommends that the resolution of comment# 2032 be accepted with the following modification:

[Modify the table 66 on page 111, line 32 as follows]

Table 66—PKMv2 SA-TEK-Request message attributes
--------------------------------------------------------------------------------------------------------------------------------------------------

Attribute                                        |                                         Contents

---------------------------------------------+---------------------------------------------------------------------------------------------------

         .....                                       |   .................

---------------------------------------------+---------------------------------------------------------------------------------------------------

Security-Capabilities                     |  Describes The requesting MS’s security capabilities supported 

                                                     | cryptographic suits (11.9.13)        

                                                     |  
---------------------------------------------+---------------------------------------------------------------------------------------------------

Security Negotiation Parameters  |  Confirms The requesting MS’s security capabilities (see 11.8.4.5). 

---------------------------------------------+---------------------------------------------------------------------------------------------------

HMAC/CMAC Digest                    |  Message authentication digest for this message
---------------------------------------------+---------------------------------------------------------------------------------------------------
[On page 541, line 43, change SBC-REG to SBC-REQ]

[On page 112, modify Table 67, 9th row as follows: ]

---------------------------------------------+---------------------------------------------------------------------------------------------------

Security Negotiation Parameters  |  Confirms the authentication and message integrity parameters to be used
                                                     | The responding BS’s security capabilities (see 11.8.4.5). 

---------------------------------------------+---------------------------------------------------------------------------------------------------
Comment # 2090
The Security Rapporteur group recommends that the resolution of comment# 2090 be accepted without modification:

Note: This implies that 2091 should be superceeded by 2090.

Comment # 2092
The Security Rapporteur group recommends that the resolution of comment# 2092 be accepted with the following modification:

[On p. 495, line 16, change:]

In the case of reauthentication, the older PMK and its AKs shall be deleted by the SS after verifying

the HMAC or CMAC of the PKMv2 SA-TEK challenge message and the BS after verifying the

HMAC/CMAC of the PKMv2 SA-TEK request messageafter successful completion of the 3-way SA-TEK handshake (7.8.1).
[On page 541, line 47, change:]
Upon successful validation of the PKMv2 SA-TEK-Request, the BS shall send PKMv2 SA-TEKResponse

back to the SS. The message shall include a compound TLV list each of which identifies

the Primary and static SAs, their SA identifiers (SAID) and additional properties of the SA (e.g.,

type, cryptographic suite) that the SS is authorized to access. The message shall also include a frame number upon which the BS and the MS  shall discard the old AK context. In case of HO, the details of any

Dynamic SAs that the requesting MS was authorized in the previous serving BS are also included. In

addition, the BS must include, through the Security Negotiation Parameters attribute, the security

capabilities that it wishes to specify for the session with the SS (these will generally be the same as

the ones insecurely negotiated in SBC-REQ/RSP).

[On page 542, line 22, change:]
Upon receipt of PKMv2 SA-TEK-Response, an SS shall verify the HMAC/CMAC. If the HMAC/

CMAC is invalid, the SS shall ignore the message. Upon successful validation of the received

PKMv2 SA-TEK-Response, the SS shall install the received TEKs and associated parameters appropriately.

Verification of HMAC/CMAC is done as per subclauses 7.5.3 and 7.5.4.4.

The SS also must verify the BS’s security negotiation parameters TLV encoded in the Security

Negotiation Parameters attribute against the security negotiation parameters TLV provided by the

BS through the SBC-RSP message. If security capabilities do not match, the SS should report the

discrepancy to upper layers. The SS may choose to continue the communication with the BS. In this

case, the SS may adopt the security negotiation parameters encoded in SA-TEK-Response message.

After the MS has received the SA-TEK -Response message and verified the authenticity of the mesage the MS shall start using the new AK context for all UL management messages. The MS shall maintain the old context and use it to validate  messages recieved from the BS using this AK context for as long as the frame number included in the SA-TEK-Response message has not been reached.  The BS shall continue using the old AK context until it receives a management message from the MS using the new AK context, after which it shall start using the new AK context for DL managent messages. Regardless of having received any UL message authenticated using the new AK context, the BS shall discard the old context upon reaching the frame number included in the last SA-TEK-Response message sent to the MS. At this point in time the 3-way handshake is considered to have successfully completed.
Security Rapporteur group closed, Tuesday March 18th, 2008, 2.10pm


  


