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TEK generation and update for Handover 

Samsung Electronics.
Introduction – Problem Description
The method to reduce the HO latency is being discussed currently. The MS needs to receive the necessary information to communicate with the target BS after HO. Normally the MS receives it from the RNG-RSP message sent from the target BS as a response to a RNG-REQ message.

One of the requirements to communicate with the target BS is sharing TEKs when the data is encrypted and transmitted. Currently, the TEKs are updated after the MS receives a RNG-RSP message which includes SA-TEK-Update TLV. If the MS is required to receive data without regard to the receipt of the RNG-RSP, the TEKs shall be delivered to the MS before the traffic data and RNG-RSP messages are transmitted. If the TEKs used at the serving BS can continuously be used at the target BS, the TEKs need not to be sent to the MS. But, this method increases the possibility to compromise the connection between the BS and the MS and requires the transmission of the PN windows for AES-CCM encryption. Thus, it is needed to share TEKs, prior to the transmission of data, which will expedite data transmission after HO.
Proposed Solution
















































































































  


