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wmanIf2BsPm – Authentication Metrics  
Joey Chou
Intel
1. Introduction
This document proposes the authentication metrics to be included in wmanIfBsPm that can be used to detect an active attack, as described in the note in subclause 11.1.2.2.   
NOTE—It would be appropriate for a MIB to increment an error count on receipt of a nonauthentic message so that management can detect an active attack.
It also provide conformance statements for objects defined in wmanIfBsPm.
2. Proposed Text

2.1
MIB Module Description
13.1.3.4 wmanIf2BsPm
Figure 313 shows the structure of wmanIf2BsPm subtree.

[Add the wmanIf2BsAuthenticationMetricsTable to the subtree]
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Figure 313 – wmanIf2BsPm Structure
[Add the wmanIf2BsAuthenticationMetricsTable]
13.1.3.4.12 wmanIf2BsAuthenticationMetricsTable
wmanIf2BsAuthenticationMetricsTable contain counters to count on receipt of non-authentic messages so that an active attack can be detected..
2.2
ASN.1 Notations
It proposes the following new code be added to the wmanIf2BsPm. 
[Add the wmanIf2BsMacMetrics to wmanIf2BsTrapControlRegister]

wmanIf2BsTrapControlRegister    OBJECT-TYPE

        SYNTAX      BITS {wmanIf2BsSsStatusNotification (0),

                          wmanIf2BsSsDynamicServiceFail (1),

                          wmanIf2BsSsRssiStatusChange   (2),

                          wmanIf2BsSsRegister           (3),

                          wmanIf2BsSsPkmFail            (4),

                          wmanIf2BsStartupMetrics       (5),

                          wmanIf2BsThroughputMetrics    (6),

                          wmanIf2BsNetworkEntryMetrics  (7),

                          wmanIf2BsPacketErrorRate      (8),

                          wmanIf2BsHandoverMetrics      (9),

                          wmanIf2BsUserMetrics          (10),

                          wmanIf2BsCidMetrics           (11),

                          wmanIf2BsServiceFlowMetrics   (12),

                          wmanIf2BsArqHarqMetrics       (13),

                          wmanIf2BsMacMetrics           (14)}

        MAX-ACCESS read-write

        STATUS     current

        DESCRIPTION

            "The object is used to enable or disable Base Station traps.

             From left to right, the set bit indicates the corresponding

             Base Station trap is enabled."

        ::= { wmanIf2BsTrapControl 1 }
[Add the wmanIf2BsMacMetricsTrap]

wmanIf2BsMacMetricsTrap NOTIFICATION-TYPE

        OBJECTS     {ifIndex,

                     wmanIf2BsHmacUnauthenticated,

                     wmanIf2BsCmacUnauthenticated,

                     wmanIf2BsShortHmacUnauthenticated}

        STATUS      current

        DESCRIPTION

            "An event to report Message Authentication Code Metrics for

             a given sector identified by ifIndex."

        ::= { wmanIf2BsTrapPrefix 15 }

[Add the wmanIf2BsAuthenticationMetricsTable to wmanIf2BsPm]

-- 

-- Base Station Authentication Metrics Table

--         

wmanIf2BsAuthenticationMetricsTable OBJECT-TYPE

        SYNTAX      SEQUENCE OF WmanIf2BsAuthenticationMetricsEntry

        MAX-ACCESS  not-accessible

        STATUS      current

        DESCRIPTION

            "This table contain counters to count on receipt of 

             non-authentic messages so that an active attack can be

             detected.

             BS should reset all counters after they have been reported

             to EMS via wmanIf2BsPerformanceCountersTrap."

        ::= { wmanIf2BsPm 12 }

wmanIf2BsAuthenticationMetricsEntry OBJECT-TYPE

        SYNTAX      WmanIf2BsAuthenticationMetricsEntry

        MAX-ACCESS  not-accessible

        STATUS      current

        DESCRIPTION

            "This table provides one row for each BS sector."

        INDEX     { ifIndex }

        ::= { wmanIf2BsAuthenticationMetricsTable 1 }

WmanIf2BsAuthenticationMetricsEntry ::= SEQUENCE { 

        wmanIf2BsHmacUnauthenticated            Counter32,

        wmanIf2BsCmacUnauthenticated            Counter32,

        wmanIf2BsShortHmacUnauthenticated       Counter32}

wmanIf2BsHmacUnauthenticated OBJECT-TYPE

        SYNTAX      Counter32        

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "BS increments this counter by 1, each time it receives an

             unauthenticated HMAC message."

        ::= { wmanIf2BsAuthenticationMetricsEntry 1 }   

wmanIf2BsCmacUnauthenticated OBJECT-TYPE

        SYNTAX      Counter32        

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "BS increments this counter by 1, each time it receives an

             unauthenticated CMAC message."

        ::= { wmanIf2BsAuthenticationMetricsEntry 2 }

wmanIf2BsShortHmacUnauthenticated OBJECT-TYPE

        SYNTAX      Counter32        

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "BS increments this counter by 1, each time it receives an

             unauthenticated short HMAC message."

        ::= { wmanIf2BsAuthenticationMetricsEntry 3 }
[Add the wmanIf2BsMacMetricsTrap to wmanIf2BsMibNotificationGroup]

wmanIf2BsMibNotificationGroup     NOTIFICATION-GROUP

        NOTIFICATIONS {wmanIf2BsSsStatusNotificationTrap,

                       wmanIf2BsSsRssiStatusChangeTrap, 

                       wmanIf2BsSsPkmFailTrap, 

                       wmanIf2BsSsDynamicServiceFailTrap, 

                       wmanIf2BsSsRegisterTrap,

                       wmanIf2BsStartupMetricsTrap,         

                       wmanIf2BsThroughputMetricsTrap, 

                       wmanIf2BsNetworkEntryMetricsTrap, 

                       wmanIf2BsPacketErrorRateTrap, 

                       wmanIf2BsHandoverMetricsTrap,

                       wmanIf2BsUserMetricsTrap, 

                       wmanIf2BsCidMetricsTrap, 

                       wmanIf2BsServiceFlowMetricsTrap, 

                       wmanIf2BsArqHarqMetricsTrap,

                       wmanIf2BsMacMetricsTrap}

        STATUS       current

        DESCRIPTION

            "This group contains event notifications."

        ::= { wmanIf2BsMibGroups 2 }
[Add the wmanIf2BsMibPmGroup to wmanIf2BsMibCompliance]
wmanIf2BsMibPmGroup     OBJECT-GROUP

        OBJECTS {wmanIf2BsGranularityInterval,

                 wmanIf2BsCountersReportInterval,

                 wmanIf2BsPmMeasurementBitMap, 

                 wmanIf2BsHistogramIndex,

                 wmanIf2BsChannelNumber,

                 wmanIf2BsStartFrame,

                 wmanIf2BsDuration,

                 wmanIf2BsBasicReport,

                 wmanIf2BsMeanCinrReport,

                 wmanIf2BsMeanRssiReport,

                 wmanIf2BsStdDeviationCinrReport,

                 wmanIf2BsStdDeviationRssiReport,

                 wmanIf2BsAuthenAttempt, 

                 wmanIf2BsAuthenSuccess,

                 wmanIf2BsAuthenSuccessRate,

                 wmanIf2BsRangingAttempt, 

                 wmanIf2BsRangingSuccess,

                 wmanIf2BsRangingSuccessRate,

                 wmanIf2BsAvgDlUserThroughput,

                 wmanIf2BsAvgUlUserThroughput,

                 wmanIf2BsAvgDlMacThroughput,

                 wmanIf2BsAvgUlMacThroughput,

                 wmanIf2BsAvgDlPhyThroughput,

                 wmanIf2BsAvgUlPhyThroughput,

                 wmanIf2BsPeakDlUserThroughput,

                 wmanIf2BsPeakUlUserThroughput,

                 wmanIf2BsPeakDlMacThroughput,

                 wmanIf2BsPeakUlMacThroughput,

                 wmanIf2BsPeakDlPhyThroughput,

                 wmanIf2BsPeakUlPhyThroughput,

                 wmanIf2BsAvgDlCellEdgeThroughput,

                 wmanIf2BsAvgUlCellEdgeThroughput,

                 wmanIf2BsThroughputMeasurements,

                 wmanIf2BsAvgNetworkEntryLatency,

                 wmanIf2BsMaxNetworkEntryLatency,

                 wmanIf2BsAvgNetworkReEntryLatency,

                 wmanIf2BsMaxNetworkReEntryLatency,

                 wmanIf2BsNumOfNetworkEntries,

                 wmanIf2BsNumOfNetworkReEntries,

                 wmanIf2BsDlPacketsSent, 

                 wmanIf2BsDlPacketsErrored,

                 wmanIf2BsDlPacketErrorRate,

                 wmanIf2BsUlPacketsReceived, 

                 wmanIf2BsUlPacketsErrored,

                 wmanIf2BsUlPacketErrorRate,

                 wmanIf2BsHandoverAttempt, 

                 wmanIf2BsHandoverSuccess,

                 wmanIf2BsHandoverSuccessRate,

                 wmanIf2BsHandoverCancel, 

                 wmanIf2BsHandoverReject,

                 wmanIf2BsHandoverCancelRate,

                 wmanIf2BsHandoverRejectRate,

                 wmanIf2BsUnexpectedHandover,

                 wmanIf2BsAvgHandoverTime,

                 wmanIf2BsMaxHandoverTime,

                 wmanIf2BsHandoverMeasurements,

                 wmanIf2BsActiveUsers, 

                 wmanIf2BsMaxNormalModeUsers,

                 wmanIf2BsMaxSleepModeUsers,

                 wmanIf2BsMaxIdleModeUsers,

                 wmanIf2BsAvgNormalModeUsers,

                 wmanIf2BsUsersMeasurements,

                 wmanIf2BsBasicAndPrimaryCids, 

                 wmanIf2BsMaximumUserCids,

                 wmanIf2BsAvgUserCids,

                 wmanIf2BsUsersCidMeasurements,

                 wmanIf2BsDsaReqCount, 

                 wmanIf2BsDsaReqSuccess,

                 wmanIf2BsDsaReqSuccessRate,        

                 wmanIf2BsDscReqCount, 

                 wmanIf2BsDscReqSuccess,

                 wmanIf2BsDscReqSuccessRate,

                 wmanIf2BsDsdReqCount, 

                 wmanIf2BsDsdReqSuccess,

                 wmanIf2BsDsdReqSuccessRate,

                 wmanIf2BsMaxActiveServiceFlow, 

                 wmanIf2BsAvgActiveServiceFlow,        

                 wmanIf2BsMaxProvisionedServiceFlow, 

                 wmanIf2BsAvgProvisioneServiceFlow,        

                 wmanIf2BsMaxDlServiceFlow, 

                 wmanIf2BsMaxUlServiceFlow, 

                 wmanIf2BsNumberOfSfidaAllocated,

                 wmanIf2BsServiceFlowMeasurements,

                 wmanIf2BsDlArqBlocks, 

                 wmanIf2BsDlArqBlockDropped,

                 wmanIf2BsDlArqBlockErrorRate,

                 wmanIf2BsDlArqBlockRetransmissions, 

                 wmanIf2BsDlArqBlockEfficiency,

                 wmanIf2BsUlArqBlocks,

                 wmanIf2BsUlArqBlockRetransmissions, 

                 wmanIf2BsUlArqBlockEfficiency,        

                 wmanIf2BsDlHarqBlocks, 

                 wmanIf2BsDlHarqBlockDropped,

                 wmanIf2BsDlHarqBlockErrorRate,        

                 wmanIf2BsUlHarqBlocks, 

                 wmanIf2BsUlHarqBlockDropped,

                 wmanIf2BsUlHarqBlockErrorRate,

                 wmanIf2BsHmacUnauthenticated,

                 wmanIf2BsCmacUnauthenticated,

                 wmanIf2BsShortHmacUnauthenticated}

        STATUS       current

        DESCRIPTION

            "This group contains objects for performance Management."

        ::= { wmanIf2BsMibGroups 11 }
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