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Fixes for TEKs’ non-synchronization between MS and TBS in a seamless HO 
Youngkyo Baek, Jaejeong Shim, Kyeong-Tae Do, Geunhwi Lim
Samsung Electronics.
1 Problem Statement

During seamless HO, TEKs are generated automatically at each side of the TBS and the MS by Counter-based TEK Generation formula. (see 7.2.2.2.6.1), which CMAC_KEY_COUNT_T is one of the main seeds for TEK generation. CMAC_KEY_COUNT_T is defined as a CMAC_KEY_COUNT value which will be used after successful RNG-REQ and RNG-RSP message exchange in the TBS.  

The MS may expect CMAC_KEY_COUNT_TM as the current CMAC_KEY_COUNTM at the serving BS plus one (i.e. CMAC_KEY_COUNT_TM  =  CMAC_KEY_COUNTM + 1).  The target BS may expect the CMAC_KEY_COUNT_TB as the current CMAC_KEY_COUNTN at the authenticator or the current CMAC_KEY_COUNTB of the SBS plus one. (i.e. CMAC_KEY_COUNT_TB = CMAC_KEY_COUNTN or CMAC_KEY_COUNTB + 1)

Usually the expected value CMAC_KEY_COUNT_TB is the same as CMAC_KEY_COUNT_TM. However, in some cases they are different. This is such a situation; 

After a HO fails at TBS1 but the MS already incremented its CMAC_KEY_COUNTM for sending RNG-REQ, the MS may come back to the SBS. In this case, the expected CMAC_KEY_COUNT_Ts are not synchronized when the MS tries another seamless HO to a new target BS(TBS2). So, the generated TEKs will not be synchronized (See figure 1; the red colored numbers are CMAC_KEY_COUNTs which the MS (or the BS) manages at the times. The red numbers in the bracket are the CMAC_KEY_COUNTs which is included in RNG-REQ messages.).
In the Figure 1, MS and TBS2 have different TEKs until they exchanges RNG-REQ and RNG-RSP messages successfully. At this time, the draft D5 mentions that when the MS sends some encrypted UL data to the TBS2, if exists, the TBS2 can detect non-synch of TEKs between the MS and the TBS2 from the appended ICV(integrity check vector) part. Then TBS2 may increment the value CMAC_KEY_COUNT_TB and generate TEKs again until the UL data can be successfully authenticated.
That can be a solution to synchronize TEKs between the MS and TBS2, but it takes time and it is unreasonable because we cannot presume that non-synchronization of CMAC_KEY_COUNT_Ts is the only one reason about non-sync of TEKs. If the data is compromised, this solution makes another delay to detect the compromised situation. Moreover, if TBS2 has some DL data and encrypts to send them, the DL data cannot be authenticated by the MS and will be discarded. Hence the data can be transmitted again, if restored, after RNG-REQ and RNG-RSP are successfully exchanged.

.
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Figure 1 – HO failure just before seamless HO
2 Suggested Remedy

The suggested remedy is to inform the TBS2 of the current CMAC_KEY_COUNTM of the MS during the seamless HO. Then, the TBS2 can confirm the MS’s CMAC_KEY_COUNT_TM and take it as the CMAC_KEY_COUNT_TB. As a result, BS’s TEKs can be synchronized with MS’s. Encrypted UL or DL data can be decrypted successfully. (See the Figure 2; On the seamless HO MS_HO-REQ message includes the MS’s CMAC_KEY_COUNTM (= N+1), which is named CMAC_KEY_COUNT_MS , as a TLV and the value is sent to the new target BS(TBS2) over the backbone. TBS sets CMAC_KEY_COUNT_TB by N+2.)
Moreover, in case of the BS-initiated seamless HO, MS’s CMAC_KEY_COUNTM can be transmitted as one of TLVs of MOB_HO-IND message also. 
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Figure 2 – HO failure just before the fixed seamless HO
3 Suggested Changes in Rev2/D5
-------------------------------------------------------------Start of the Text------------------------------------------------------------
[In Rev2/D5, line 56 on page 231, section 6.3.2.3.48, include the following sentences]
For the MS-initiated seamless HO, the following parameter should be included in the MOB_MSHO-REQ message.

CMAC_KEY_COUNT_MS (see 11.15.3)

 
During the seamless HO the MS sends the serving BS its current CMAC_KEY_COUNT, which is named as CMAC_KEY_COUNT_MS. The value CMAC_KEY_COUNT_MS shall be transmitted to the target BS in order to synchronize the TEKs (i.e. the CMAC_KEY_COUNT_Ts) between the MS and the target BS. The target BS updates its CMAC_KEY_COUNT by using CMAC_KEY_COUNT TLV included in RNG-REQ message, but refers the CMAC_KEY_COUNT_MS as a parameter when it generates TEKs. The CMAC_KEY_COUNT at the target BS is to be updated after receiving an authenticated RNG-REQ message containing the CMAC_KEY_COUNT TLV.
[In Rev2/D5, line 25 on page 245, section 6.3.2.3.50, include the following sentences]

For the BS-initiated seamless HO, the following parameter should be included in the MOB_HO-IND message.

CMAC_KEY_COUNT_MS (see 11.15.3)

 
During the seamless HO the MS sends the serving BS its current CMAC_KEY_COUNT, which is named as CMAC_KEY_COUNT_MS. The value CMAC_KEY_COUNT_MS shall be transmitted to the target BS in order to synchronize the TEKs (i.e. the CMAC_KEY_COUNT_Ts) between the MS and the target BS. The target BS updates its CMAC_KEY_COUNT by using CMAC_KEY_COUNT TLV included in RNG-REQ message, but refers the CMAC_KEY_COUNT_MS as a parameter when it generates TEKs. The CMAC_KEY_COUNT at the target BS is to be updated after receiving an authenticated RNG-REQ message containing the CMAC_KEY_COUNT TLV.
[InRev2/D5, line 60 on page 513, section 7.2.2.2.6.1, modify the following sentences]

During handover before the exchange of RNG-REQ and RNG-RSP messages, CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM + 1 and CMAC_KEY_COUNT_TB = CMAC_KEY_COUNT_MSN + 1, where CMAC_KEY_COUNT_TM and CMAC_KEY_COUNT_TB are the values of CMAC_KEY_COUNT_T at the MS and the BS respectively and CMAC_KEY_COUNT_MS is the value of CMAC_KEY_COUNTM which is informed from the serving BS over the backbone during the HO. 
Both the MS and the BS shall compute the TEKs based on the current values of CMAC_KEY_COUNT_T. Initially, TEK0 and TEK1 Lifetimes are updated based on the value of the “TEK Lifetime” parameter sent to the MS in BSHO-REQ/RSP during handover preparation. More specifically, the lifetime of TEK0 is set to “TEK Lifetime”/2 and the lifetime of TEK1 is set to “TEK_Lifetime”. PN0, PN1, RxPN0, and RxPN1 shall be initialized to 0. During handover, before any transmission of data between the MS and the target BS, the MS shall set CMAC_KEY_COUNT_TM = CMAC_KEY_COUNTM + 1 and TEK_COUNTM = 0 and the target BS shall set CMAC_KEY_COUNT_TB = CMAC_KEY_COUNT_MS + 1N and TEK-COUNTB = 0. Unless the MS has cached a TEK context associated with the target BS and the current value of CMAC_KEY_COUNT_TM, the MS shall generate new values for the TEKs using the above formula. Unless the target BS has cached a TEK context associated with the MS and the current value of CMAC_KEY_COUNT_TB, the BS shall generate new values for the TEKs using the above formula. Otherwise the MS and BS shall apply the TEKs and associated parameters, including PN windows, from the cached contexts. Occasionally, CMAC_KEY_COUNT_TM and CMAC_KEY_COUNT_TB are not equal, in which case the generated TEKs will be different too. In such cases, the target BS may attempt self-synchronizing the value of CMAC_KEY_COUNT_TB by increasing the value until it can properly decode UL traffic. The target BS shall not use the CMAC_KEY_COUNT_TB to update its CMAC_KEY_COUNT, but refers the value as a parameter to generate TEKs. The target BS updates its CMAC_KEY_COUNT by using CMAC_KEY_COUNT TLV included in the authenticated RNG-REQ message. If the target BS receives a valid RNG-REQ message including a CMAC_KEY_COUNT TLV (see 7.2.2.2.9.1) from the MS, and the received CMAC_KEY_COUNT value is different from CMAC_KEY_COUNT_TB, it shall set CMAC_KEY_COUNT_TB to the received CMAC_KEY_COUNT value and regenerate new values for the TEKs using the above formula. 
[In Rev2/D5, line 38 on page 1310, include the following subsection]

11.15.3 CMAC_KEY_COUNT_MS
The MS should include the CMAC_KEY_COUNT_MS TLV in a MOB_MSHO-REQ (MOB_HO-IND) message during MS-initiated seamless HO (BS-initiated seamless HO respectively) in order to synchronize the TEKs between the MS and the target BS. If the MS includes this TLV, the serving BS sends the value CMAC_KEY_COUNT_MS to the target BS. Then a synchronized CMAC_KEY_COUNT_T is shared between the MS and the target BS, and both sides generate same TEKs according to the Counter-based TEK Generation formula (see 7.2.2.2.6.1). The target BS updates its CMAC_KEY_COUNT by using CMAC_KEY_COUNT TLV included in RNG-REQ message, but refers the CMAC_KEY_COUNT_MS as a parameter when it generates TEKs. The CMAC_KEY_COUNT at the target BS is to be updated after receiving an authenticated RNG-REQ message containing the CMAC_KEY_COUNT TLV..
	Type
	Length
	Value
	Scope

	3
	2
	CMAC_KEY_COUNT
	MOB_MSHO-REQ
MOB_HO-IND


--------------------------------------------------------------End of the Text------------------------------------------------------------
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