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Fix on the management of CMAC_KEY_COUNTB by the BS

Young kyo Baek , Erik Colban , Mizikovsky Semyon B , Tzavidas Stavros
Introduction – Problem Description
How to manage CMAC_KEY_COUNT is described in the section 7.2.2.2.9.1. Especially the BS manages its CMAC_KEY_COUNTB by some mechanism such as comparing with the value of CMAC_KEY_COUNT of the MS or that of the authenticator, which is described in the section 7.2.2.2.9.1.2. There are some typos and ambiguous points about how to manage CMAC_KEY_COUNTB. Thus we would like to recommend to modify the REV2/D5 as the following suggested remedy.
Proposed Solution
When an MS accesses to the network through the BS, the BS compares the MS's CMAC_KEY_COUNTM to  CMAC_KEY_COUNTB. However, if the BS has no AK context for the MS, the BS shall request/receive the authenticator it. The authenticator shall update the CMAC_KEY_COUNTN when the BS informs the authenticator of results of the MS's network access.

Proposed Text Changes
 [Modify the subtitle's name at line 1 on page 516 as follows]

 7.2.2.2.9.1.2 Processing of CMACK_KEY_COUNTB by the BS
[Modify the sentence at line 19 on page 516 as follows]

Upon receiving the RNG-REQ message from the MS containing the CMAC_KEY_COUNT TLV, the BS shall compare the received CMAC_KEY_COUNT value, which is CMAC_KEY_COUNTM, with CMAC_KEY_COUNTNB. If the BS has no AK context for the MS corresponding to the AK of the CMAC tuple TLV in the received RNG-REQ message it shall create an AK context and set the CMAC_KEY_COUNTB to CMAC_KEY_COUNTN (i.e. the value of CMAC_KEY_COUNT counter maintained by the Authenticator for the corresponding PMK context). 

If CMAC_KEY_COUNTM < CMAC_KEY_COUNTNB, the BS shall process the message as having an invalid CMAC tuple and send a RNG-RSP message requesting re-authentication; see subclauses 6.3.24.8.2.1 and 6.3.22.2.7. 

If CMAC_KEY_COUNTM ≥ CMAC_KEY_COUNTN, the BS shall do the following: 

If the BS has no AK context for the MS corresponding to the AK of the CMAC tuple TLV in the received RNG-REQ message, or CMAC_KEY_COUNTB < CMAC_KEY_COUNTM, the BS shall cache the state of the create a temporary AK context, generate the CMAC_KEY_* using CMAC_KEY_COUNTM, set CMAC_PN_* to zero, and validate the received RNG_-REQ message.
 If it is valid, the BS may purge the cached state, and shall set CMAC_KEY_COUNTB = CMAC_KEY_COUNTM, update the AK context and send a RNG-RSP message to the MS including a CMAC tuple TLV. The BS shall cache the AK context in case it receives subsequent MAC management messages from the MS. When the BS can determine that the MS has exited the CMAC_Key_Lock state associated with CMAC_KEY_COUNTM and if it is not serving the MS, it may purge the cached AK context. 
If the CMAC value is not valid, the BS shall send a RNG-RSP message requesting re-authentication; refer to subclauses 6.3.24.8.2.1 and 6.3.22.2.7.
 If the BS has established the AK context for the MS corresponding to the AK of the CMAC-Tuple TLV in the received RNG-REQ message and CMAC_KEY_COUNTB = CMAC_KEY_COUNTM, the BS shall validate the received RNG-REQ using the cached AK context. If the CMAC value is valid, the BS shall send the RNG-RSP message to the MS allowing legitimate entry. If the CMAC value is invalid, the BS shall send a RNG-RSP message requesting re-authentication; refer to subclauses 6.3.24.8.2.1 and 6.3.22.2.7.
 Once the MS has completed network re-entry, cancelled handover, or completed Secure Location Update, the BS is assumed to inform the Authenticator and send to it the value of CMAC_KEY_COUNTM. 

7.2.2.2.9.1.3 Processing of CMAC_KEY_COUNT byt eh the aAuthenticator (Informative) 

The Authenticator is assumed to maintain the CMAC_KEY_COUNTN for every MS as part of its security context, called the AK Context, associated with each PMK.

Upon successful completion of the PKMv2 Authentication or Re-authentication, and creation of a new PMK, the Authenticator sets the CMAC_KEY_COUNTN for the MS to 1. In particular, setting the counter to 1 occurs when the Authenticator receives indication about the successful completion of EAP-based authentication. The Authenticator never sets the value to zero and only sets the value to 1 after a new PMK has been established. Effectively, the Authenticator maintains the next expected value of the CMAC_KEY_COUNT to be reported by the MS during the next access. Upon receiving a request for the AK context from the BS, the Authenticator returns the current value of CMAC_KEY_COUNTN. Upon receiving the indication of a successful Secure Location Update or network re-entry from a BS or an indication of a handover cancellation from the serving BS containing the CMAC_KEY_COUNTM, the Authenticator compares it to the locally maintained value of CMAC_KEY_COUNTN and selects the largest of the two as the valid value of the counter, and then increments the value of the counter by one, i.e., CMAC_KEY_COUNTN = MAX(CMAC_KEY_COUNTN, CMAC_KEY_COUNTM) + 1
References

[IEEE802.16-Rev2/D5]
IEEE Computer Society and IEEE Microwave Theory and Techniques Society, “DRAFT Standard for Local and Metropolitan Area Networks Part 16: Air Interface for Broadband Wireless Access Systems”, P802.16Rev2/D5 (June 2008) (Revision of IEEE Std 802.16-2004 and consolidates material from IEEE Std 802.16e-2005, IEEE Std 802.16-2004/Cor1-2005, IEEE Std 802.16f-2005 and IEEE Std802.16g-2007)

  


