
IEEE C802.16maint-08/297

	Project
	IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16>

	Title
	Clarification of PKM Identifier field usage in a shortened 3-way handshake during optimized handover with SA Challenge tuple TLV

	Date Submitted
	2008-09-09

	Source(s)
	Leo Monteban
Joe Schumacher
Motorola
	Voice:
+1-847-632-5978
E-mail:
j.schumacher@motorola.com

*<http://standards.ieee.org/faqs/affiliationFAQ.html>

	Re:
	P802.16 Revision 2

	Abstract
	The usage of the PKM Identifier field during optimized handover requires clarification.

	Purpose
	Adopt for 802.16 Revision 2

	Notice
	This document does not represent the agreed views of the IEEE 802.16 Working Group or any of its subgroups. It represents only the views of the participants listed in the “Source(s)” field above. It is offered as a basis for discussion. It is not binding on the contributor(s), who reserve(s) the right to add, amend or withdraw material contained herein.

	Release
	The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication. The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

	Patent Policy
	The contributor is familiar with the IEEE-SA Patent Policy and Procedures:

<http://standards.ieee.org/guides/bylaws/sect6-7.html#6> and <http://standards.ieee.org/guides/opman/sect6.html#6.3>.

Further information is located at <http://standards.ieee.org/board/pat/pat-material.html> and <http://standards.ieee.org/board/pat>.


Clarification of PKM Identifier field usage in a shortened 3-way handshake during optimized handover with SA Challenge tuple TLV 

Leo Monteban, Joe Schumacher
Motorola
Introduction
The standard defines precise protocol behavior for the PKM Identifier field of the 3 messages involved in the 3-way SA-TEK Handshake. However in the case of optimized handover, the first message of the handshake is replaced by a RNG-RSP TLV SA Challenge Tuple. The usage of the PKM Identifier field in the subsequent messages (PKMv2 SA-TEK Request and PKMv2 SA-TEK Response) is not defined.

Description of the recommended changes

While the standard specifies that PKMv2 SA-TEK Request shall use the same PKM Identifier as was used in the PKMv2 SA-TEK Challenge it reacts to, the RNG-RSP message does not contain such a PKM Identifier. This needs to be clarified.

To avoid ambiguity regarding the setting of the PKM Identifier, the standard should state that when the MS sends a PKMv2 SA-TEK Request message in reaction to a RNG-RSP message with SA Challenge Tuple TLV, the MS should set field PKM Identifier to value 0.

Likewise, when the BS sends a PKMv2 SA-TEK Response message as part of a 3-way handshake initiated with an SA Challenge Tuple TLV, the standard should state that the value for the PKM Identifier field is 0.

To avoid collisions with PKM Identifiers in other PKM transactions that the BS may initiate, the BS should further consider the value 0 as occupied. If the BS decides to initiate another TEK transaction, by sending for example a new PKMv2 SA-TEK Challenge MAC management message, it should not set the PKM Identifier field to zero.

Note that the text changes (below) replace SA-TEK-Reply with SA-TEK-Response, as there is no MAC Management message named SA-TEK-Reply. 
Text Changes

[Change the PKM Identifier description as indicated:]
A BS shall keep track of the ID of its latest, pending PKMv2 SA-TEK-Challenge. The BS shall discard PKMv2 SA-TEK-Request messages with Identifier fields not matching that of the pending PKMv2 SA-TEK-Challenge. In addition, an SS shall keep it, pending PKMv2 SATEK-Request. The SS shall discard PKMv2 SA-TEK-Reply SA-TEK-Response messages with Identifier fields not matching that of the pending PKMv2 SA-TEK-Request.

When a BS sends a RNG-RSP with SA Challenge Tuple TLV it shall act upon further messages from the SS as if it had sent a PKMv2 SA-TEK-Challenge message with PKM Identifier set to zero.

When an SS sends a PKMv2 SA-TEK-Request message in response to an RNG-RSP with SA Challenge Tuple TLV, it shall set PKM Identifier to zero and act further as if it received a PKMv2 SA-TEK-Challenge message with PKM Identifier set to zero.


  


