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1. Problem Statement

ETRI

The purpose is to describe the EAP-based authentication procedure and service primitives
that could be exchanged between the BS and the NCMS entities. This proposal makes it
possible to perform the authentication as specified in the remainder of this document.

2. Summary of the Proposed Remedy

In this contribution, we define 3 primitives to support service flow management between
BS and access network (NCMS) which are described briefly in the following table.

Primitive
EAP_Start.request
EAP Transfer

BS -> NCMS
BS <-> NCMS

Direction

Primitive Contents

MSS ID
MSS ID, EAP Payload

EAP Key Notification.indication BS <- NCMS

Figurel shows the EAP-based authentication procedure using Diameter protocols.

MSS BS

MSS ID, AAA-Key, AAA-Key
Lifetime
o NCAIS AAA

Primitive s

PKMv2- REQ/EAP Start

EAP_Start.request

EAP_Transfer(EAP- req/identity)

PKMv2- RSP/EAP Transfer/EAP-req/identity

PKMv2- REQ/EAP Transfer/EAP- resp/identity

EAP_Trans fer(EAP- resp/identity)

Diameter- EAP- Request

/EAP-Payload(EAP-resp/identity) AVP...

Continue

PKMv2- REQ/EAP Transfer/EAP-resp# N

EAP_Transfer(EAP-resp# N)

EAP_Trans fer(EAP- Success)

Diameter- EAP- Request

/EAP-resp# N

Diameter- EAP- Answer

Result- Code=DIAMETER_SUCCESS

PKMv2- RSP/EAP Transfer/EAP- Success

EAP_Key_Notification.indication

(AAA- Key,KeyLifetime )

/EAP-Payload(EAP Success)

/EAP- Master- Session- Key AVP(Optional)

Figure 1. EAP-based authentication procedure using Diameter protocols[1][2]
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3. Proposed Text Changes

[Insert section 14.5.5.5 as follow]
14.5.5 Security Management

14.5.5.5 EAP-based authentication procedure

When an MSS try to initiate an EAP-based authentication or re-authentication procedure
with a BS, it sends a PKMv2 EAP Start message. The BS informs of an NAS (Network
Access Server) entity in NCMS as an EAP_start.request primitive. If the MSS receives EAP-
Request/Identity messages, then it sends the EAP-Response/Identity message with MN’s
identifier to the NAS entity. After the EAP-Response/Identity message, the EAP methods are
negotiated between the MS and the AAA server and the EAP messages are exchanged several
times. The EAP messages encapsulated are exchanged between the MSS and the NAS entity.
If the EAP authentication procedure is finished successfully and also yields an AAA-key, the
BS which does not know EAP protocols receives the AAA-key and a key lifetime from the
EAP client entity as an EAP Key Notification.indication primitive. It is already shared
between the AAA server and the MSS through the EAP exchanges. The AAA-key is used for
derivation for a PMK (Pair wise Master Key) and optional EIK (EAP Integrity Key).

Figure 1 shows EAP-based authentication procedure between a BS and an NAS entity in
NCMS as follows

Figure 1. EAP-based authentication procedure

14.5.5.5.1 Service Primitives
14.5.5.5.1.1EAP_Start.request

14.5.5.5.1.1.2 Function
This primitive inform an AAA Client entity in NCMS that an MS is going to start EAP-based
authentication.

14.5.5.5.1.1.2 Semantics of the Service Primitives
The parameters of the primitives are as follows:
EAP_Start.request
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{
MSS ID

}

MSS ID
48-bit unique identifier used for user identification between BS and NCMS

14.5.5.5.1.1.3 When generated
This primitive is issued by a BS when a MSS wants to initiate EAP-based authentication

procedure.

14.5.5.5.1.1.4 Effect of receipt
EAP payloads are forwarded for the authentication between BS and NCMS entity.

14.5.5.5.1.2 EAP_Transfer

14.5.5.5.1.2.1 Function
After the EAP_start primitive, EAP payloads are exchanged between an MS and an NAS
entity. The EAP payloads are encapsulated in the EAP Transfer because it is not interpreted in

the MAC.

14.5.5.5.1.2.2 Semantics of the Service Primitives
The parameters of the primitives are as follows:
EAP_Transfer
{
MSS ID
EAP Payload

}

MSS ID
48-bit unique identifier used for user identification between BS and NCMS

EAP Payload
Contains the EAP authentication data

14.5.5.5.1.3 EAP_Key Notification.indication

14.5.5.5.1.3.1 Function
A MSS derives the key from the EAP payloads and the NCMS entity informs the BS of it
when the EAP exchanges are successfully completed and yield the AAA-Key.

14.5.5.5.1.3.2 Semantics of the Service Primitives
The parameters of the primitives are as follows:

EAP_Transfer

{

MSS ID

AAA-Key
AAA-Key Lifetime

}
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MSS ID
48-bit unique identifier used for user identification between BS and NCMS
AAA-Key
AAA-Key is the product of EAP exchanges. It is used for the derivation of PMK
(Pair wise Master Key) and EIK.
AAA-Key Lifetime
It may be transferred from the EAP method or may be set by a vendor.

14.5.5.5.1.3.3 When generated
This primitive is issued by a NCMS (a NAS entity) when the EAP exchange are successfully
completed and yield the AAA-Key.

14.5.5.5.1.3.4 Effect of receipt
The BS could derive a PMK and optional EIK from the AAA-Key.
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