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Extended Set of Event Types for EAP-based Authentication -
“Semantics”, “When generated” and “Effects”

Christian Guenther, Achim Brandt
Siemens

Introduction

Contribution C802.16g-06/033, accepted at LB#20a, introduced the “Authenticated EAP Start” and
“Authenticated EAP Transfer” event types to properly support double EAP authentication and authorization
procedures and to align with corresponding 802.16e messages. This contribution provides the missing
paragraphs of the corresponding sections “Semantics of the service primitives”, “When generated” and “Effect
of receipt”.

Proposed Changes to 802.16g/D3

Change #1: Insert paragraphs 14.2.4.1.1.2.4 and 14.2.4.1.1.2.5 into 14.2.4.1.1.2:
14.2.4.1.1.2 Semantics of the service primitives

14.2.4.1.1.2.1. EAP_Start
14.2.4.1.1.2.2. AK Transfer
14.2.4.1.1.2.3. EAP_Transfer

14.2.4.1.1.2.4 Authenticated EAP Start
The parameters of this primitive are as follows:

C-SM-NOTFY
(
Message id,
Event Type: Authenticated EAP_Start,
Object ID: NCMS,
Attribute List:
MS ID,



2006-07-07 IEEE C802.16g-06/038

BS ID

MS ID

48-bit unique identifier used for mobile station identification between BS and NCMS
BS ID

48-bit unique identifier for BS

14.2.4.1.1.2.5 Authenticated EAP Transfer
The parameters of this primitive are as follows:

C-SM-NOTFY

(
Message id,
Event Type: Authenticated EAP Transfer,
Object ID: BS_ID or NCMS,
Attribute List:
MS 1D,
EAP Payload

MS ID

48-bit unique identifier used for mobile station identification between BS and NCMS
EAP Payload

Contains the EAP authentication data.

Change #2: Insert new paragraphs 14.2.4.1.1.3.4 and 14.2.4.1.1.3.5 into 14.2.4.1.1.3:
14.2.4.1.1.3 When generated

14.2.4.1.1.3.1 EAP_Start
14.2.4.1.1.3.2 AK Transfer
14.2.4.1.1.3.3 EAP Transfer

14.2.4.1.1.3.4 Authenticated_EAP_Start
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The BS shall send a notification message with this event type to the NCMS whenever it received from the MS a
PKMv2 Authenticated EAP Start message, equipped with a valid “HMAC digest/CMAC digest” attribute value.

14.2.4.1.1.3.5 Authenticated_EAP_Transfer

The BS shall send a notification message with this event type to the NCMS whenever it received from the MS a
PKMv2 Authenticated EAP Transfer message, equipped with a valid “HMAC digest/CMAC digest” attribute
value. This way, the BS shall relay the EAP payload contained in the PKMv2 Authenticated EAP Transfer
message to the NCMS.

The NCMS shall send a notification message with this event type to the BS in order to response to an
Authenticated EAP_Transfer primitive received from the BS.

Change #3: Insert new paragraphs 14.2.4.1.1.4.4 and 14.2.4.1.1.4.5 into 14.2.4.1.1.4:

14.2.4.1.1.4 Effect of Receipt

14.2.4.1.1.4.1 EAP_Start
14.2.4.1.1.4.2 AK Transfer
14.2.4.1.1.4.3 EAP Transfer

14.2.4.1.1.4.4 Authenticated_EAP_Start

Reception of an Authenticated EAP_Start primitive from the BS informs the NCMS of the MS having initiated
second round EAP by means of a PKMv2 Authenticated EAP Start message with a valid “HMAC digest/ CMAC
digest” attribute value. This triggers the NCMS to send Authenticated EAP Transfer primitives to the BS
carrying EAP payloads for second round EAP.

14.2.4.1.1.4.5 Authenticated_EAP_Transfer

When received by BS: When the BS receives a Authenticated EAP Transfer primitive from NCMS, it
generates a PKMv2 Authenticated EAP Transfer message carrying the EAP contained in the primitive to the
MS.

When received by NCMS: When the NCMS receives an Authenticated EAP_Transfer primitive, it generates
either a response primitive of the same type and sends it to the BS, or — after successful completion of the
second EAP round — derives PMK2 from MSK2, then AK from PKM and PMK2, and an AK context.
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[End of changes]

Reason for the above changes

Regarding the “Authenticated EAP Start” and “Authenticated EAP Transfer”, the corresponding paragraphs of
the sections “Semantics of the service primitives”, “When generated” and “Effect of receipt” have been
missing.

Remark

In order to enable the BS to validate “HMAC digest/CMAC digest” attribute values attached to second round
PKMv2 EAP messages received from the MS, the NCMS must provide the BS with the EIK value. Currently,
this is still missing in 802.16g/D3.
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