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1. Introduction
This document proposes the creation of wmanIf2BsSsPkmV23wayHandshakeTable to support 3-way handshake process
2. Proposed Text

2.1
wmanIf2BsPkmObjects Change
[Change subclause 13.1.3.1.3 as the following:]
13.1.3.1.3
wmanIf2BsPkmObjects
Figure 5 shows the structure of wmanIf2BsPkmObjects subtree that contains BS managed objects related to the MAC privacy management entity.
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Figure 5 – wmanIf2BsPkmObjects Structure
13.1.3.1.3.2 wmanIf2BsPkmV2Objects
13.1.3.1.3.3.4
wmanIf2BsSsPkmV23wayHandshakeTable

This table contains information related to PKMV2 3-way handshake process.
2.2
ASN.1 Notations – wmanIf2BsPkmObjects
It adds the following ASN.1 code.  
--
-- Table wmanIf2BsSsPkmV23wayHandshakeTable

--

wmanIf2BsSsPkmV23wayHandshakeTable OBJECT-TYPE

        SYNTAX      SEQUENCE OF WmanIf2BsSsPkmV23wayHandshakeEntry

        MAX-ACCESS  not-accessible

        STATUS      current

        DESCRIPTION

            "This table contains information related to PKMV2 3-way

             handshake process."

        REFERENCE

            "Subclause 7.8.1 in IEEE Std 802.16e-2005"

        ::= { wmanIf2BsPkmV2Objects 4 }

wmanIf2BsSsPkmV23wayHandshakeEntry OBJECT-TYPE

        SYNTAX      WmanIf2BsSsPkmV23wayHandshakeEntry

        MAX-ACCESS  not-accessible

        STATUS      current

        DESCRIPTION

            "Each entry contains objects that define the SS 3-way

             handshake attributes for each SS associated with each

             BS sector. The table is indexed by ifIndex and

             wmanIf2BsSsMacAddress."

        INDEX     { ifIndex, wmanIf2BsSsMacAddress }

        ::= { wmanIf2BsSsPkmV23wayHandshakeTable  1 }

WmanIf2BsSsPkmV23wayHandshakeEntry ::= SEQUENCE {

        wmanIf2BsSsPkmV2SaTekBsRandom           OCTET STRING,

        wmanIf2BsSsPkmV2SaTekAkSequenceNumber   Integer32,

        wmanIf2BsSsPkmV2SaTekAkId               OCTET STRING,

        wmanIf2BsSsPkmV2KeyLifetime             Integer32,

        wmanIf2BsSsPkmV2SaTekMsRandom           OCTET STRING}

wmanIf2BsSsPkmV2SaTekBsRandom OBJECT-TYPE

        SYNTAX      OCTET STRING (SIZE(8))  

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "This attribute contains a quantity that is pseudo random

             number generated from the BS and used as fresh number for

             3-way handshake process. BS sends the BS-Random in the

             PKMV2 SA-TEK-Challenge message."

        REFERENCE

            "Table 37h, Subclause 11.9.22 in IEEE Std 802.16e-2005"

        ::= { wmanIf2BsSsPkmV23wayHandshakeEntry 1 }

wmanIf2BsSsPkmV2SaTekAkSequenceNumber OBJECT-TYPE

        SYNTAX      Integer32 (0 .. 15)

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "This object indicates the sequence number of root keys

             (PAK and PMK) for the AK. This value is the most

             significant 2-bit of PAK sequence number concatenated

             with the least significant 2-bit of PMK sequence number.

             BS sends the sequence number in the PKMV2 SA-TEK-Challenge

             message."

        REFERENCE

             "Table 37h, 133a in IEEE Std 802.16-2004"

        ::= { wmanIf2BsSsPkmV23wayHandshakeEntry 2 }

wmanIf2BsSsPkmV2SaTekAkId OBJECT-TYPE

        SYNTAX      OCTET STRING (SIZE(8))

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "This objects is used to identify the AK. BS sends the AKID

             attribute in the PKMV2 SA-TEK-Challenge message."

        REFERENCE

             "Table 37h, 133a in IEEE Std 802.16-2004"

        ::= { wmanIf2BsSsPkmV23wayHandshakeEntry 3 }

wmanIf2BsSsPkmV2KeyLifetime OBJECT-TYPE

        SYNTAX      Integer32 (60 .. 86400)

        UNITS       "seconds"

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "This object indicates the PMK lifetime. BS sends the key

             lifetime attribute in the PKMV2 SA-TEK-Challenge message."

        REFERENCE

             "Table 37h, Subclause 11.9.4 in IEEE Std 802.16e-2005"

        ::= { wmanIf2BsSsPkmV23wayHandshakeEntry 4 }

wmanIf2BsSsPkmV2SaTekMsRandom OBJECT-TYPE

        SYNTAX      OCTET STRING (SIZE(8))  

        MAX-ACCESS  read-only

        STATUS      current

        DESCRIPTION

            "This attribute contains a quantity that is pseudo random

             number generated from the MS and used as fresh number for

             3-way handshake process. MS sends the MS-Random in the

             PKMV2 SA-TEK-Request message."

        REFERENCE

            "Table 37i, Subclause 11.9.21 in IEEE Std 802.16e-2005"

        ::= { wmanIf2BsSsPkmV23wayHandshakeEntry 5 }
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